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DA&SA TPID Priority | CFI | VLANID | Type Data FCS

fn IR, VLAN Tag B4 004 5B, 43514 TPID (Tag Protocol Identifier, #% ¥ Ubi K45 )-

Priority. CFI (Canonical Format Indicator, #rfi&z0Fe~H7) F1 VLAN ID.

o TPID ARARRAKIEWE A4 VLAN Tag, KN 16bit, HHUE A 0x8100.

o Priority £IRH SCHT 802.1P 562, KA 3bit.

o CFI=FEhri MAC Huli7EAS Rl A& fan A a2 1 DA ERS b7 3 3%, KRN 1bit, BUE R
0 %7~ MAC Hulik bR RS b A7 2%, 8 1 RoR DAAEbRERS B 3, SEaHUE N 0.

e VLAN ID #riRiZ4 T8 VLAN 95, KBy 12bit, BUETEH Iy 0~4095. T 0 Al 4095
NP SR EUE, FTPL VLAN ID FIEUE TSN 1~4094.

W 2% % %% KB VLAN ID SKARBIHSCHTE I VLAN,  fR 4 S0 75 47 VLAN Tag L3 47 ) VLAN
TagfH, RXFRICHEATALEE,

=2

i

o X Z Wi XA Ethernet [| B354 6], A KL £ 45 802.2 LLC. 802.2 SNAP #= 802.3 raw
HEMK X, 3T FX 4 EHA KGRI, L2784 VLAN Tag F 5, A%k X5 R F VLAN 6938,

e 3F% VLAN Tag 4k L, & &AM $E L &I E VLAN Tag #4743, @ A & VLAN Tag 244
LS TE &/ P
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6.1.3 VLAN X%

6.1.4

VLAN 454 7375 AR R LAy AN FZER, NS0 1 LR ILE) VLAN 287

T3 1169 VLAN

2T MAC Hihikf) VLAN
EF Bl VLAN

5F 1P F M VLAN
BT HuE 1 VLAN

H'& VLAN

Web 11 H A7 ] S350 JE 3 1) VAN BOBCE, BRI, A & bt RO 58 -3 1 VLAN #E47 4

EFixOaYy VLAN &

FT 3 X1 7 VLAN 2 s fi B, 550 2080 VLAN RI7» 7% . B4R IR et i 1R E L VLAN i, K
88 I FOIIAZI48 € VLAN FP 2 )5, S Hte] LB K48 7€ VLAN IR

1. ik M SRS R L B

AR S AR B R ARSI XS VLAN Tag HIANRIAR BT 30, w4 1A B S8 70 O = F:

Access iEHz: ¥ IR H 2 IR SCAH VLAN Tag. — BT FIARBER B VLAN Tag f) 4 %

FAE, BEATEX DA VLAN Bt A . W& 6-4 s, Device A F1Ed@ ) PC AH

%, PC ARl VLAN Tag il 30, FTLAFRZEK Device A Al PC AHEE b 1 1) B 2K JE 2K 7Y
%W HE N Access.

Trunk &2 I 10k H R 03RO, 55 108 VLAN P IIIRSCART Tag, e VLAN A IR SCHR
WA Tag. M T ML & 2 A % . Wi 6-4 fiizn, Device A fll Device B 2 [
5 A4 VLAN 2 A1 VLAN 3 #9330, BTbL, 7 22K Device A Fil Device B AH %3 I A HE R 1%
BRI E N Trunk, I 701 VLAN 2 fil VLAN 3 iiid .

Hybrid 3452 I & H 25 B3R SC AR 75 2450 B 528 VLAN IR0 Tag, 48 VLAN

(R SCANH Tage I8 ¥ 7E AN & AHE 1) B %2 75 SCRF VLAN Tag CHZ 75 A7 LLR 5 VLAN
Tag HI#R 0 B, WEFELEE VLAN H IR SCAN Tag. @& 6-4 Fizx, Device C 5—N/NFE
W AHE, Rt A PC JE T VLAN 2, £ PC J& T VLAN 3, Iiti Device B AN Device
C /27537 ¥F VLAN Tag, 20K 5 Device C A i I E 4 4 2 287 15 B A Hybrid, JFfuiF
VLAN 2 i1 VLAN 3 ffi SCAHT Tag i@t
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Ele-4 EmEEEAEEREE

VLAN 2 VLAN 2

Device A Device B Device C

—_— RN B E NAccessIERI T (1) HE %
— RN B E N TrunkiE SR I
R TR E Y HybridiE BT B VLANS

2. 54 VLAN (PVID)

B 7R LA E i R VR VLAN, I8 W] DL E G 5k VLAN. 7EERETEOL T, BT A i

54 VLAN #5579 VLAN 1, {HH AT DUR R 75 2T &

e Access i 48 VLAN 52 E BT &) VLAN,

e Trunk ¥i F A1 Hybrid 3 H A LR ¥F 24~ VLAN J83d, AROSTCE 54 VLAN.

o HYHERFA VLAN B, 405i% VLAN 254N D B4 VLAN, TII%T Access bt I, it I Ak
4 VLAN £k %] VLAN 1; % Trunk B¢ Hybrid 3% 11, 3% C 054 VLAN it B AL ids, B
EATA LMEH EEAELER VLAN 1E A5 VLAN.

X i
o EBURHIZ L T 69485 VLAN FoAhik 49 35838 &35 0 6 84 VLAN BR¥F—2 .

o FEDURIESS T 898 VLAN 5% 4@ 1369 VLAN, 4o R0 R A% VLAN @i, 2255 1
4944 VLAN % 3% VLAN, 3% 0 2% F 1K 5)49i% VLAN #9334 R4 VLAN Tag 4938 .

3. i A X 4R Y AL IR T K

TERCE 1 o FERR ARG VLAN 5, S XSO R R R IS AR EE A TUR A [E s oL, BRI
B 6-1 s,
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#6-1 Im O & RS AT

I EUTHR ST B4k 3R
im O 2R 8 X & E R SCHI AL IR
B RYHR T A5 Tag B EWHIRTHE A Tag B
e 4 VLAN 5#45 VLAN
SRR P : AR, BEUiZ IR ST X
Access AARSTAR MR VLANK] ~ FHTag, KRIEZHRL
Tag e 4 VLAN 54 VLAN
ANE, EFZRL
e N VLAN 584 VLAN MIH, HA
o B VLAN fE¥ H 5 1R VRESE 9 VLAN B3 i,
FVFEILH VLAN B e 24 VLAN 73 H fo ¥Fil £ Tag, RILIZML
Trunk o BEGER o i &, B
VLAN [ Ta s 1 fo I B9 VLAN 5126 dhi
g o 4 VLAN REH R ¥F RIS Tag, Ri% %
o B4 VLAN ANTE B VLAN %1% hist,
O 4 ¥Rl i VLAN FEFIZRL VAN NG O AR VFES VLANSI R
Hybrid BRI, IR N, RIEZARSC, TS L Tag Rl H
HPAFohE
6.2 VLANBLEEEE N
1. B & & T Access i [OH) VLAN
#6-2 ETF Access ii A8 VLAN ELE S B
SR BEES 15t R
1 6.3 GJEVLAN Lk
- g — e Z A VLAN
N
2 ;u;ﬁg%:;ﬁl\? MO T e & 3 O 1 7EFE 5 R N Access
BARIEALT, o 0 IEREZRA N Access
3 6.5 Fic B VLAN s K fic B VLAN 2t 11 % 7
2. BEBETF Trunk i [OAY VLAN
#6-3 ETF Trunkim ARY VLAN BCE S B
SR BEEES 15 BR
1| 63 GIEVLAN ik
I BlE— Pk ZAVLAN
5 6.4 BEuk o pyikkem | BCE N L RERESEAUNTrunk
HEREVLAN X FHybridig 1, 20505 H % B Accessim [, A BEF ¥ & N Trunkei [
BB T, 5O REREEA N Access
3 6.5 Mt B VLANH K Bt B VLAN [ H g 57
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3. BLEE T Hybrid im Ay VLAN

%<6-4 E-T Hybrid i O # VLAN B E P

SIE BLEES 152 BR
1 6.3 flEVLAN Bk
o g — AP E L VLAN
1P~
) 6.4 Tl B pekm | BB HRERSE A N Hybrid
FHEVLAN T Trunksfi 1, 640560 365 B Accessif 1, 74 A i % B yHybridi -
BRAtE T, um EREREZRE N Access
3 6.5 Fic B VLAN s K fic B VLAN 2t 11 % 7

6.3 BJEVLAN

(1)

2
(3)
4)

Ele6-5 fliE

AllEVLAN

VLAN B *

TESHUEHIER “M% > VLAN .

$EE, HE VLAN B8 v, W~ EFs.
N VLAN ID 5% VLAN ID .
H o < s > T A 5 IR AR

{2-4004, B{ET0: 3.5,10-100)

6.4 BL&imOARERZEEZEFIFEVLAN

(1)

FEFHUE LS “M% > 407 .

(2) WEPFEFE RO, %ﬁo
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() W TFEHIR, BB OFIEERA, fHE: Access. Hybrid. Trunks
(4) WHPVID, R4 VLAN.

(5) Har<HE>TRAH TR

[E16-6 f&osim O B EHREZLEE

GigabitEthernet1/0/22 (GE1/0/22)

o

GigabitEthernet1/0/22 Interface

MACH1HE ) .
{ HH-HH-HH-HH-HH-HH>

VLANAE

MDDHE T,

{ZH]: 1000000Kbps)

{=H]: 1000000kbit/s}

6.5 BLEVLANAHAYIH O
(1) FESHEPIEEE M2 > VLAN

(2) EFEERER VLAN, $ﬁ3, BN B PR 0 T
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El6-7 &4 VLAN
{ BEVLAN

1t
VLAN 0002

Untaggedup 3 Tkl

GE1/0/1
GE1/0/
GE1/0/3
GEA/
GE1/0/
GEA/
GE1/07

Taggedig3|F  FHEW

GE1/0/24
XGE1/0/25
XGE1/0/26
XGE1/0/27
XGE1/0/28
BAGG1

BAGG10

VLANSE 1Pt BEEVLANEEC]
@ A DHCPEFRE P
© IEEPHLE
IPvattil AR




(3) FCE VLAN M IR iR, VR4IFCE W N R AR .
(4) PR < >4 SE LR
%6-5 &84 VLAN /s O i AE &

[ 15 Af
VLAN ID SREEMIMVLAN
BE B VLAN T H#iE

BT, VLANBIHEIR AiZVLANAIVLAN ID, 1 “VLAN 0002”

Untagged?ii 11713 B VLANF EAE 1 R 2R, A
e Untagged: #F7nim AR K% % VLAN OO0 A Tag Fres

Taggedsii H A3 o Tagged: Fomii 1A TR VLAN fi S 4 Tag 472
VLAN#: 1P REAEVLANE D, HEEEIP. 7 LLETDHCP A sh3R P Mkt 5 # 48 & 1P kit

6.6 VLANELRY AL F 245

1. AR K

e Switch A 55X} Switch B f#H GigabitEthernet1/0/1 AHi% .

e  GigabitEthernet1/0/1 4 Trunk i 171, 45 VLAN ID 2y 100,

e  [itE GigabitEthernet1/0/1, {#i%i 10 ¥F VLAN 2. VLAN 6 %] VLAN 7. VLAN 100 {3k 3¢
it

[£16-8 VLAN B & 4H W &

@ GE1/011 GE1/001 @

Switch A Switch B

2. B & Switch A
(1) P& GigabitEthernet1/0/1 Jy Trunk %% 1, #t44 VLAN A VLAN 100.
IR RSN IERE ML > B0, FEAN BN U, W NEFR.
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E6-9 ##0

sz:qn|

FrEED

m B0 ; Pttt

down = 1000000 GigabitEthernet1/0/1 Interface

SR 2. Ridima “GE1/0/1” Xﬂ'ﬁjﬂﬂ, HN “BEORE” T,
W3 AT N E, W ETR.
. EPEERR AN “Trunk”,
B\ PVID &~ “1007,

DUR 4: Hli<iE > 1A TE R AT

N
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[£16-10 BLE GigabitEthernet1/0/1 4 Trunk i@ (PVID 4 100)

GigabitEthernet1/0/1 {GE1/0/1)
H ZH

GigabitEthernet1/0/1 Interface
MACHHHE { HH-HH-HH-HH-HH-HH)
VLANAE

Trunk I L

PVID

100 (7]

Permit VLANS(3%

MDDAE S, (Hmi: BihdE

B

(ZA]: 1000000Kbps}

BihiE
= =T

B

(Z@]: 1000000Kbit/s}

(2) @I VLAN 2. VLAN 6 % VLAN 7. VLAN 100,
SRR AN PIESE R > VLAN

I 2. $€E, HEN VLAN RO TUm, W BT .
IR 3. W NELGIZE Y VLAN ID 8¢ VLAN ID i .
IR 4. LT < > TR AL SE AR
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El6-11 3 VLAN 2. VLAN 6-7. VLAN 100

AllEVLAN

VLAN 5% * > 67 100

(24004, BUETH]: 3.5

(3) MiE GigabitEthernet1/0/1 Jy VLAN 100 ] Untagged h% i -
IR AEFHIAE T IESE “MZ > VLAN,

AP 2. Hd “VLAN 100”7 sm‘ﬁjﬁ’ao
A% 3. WK, £ “Untagged 3 4113”7 68 “GE1/0/1” $#11.
IR 4 Bk <Hff B > 1N 5E BUERAE
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&6-12 i£F E~HY VLAN SEE

VLAN ID

VLAN 0100

Taggedik 53

(4) [FcE GigabitEthernet1/0/1 4 VLAN 2. VLAN 6 £ VLAN 7 (] Tagged F i1 .

“VLANG” F1 “VLAN7” HIELE 5 “VLAN2” 25Ml, AR,
WA ESHIEFIERE MY > VLAN,

PR 2. B “VLAN 2”7 xﬁmﬁo
B0 3. WFEFR, £ “Tagged it 5% 7 &% “GE1/0/1” $#1.
IR 4 Bk <Hff B > 1N 5E BUERAE
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[£16-13 BLE Ethernet1/0/1 J VLAN 2 &Y Tagged % 5

VLAN ID

Tt
VLAN 0002

Untaggedh53

Taggedin 715

3. it & Switch B
5 Switch A FRIECEAIE, AEHKR.

6.7 ;EEFEIN

BB VLAN I 55 ZE s T S0l

(1) VLAN1 N ZZH4E VLAN, I ASBET 008 R % .

(2) fRE VLAN £ RGN BURE e DIRe T (¥ VLAN,  H P AR T LA AR .
(3) AHETE “MHBR” DU - Mikk B & b 3hAs % I #1 VLAN.

(4)  EFA VLAN ERiFH 7551 QoS (Quality of Service, RZ i) SHISHCE, WA R
MMk i% VLAN.
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v

7.1

=% VLAN
Voice VLANTE /Y

BB S AN H G KR, EE R AN B 2, RHIETH/NX, ML RN AR
B AL SR A . I, 5 B AR T R B S A E A e g, LA
ik FE AT RE S AR I SE R BB .

Voice VLAN J& 4 7 (18 & ZdiE i m % 11 RI43 1) VLAN . @i %14 Voice VLAN FE¥EHAE S W&
s NN Voice VLAN, &4t A2 HIE S IRCE N QoS 4, Rig mif S HiE ot fed . fRIF
IR

22 ..

15t BA

T iEEiR&A IPaiE. IAD (Integrated Access Device, Z&aH#NEKE) F. AL T IP G
1% A B AT

1P IR I, 5 E e sE L R M5

(1) P IP LS, SREXIP HLEEH MAC,  AIMTEEAT 22 A AE K B i H R oL I 6 2

(2) % Voice VLAN 15 28 45 IP HLIE, IP FELIEREMS AR I Y2 T Voice VLAN {5 258 i H B AL .
A IP HLTE & Y 1 - SCLE Voice VLAN A £l

7.2 WEIRAIPEIRI L

7.2.1

OUI it

W& AT DU E N O B BRSO YR MAC kit 7 BRI BT 12 3008 Ui 2 75 8 & Bl i . TR
MAC HibEf5 & R 401k B 1918 % % % OUl (Organizationally Unique Identifier, 43R4i—FriRzT)
HERIHRSCBN 92 1 A I

PRI AT 3 B OUI sk, 1 n] DAfE F B 1) OUI Ml /B I ThRuE . 1% & B8 11 OUI ik 4n
K T-1FR. HITARS W AR E 16 4> OUI il

FT7-1 FEHER OUI bk

Fs OUl #hit ) 5
1 0001-E300-0000 Siemens phone
2 0003-6B00-0000 Cisco phone
3 0004-0D00-0000 Avaya phone
4 00D0-1E00-0000 Pingtel phone
5 0060-B900-0000 Philips/NEC phone
6 00EO0-7500-0000 Polycom phone
7 00EO0-BB00-0000 3Com phone
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Oul ik g E

bar
Jjn

8 000f-e200-0000 H3C Aolynk phone

§ /Q

i 8

o WEENT, ow%m%%£MMnmmﬁﬂMﬁ(;gﬁx%ﬁfEﬁXﬂﬁ%@fﬁ%m
§)— A — g ARIR . R 89 OUl 3b ik A A Fif 5 & g OUl b ik, & 235 & FIiik 3|
HIRIRE HIEE %E\Iéﬁﬁi#ﬁg,mvmce vlan mac-address 4+ 4§ mac-address #= oui-mask
AHA G eysE R,

o RHHA M OUI AT AT THIR, MIRE T HRF LR,

7.2.2 i@yt LLDP BEhiR3l IP BEiE

e ERCE R OUI bk iR IP s IR 2 IR T s BT BCE R OUN Ml A, JF H X
Zerf IP IR BCR AR I, B E G B AR R 1P LGSR LLDP Zhig, W LARCE LLDP
HaRA 1P HIE DR

7.3 % & 1BVoice VLANEEBEAIPHEIE
7.3.1 i%&1E% Voice VLAN EEBY A

W IP G FF LLDP, 44 w] Ll LLDP R 3C# ) LLDP-MED TLV ¥ Voice VLAN 15 S 45
5 1P B,

R 1P HE A 528 CDP, A3 K LLDP, n] LA it & LLDP %% CDP I fefii 5 4K Voice VLAN
5 BEEETE CDP R HhiE s 45 1P Hih.

7.3.2 &R Voice VLAN EB B9 A %

e UilfdE Voice VLAN, iEZ I “7.5 i 17t & Voice VLAN”,

o Y IP HLIERANIETI RIS, AT ELEEZAL VLAN (5 Bl 45 IP .
e  JE% LLDP B CDP A& fiff] Voice VLAN {5 ..

X =R v R U 0 ] 7-1 R
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E7-1 1&%mE IP BiE% % Voice VLAN E 28I 12
J:75 6% T LLDP/CDP =
A HIVoice VLAN ID

S T CRRGIE IR 55 2
FRIFZAVLANSG &

) 1P H 1% R AT 1 E 1Y
Voice VLAN ID

o

Pt

1P HL i K AT ALVLAN
FIfEE

Tra) 1P L 38 A i 11 A L)
Voice VLAN{Z B

7.4 IPHEIFRIIEANT R

1. EHLFAIP BIEEELEN

WE 7-2 fion, EHUERER] IP HiE, IP HIFIERRARE. EREEANKRE T, FEEIH
AP HAERI> BIAFE A VLAN, B IP diGfe & % VLAN Tag BIHRSC, A X oMb 55 Hdh
WMANE S EE R . R, 36 0552 2 Voice VLAN i1 PVID F# GBI .

El7-2 £H5 IP EiFRBEIENAWE

Voice gateway

Host IP Phone Device

2. IP IEBEMIEN

WNEL7-3 iR, 1P R R A B . IR NGEHT T IP LA Y Untagged 55 Rk SCHITE L, 1t
I} 75 Z L & Voice VLAN 24y PVID J1iC & i H 7o Vi PVID H4R Gl .
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E7-3 IP BiRERMIZENEME

IP Phone IP Phone

7.5 ix OB & Voice VLAN
7.5.1 Voice VLAN B3R XN FIF R

Voice VLAN [ T/ 2045 H s A Fanisl, XA B3 PR K25 DA Voice VLAN

175 e

1. BHER

H 3 UE T PC-IP B ER I N ity 11 [R) I A AmiEs 2 250 A molk 25 20D =X, il
7-2 fliw.

RKRGHAIH 1P IS R B PRER S, BRI’ R IR MAC, TLAC OUI Hihk. VCRCEIN)S
ARG B S EE SRS NG 0N Voice VLAN, JF R & ACL #UIU. FCEIR SIS Hwl
PATER £ F ¥ E Voice VLAN 24K, U7EZ AL, R GuiA MO S 1 WSCEIAE ) 1 & 4 S
B, RGRHZI H A Voice VLAN H B . iy I BV /B 3 Voice VLAN [ 4 HH & 45 H 25K
Pl. 4 Voice VLAN IEH TAERT, w0 Fl BV & HH B sl G oL, AIRIE O & JE LI & S B Re 8
EWTAE, RGEEFBINTER)G, HECE A B35 D EH I Voice VLAN, il A7 %
BB E S Tl .

2. FahiExk

FEH T IP RN G DS S0 AT, W 7-3 Fin. A 75X
A DS 1 T A 2 B A O PR e b 55 M R v 2 A A i (s

Fohialr, TEEDTF LI IP BifE A D i Voice VLAN H1, FRET IR SCHITE MAC,
ULEC OUI Hihik. DEICIh)E, REGuHs Tk ACL AU e B S 59 o R E I/ B 2 Voice
VLAN [ 72 i 5 21 03 F- 3l S

3. Voice VLAN LR FA IP BIEME &

IP HiERAE %, AU HiERE R B VLAN Tag IR0, A LerdiE Hag Rkt Untagged #7320,
U 7 B P ORI S 1 R R 2RI 5 IP S RERSUTEL, AN [F] Voice VLAN TAEBL T I E4HRL & K R
THIEK 7-2 FIE 7-3:

. IP H1if & i% Tagged & & $ i
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R7-2 TR ER R OXFF Tagged iIEFHITREEEK

Voice rARXE
VLAN T e m i) Tagged && BCEEXK
1EfER g
Access AT H -
Hah#E | Trunk
B A VLANABE NVoice VLAN
Hybrid
Access A SFF -
Trunk S HEVLANABE AVoice VLAN, i Z & ¥ 1 4 Voice VLAN
FEpMER N (OE S @ byl
Hybrid S HAVLANABE AVoice VLAN, i EC & ¥ 1 4 Voice VLAN

(A S Tagid it

e IP HLif k% Untagged 1535 5
X |IP Hi% & 3% Untagged 8% %4, W 1 Voice VLAN TR KA AT, REENE S

B,
R7-3 FEIZEAH O X Untagged 5 FHIRELE ZK
Voice —AEXH
VLAN T i i) Untagged & BEEK
1EHE HHEE
Access
HEEL | Trunk ANKFF B
Hybrid
Access S K HAVLANL B yVoice VLAN
Trunk S B2 N0 O BA VLAN L A2 Voice VLAN,  HLEE N i 0 o ¥ i%
FEhRR v VLAN;#
Hybrid S B O R VLAN A J2 Voice VLAN,  H {2 #Voice VLAN

HIHR A Tagil it

=
A =

o 4R A P4 IP Phone & i 492 Tagged &5 4, HAEAG® T L4248 T 802.1X IAiEF= Guest
VLAN/Auth-Fail VLAN/Critical VLAN, ARIEZFT ) hee E w14 F , 5% Voice VLAN. 5% 149
#:4 VLAN #= 802.1X # Guest VLAN/Auth-Fail VLAN/Critical VLAN 4-8¢ 7~ 49 VLAN ID.

o SR A P 49 IP Phone & & 492 Untagged &3, 5% I Voice VLAN Zh A, REEFIEAR D
#9424 VLAN Bz & ) Voice VLAN, bit34 48 £ I 802.1X IAIET) £E.
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7.5.2 Voice VLAN B2 £ER 1T @ELR

MR RE T Voice VLAN Ty BE 15 110 218 R (1 204 6L A JEATL 1 X AT LK Voice VLAN (1) T AR

30 e A 20N e A X

o @MU, 5N Voice VLAN J&, WX THME S5 SORE——# 47 IRA, L2
4 Voice VLAN Tag fil 30, #& KA FEAG A HR MAC Hubik 2 75 8155 %4 1 OUl ik, 33
PEWE#E Voice VLAN % . 3 T84 VLAN /& Voice VLAN ) Fshis e 1, £S8UT
= [ Untagged i 3C# 7] ATE Voice VLAN Hif&i. XA AR 7 IR 45 5 1 Voice VLAN i
FPEEH PR ES S . WEH ] UME K& A Voice VLAN Tag 8¢ Untagged 4k 3¢,
i F Voice VLAN a7 %5, 5200 1E W 115 & 813 .

o AR, WA G AN Voice VLAN FE i SCHET R MAC TLECRY 2, % T4
REULAC OUI HuhE s, KL E 35

ST ELRE 244, F P ] LB B Voice VLAN (@A, DA A3 SC 1) AR R 48 %R

1 5 FH

=0 7]
HEBUF P RT RE 1A Voice VLAN F B Bf4E #5485 & Fe b S35 . oA 2oE &, 547K Voice VLAN
1 AR R KM,

£ 7-4 Voice VLAN HJZ £/ @8R TR 3T A AL T8

Voice VLAN T N
v Eirgra il LISz
Untaggedi 3C
MZ R SCIRMACHE 2 TR FOUIHBHERS ,  Fo ¥ iZdR SCHE Voice
%ﬁWM?WAN VLAN W &4, 5 NPK iz SCE 57
AR Tag k3L
A HABVLAN HRYEFE 5 o A2 7 RV IZVLANGE R SR RS0 AT 3 I B S AL B,
Tag 1k 3¢ N5ZVoice VLAN % 4=/ 5@ A 3 52
Untaggedfk 3¢
AHHRSCHIIRMACHEE A TAS 2, T R0 AT LLTEVoice VLANI i
- . 1T A%
A i Voice VLAN
B Tagif
A HAMVLAN FRYE T8 72 i 2 75 FO V2 VLANGE SRR SCHEAT 3 R AT E S AL,
Tag ik A%ZVoice VLANZ 4/ @A = 52

753 BEEBEHER THIESE VLAN

1. BEEim O5R
(1) ESHETESE “M% > B VLANY , 3N “iE3% VLAN” T, 0 s,
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E7-4 i&& VLAN

(2) iy “EOSIR” EEB‘J, T~ EFTR -

E7-5 imA5IFE

< EFIE

VLAN ID

(3) $Eﬁn, PR
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7-6 3 R 7JIJ um M

17 19 21 23 17 19

SESE EEET i 8808 e

10 12 14 16

GE1/0/2

VLAN ID *

wmAET @

Auto

(4) MEEIEH VLAN iy DEEE R, HAEE 0 NRTR.
R7-5 BEIES VLAN BiFAE &

i & 15 1% AR
[DARRS &S SN AR B
¥t EFE—AEE 2 A
VLAN ID BEVLAN ID
BEE o HE S VLANK LER Ay Autoti =
it A BRAAEIT, 83 VLAN LEEAuto =
B B VLAN ) AR AR BT, AN [ A 20 L B A [F] R
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=] AR
(ELERE SN WP, 15 E IROCE & N AMEEER S QoS TR SE

Z nm

g #hAE X, F 49352 VLAN R £ 3 Hybrid 3% 0 2+ Tagged #9135 & A 347432, il VLAN 45 2R
Hybrid As# 2 #93R XA% X 4 Untagged 49, B, R EA VLAN Bl 8% E 4% & VLAN F= X
VLAN.

(5) R <A e >4 TE URAE
2. E5 VLAN B E

(1) il “EHiE” EEB‘J, BEN “TEF VLAN =i ®” Ui, i~ EFs.

E7-7 £EBiEE VLANE B

{EBEVLANS R E

Security

E1vEtial 1440 434

(2) RBCEIEH VLAN 2GR, AR E W N ER.
*7-6 WEES VLAN iR E

=R L BA
LA BREEN T, HEVLANLIEEZ2H L (Security)
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=Rl L RA

BEE 1B S VLAN I Z AL I 7]

AL (] e - X . NN
FATEOLY, EART R N144070 81, EAT TR B SR i A 2K

(3)  HRhy < e >t TE L RAE
3. fE OUI &

(1) i “oulk” )ﬁﬁiﬁ@, NN B PR S

E7-8 OUI &

Maciht

00-04-0D-

00-0F-E2-00-00-00 FF-FF-FF-00-00-00 H3C I.‘«_u;:\-_.,-rn-: ;;:hu;:me

00-60-B9-00-00-00 FF-FF-FF-00-00-00 Philips/NEC phone

00-D0-1E-00-00-00 -FF-FF-00-00-00 Pingtel phone

00-EO- D FF-FF-FF -00 Polycom phone

(2) %n, HEN “Usinoul” T, s BTN
() WHEIE VLAN 7 OUI Hidl.
(4)  Hh < e > T 5E ERAE
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& 7-9 A0 OUl

W _‘:H] * . .
MACHE L { HH-HH-HH-HH-HH-HH)

wm -

{ HH-HH-HH-HH-HH-HH>

4. % Eim O R SERE 28
(1) ESmEPEE Wk > a7, A 0”7 wm, W rEFR.
[E7-10 =0

FrEED

#0

n10 Interface

GE1/0/1 down = 1000000 ; GigabitEthernet1/0/1 Interface

/7 Interface
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(2) $fﬁﬁﬁ”ﬁmﬂ\jﬁﬁ, HEN MBSO RE” T,
(3) VB i I 2K T

(4) PRl <f E > 5 LR AT .

E7-11 & Eim O LR

GigabitEthernet1/0/1 {GE1/0/1}
H EH

GigabitEthernet1/0/1 Interface

MACHHHE ) )
¢ HH-HH-HH-HH-HH-HH>

VLANF

PVID

1

MDIxE T {=Al:

Bt
(24%7: 1000000Kbps}
Bt
==

BthE

{Z|l: 1000000kbit/s )

754 BEEFHERXTHIIES VLAN

1. BEEimO%ER
(1) ESHFERESE “M% > iE% VLANY , 3N “iE3% VLAN” T, 0 FE R,
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E7-12 i&& VLAN

(2) iy “EOSIR” EEB‘J, T~ EFTR -

E7-13 ixO5IF%

< EFIE

VLAN ID

(3) $Eﬁn, PR
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7'14 llJ\\jmll'ﬁD
< #EnsH

15 17 19 21 23 17 19 21 23

10 12 14 16

GE1/0/2

VLANID *

wHRT @

Manual

(4) MEIES VLAN iy DEEE R, IR E T RTR,
R7-7 IREEST VLAN BiFARE

[ 2-4094 )

e EIN 15% Bf
BN &S YN AR e
Uity I PN EE 2 A
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fe & 15 1% FA
VLAN ID BEVLAN ID
WEE i B S VLAN ) TAERB N F ot
Ui A 2 BRI R, B VLAN LI 33k
AN A S VLANK) TAER A BT, AR A O a) BL%E B AN 7] (AR 5
fEATAE R PSR, B RSB WA I A SR S QoS e 2

(5) PR <A e > 1A 5E AR
2. 3EE VLAN 588
(1) i “EHRE” }’a‘ﬁﬁ’a, HEN “IEE VLAN S0 87 T, AR,

E7-15 & EEE VLAN G R

{EFEVLANE

Security

E LT E] 1440 55

b (5-43200, HER14400059)

(2) MEIEH VLAN Z2HEEE R, FHARE N NRTR.
#7-8 IHEES VLAN YA S

ECE I $LAA

ZAaE BATEILN, W EVLAN AR/ 2 28K

1B E 1B S VLAN I ZZ AL I 7]

F AL A . - X - " N
BB T, ZAURIN144050 80, ZALR A R E sh T B 08 2%
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(3)  Hahi<f > T 5E L ERAE
3. BE OUI &

(1) i “oulk” EEE‘J, HBEAGOT B s ST

E7-16 OUlI %k

Macttht

FF-FF-FF-00-00-00 Pingtel phone

-FF-FF-00-00-00 Polyc

(2) %n, HEN “Ushnoul” Tif, anFEFR.
() WHEIE VLAN 7 OUl Hidl.
(4)  Hh < e > T e R ERAE

7-62



& 7-17 A0 OUI

W _‘:t h * . .
MACHE L { HH-HH-HH-HH-HH-HH)

wm -

{ HH-HH-HH-HH-HH-HH>

4. ¥ Eim O RSERE 2R
(1) ESmEPEE Wk > a7, A 0”7 wm, W rEFR.
[E]7-18 3#E0

sz:qn|
HrEED

m B0 ; Pttt

n10 Interface

down = 1000000 GigabitEthernet1/0/1 Interface
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2) $fﬁﬁ%mﬁ\m, HEN BB E” DU,
(3)  WEE NI IBERRTY,

(4) PRl <f E > 5 LR AT .

E7-19 & Eim LR

GigabitEthernet1/0/1 {GE1/0/1}
H EH

GigabitEthernet1/0/1 Interface

MACHHHE ) )
¢ HH-HH-HH-HH-HH-HH>

VLANH

PVID

1

MDIxE T {=Al:

BthE

{Z{H]: 1000000Kbps}

{Z|l: 1000000kbit/s )
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7.6 1EEVLANELE L & ZE 45
7.6.1 BIER TES VLAN BECE 24

1. AR K
e  IPphoneA ff] MAC Hli- >4 0011-1100-0001, F47i%4% PC ACMAC Hili- 4y 0022-1100-0002),
AT % Device A [f] GigabitEthernet1/0/1 i 11,

e IPphone B ] MAC #hiik > 0011-2200-0001, F4Ti%E# PC B(MAC Hilik A 0022-2200-0002),
AT F Device A [f] GigabitEthernet1/0/2 i 11,

e  Device A fii [ Voice VLAN 2 £ IP phone A P74 [RiE S #3C; 14 F Voice VLAN 3 &4 IP
phone B £ 135 & 3L

e  Device A i [l GigabitEthernet1/0/1 il GigabitEthernet1/0/2 T{E7E H i, WHEA1E
30 e N ARG, BURAR R Voice VLAN 4k,

2. tHME
E7-20 Bzh#ERX TiEE VLAN AW &

Device B

Device A

Internet

GE1/0/2 GE1/0/1

VLAN 2

IP phone A

010-1001

MAC: 0011-1100-0001
Mask: ffff-ff00-0000

Mask: ffff-ff00-0000 0755-2002

IP phone B
010-1002
MAC: 0011-2200-0001

PCA PCB
MAC: 0022-1100-0002 MAC: 0022-2200-0002

3 EEFRER

(1) €% VLAN 2, 3¥ 35 I GigabitEthernet1/0/1 _Fi%& 3% VLAN 1) TAER S E A SR, (AT
i, SRETEGLT, I IES VLAN TEE S D
LA ERHE TR “ML > 5% VLANY, W SRR
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&7-21 i&& VLAN

AYR 2. Bl “ImHyIR” EEE‘J, W R .

E7-22 iwO5E

< EFIE

VLAN ID

R 3: $ﬂin, R E TR
R 4. TR EE:

e I%&FUHI GigabitEthernet1/0/1.
e HIANVLANID /2.

o IEPNR AN Auto.

AR 5. B < E > 1A 58 U A -
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E7-23 flj& VLAN 2

< Fehnig O

AT

11 13 15

10 12 14 16 18 20 22 2

GE1/0/1

VLAN ID *

wHEr @

HHEd @

v THE

(2) #EIES VLAN 210 a1 A 30 404,
WA FESHIE PIERE MY > 1EE VLAN,

DR 2: Bl “EE” }EEE‘J, BENE R E R E S, W B,

I3 AT T ACE :

e WHEIEH VLAN L2 “Security” .
o WHEIEY VLAN ZALiFa )y 30 /348,
IR 4. < e > 1 58 OB AT
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E7-24 & BES VLAN 58

{EE

Security

E AT

F14405750)

(3) WHERVHELK OUl Hih A MAC Hihib 745 4 0011-1100-0000, B4k SCHIRT N
0011-1100-0000 i}, Device A £xHUE 4G &R S0 kAL HL

DA EFHEPIERE “ W > 1HH VLAN,

LR 2. Hidr “OUIR” EEE’J, BEANGT B s ST

IR 3: K\ OUl il “00-11-11-00-00-017, 14 iR A $2 7= A% XA
AYR 4 Bl < E > 1L R .
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[&]7-25 A0 OUl

MACHIHE * ; .
MACHELE 00-11-11-00-00-01 { HH-HH-HH-HH-HH-HH

e

FF-FF-FF-00-00-00 { HH-HH-HH-HH-HH-HH>

it

(4) H¥ 0 GigabitEthernet1/0/1 ¥ & A Hybrid %
AR MRS P > B0, gEN D T, WFEFTR.
&7-26 30O

1Pt

on1 Interface

down - 1000000 “ GigabitEthernet1/0/1 Interface

0/4 Interface
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LU 2. Hidig I “GE1/0/17 Xa‘ﬁjﬂ’a, BEN BB RE” T .
PR 3. WEIEBREN “Hybrid”, W FER.

AR A B < 5E > 1N 58 BUER A

E7-27 & Him O GigabitEthernet1/0/1 4 Hybrid

GigabitEthernet1/0/1 (GE1/0/1)
m 5

GigabitEthernet1/0/1 Interface
MACHIT] ) )
it 48-TA-DA-90-CC-22 { HH-HH-HH-HH-HH-HH }
VLANAE
Hybrid
PVID
1
Untagged VLANFIZE
1 (1-4094, Mg 3.510-100)
Tagged VLANFI|F

{1-4094, EMET{0: 3.510-100)

MDIGETE, (HE: BthE

St fe

{=Hl: 1000000Kbps}

7.6.2 FERX TIEE VLAN B EC & 2145

1. A EK

e VLAN 2 & Voice VLAN, HARVFESRGE T,

e IP Phone A & i3k 028l Untagged, 4 A\ 14 Device A [¥) Hybrid 25745 1
GigabitEthernet1/0/1.
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e  Device A [13 1 GigabitEthernet1/0/1 TAE{EFah#E, H ¥k OUI Huhik& 0011-2200-0000.
R 2 ffff-ff00-0000 MG IR SCEL, HiRFER N test.

2. A [E
E7-28 BLEFHENTIEE VLAN AW

Device A Device B

Internet

IP phone A IP phone B
010-1001 0755-2002
OUI: 0011-2200-0000

Mask: ffff-ff00-0000

3 EESER

(1) WHEIEHE VLAN N5, 35S VLAN b 0 R Rr &g s focad . (g, R
GrokE N e )

DR AEFHE LR W2 > 15H VLAN,

LR 2. il “ERiE” EEE@, BEN SR E R E S, W B,

AU 3. WEIEE VLAN 2208 “Security”
APR 4 Hli<iE > 1A e R AE
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E7-29 & BES VLAN 58

{EE

Security

E 1R E]

F14405750)

(2) ¥ E OUlthl 0011-2200-0000 15 # VLAN [f) &2tk
AP AR R4 > 15T VLAN,

SRR 2: i “OUIER” EEE‘J, BEANLR B P S

AR 3 H OUl sy “00-11-22-00-00-00” , 4% i FL 427 i 2NN
AYR 4 Bl <BE ST R .
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[&]7-30 A OUI

Rn oul

WACH . . :
MACHLE * 00-11-22-00-00-00 ¢ HH-HH-HH-HH-HH-HH

e +
e FF-FF-FF-00-00-00 { HH-HH-HH-HH-HH-HH

(3) AU VLAN 2, F¥im 1 GigabitEthernet1/0/1 _FiE¥ VLAN i) TR B N Fahiat.
WA EFME RS ML > 15 VLANY, W NE R .
E7-31 & VLAN

APR2: By “hHBIR” EEE@, W ERR

E7-32 #mO5%R

{EOFFR

VLAN ID

LI 3 $Eﬁn, ar EFTR
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AR 4 AT ACE
e EFuGO GigabitEthernet1/0/1.
. I VLAN ID A 2.
o IEFFNGHAEXY Manual.
HIR 5. B < E > 4% 5 LR A
[E7-33 flJi# VLAN 2

< E e o

11 13 15

10 12 14 16

0O GE1/0/1

VLANID *

R @

Manual

(4) & GigabitEthernet1/0/1 v Hybrid 285!,
WU SN ER WY >30T, g 807 TUH, WNEATR.
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E7-34 #0O

FrEED

#0O ; 1Pk

0 Interface

GE1/0/1 down = 1000000 GigabitEthernet1/0/1 Interface

H¥R 2. B “GE1/0/1” Xﬂ‘@ﬂ‘], BN “BEEENRE” .
AR 3 WEIERREN “Hybrid”, K B fs.
AUR A Hli<E > 1A TE R AT
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[E7-35 % &ifm [ GigabitEthernet1/0/1 3 Hybrid

GigabitEthernet1/0/1  {GE1/0/1)
N ZH

tEthernet1/0/1 Interface

MACH!HE
45
VLANFBF< HERE

Hybrid

PVID

Untagged VLAN:

776

{ HH-HH-HH-HH-HH-HH




8

MAC

8.1 MACHBHEFT /)

8.1.1

8.1.2

MAC (Media Access Control, A&7 iH#EH]) Hihlk#&idst 7 MAC Hihk 58 O XN LR, PN
FOFTJER) VLAN 285 5. WATER KR!, MRIEIRSCH H Y MAC Hilik 5 MAC Hibk3%, 0
R MAC Hik2 s A5 54 C H 1 MAC ik B2 R T, ) B 4208 1ot 12 2 T 1 HA B2 Ve R e
WE MAC il A EERCHK MAC Huhbxd N KR I, W& B % 7 2l o) B
VLAN Py BRaziieds 1AM P BT 2 1 3 RZdk 5L

MAC HbhiE R A& B A =

MAC HihbR I A AR B4R FLALE.

1. Bah4E B MAC #b ik I

— BB, MAC bk 32 2 H ik £ V5 MAC Hidik 2 5] [ shAE BT« 6455 S) MAC kb fr) i 72
/(IS

o MDD (BRBCNED A B —ANEARW, W& I %A IR MAC Bk (&R
MAC-SOURCE), AN H K MAC #ilik A MAC-SOURCE (14l 3] LA #2 1 A #6K o

. R MAC Hilik £+ 485 MAC-SOURCE, #4445 iZ £ kAT 5 Hr .

. R MAC Huhik £ b ik & MAC-SOURCE, #45 IPEX N8 MAC Hidik PL & i% MAC bk
XN EE A AEN—ASHT IR IUIA 2] MAC HihksR

NE N R 25 3 N AR AL, MAC stk 75 ZEAN T 5 8T . MAC il A B 348 Bl ) 28 I 3F JE 7k G 2L,

B RIEA — NEAFR, BE A7 RS A B RHT R UGB B, X AN A7 R B RR 1

ZALIS R Gn SRAE B IA A AT AT SR IO R, ) EET U BAZ R I 2 AL ] .

2. FITEE MAC thit RN

BB MAC Hibik %~ =] B 3h4E B MAC #ithik 2, kX r-a: P AEEE P o, sk 7

AR, SR AR PRSI R S TR MAC Hihk £ 28 B A= FH P (1 MAC ik, M4 10 Hifd

BOHEN, W& AREREN MAC bR, TR AR R E 51 P RIS k43R

A

N TP E A, WS R A F LA MAC iR o in Nk MAC HhhEZR I, #H ks S50

ghe, MG AR H P B BB .

MAC it R INAY 57 2%

MAC ik 1553y LR Uk

o S MAC HibbRI: A FLACE, HTHIZEA MAC Hibk iR ST KT R D H
2%, RIIAEMN. §E MAC Hitib R /e 2 & T H A U MAC ik T

e I MAC HibERI: wTLAHH A FLARE, B iR &EEIE MAC Hihk 2 >] B sh 4 /L,
T H B2 HEA MAC itk (4R SR R4 DU e i 2, RIVE Z ALK ). F TRCEM3IA
MAC il TR Je 2 55 T E 3 4R ) MAC HuhiE = 100
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o MW MAC HuhER T AT THE, HT Z7IE MAC Hilikst H ) MAC Hitik A48 € MAC
bk 4RsC (BN, TR, af IS IEREAS P RE AR SO, RIUAEAL.

o ZunlHFF MAC HhhERI: BAH T FLRE, HTHREEAHHE MAC Hilik ik T2 A
BRI R L, RIAZN. 20 R 5% MAC Hilk R I e m T H 2h A4 it MAC b
BRI,

FAS MAC it I, P2 MAC Hihik R TR 2 b 1 HE 3 MAC HihE R A 245 34 MAC Hihk2% 17

5, Msha MAC Huhlk R I 0] DL #F 25 MAC il 5. S IH MAC Hhhil 28 IR0 22 3% 1 B3k MAC

Hiy bk T 5

8.2 ELEMACHIIE R
PARBCE S ATk B, HE B T e G5, T DUAR 6 Se bR s B0 B .
8.2.1 ELE MAC it FRIn

Mo & MAC HhE R I, 7 2R

o AETFTLMEZNE MAC HilELDU, WH MAC Hikib %+ C4 A7/ MAC HitibAH UL T 1) B 342
R, (HIZRIIN % O SR EART, A% THCE A % A 3hE R

o WMRAANRAFRCE, WHEREIATLERER MAC MRS EK, MRRARCE, B&
AT LRENFS MAC Hhtib R, FBiF MAC bk R0 2 3 1 HL 5 MAC il R 504
REK, FLEERZIE MAC il RTi2E k.

B E MAC HiMERIUS, i1 SR MAC Huhik 510 & R 5 (1) MAC HuhibAH RIS, AN
KA MAC Hhl R IIAL LT AN [F) -

F8-1 KREZEE MAC it FTINATIRE MAC #biik FLELIR SCAYALIE A R
MAC ik R I 2R #RICIE MAC ik 5 e B 2= 10 A MAC k4R [R]

o WMPEMXANZOEGRIF L OAR, WEFIZRL
o RSN N R R A, 0% AR SC
HATMACHINEAE ], A B MACHIER T (RRIEMACHAMACA,) , I K%
3 1 2 FEMACHHE S T Lo AHAE, MREFEK HIIMACHMAC ARHRSCI, BT 20 1 SLEMACHL L

KIS L =T s E R IMACHIE R IR, R SCHRE £ i O BB MAC HUhE 2 T4
K AKRYEAE R B BMACHIE R 5 &

A MACH I 17

o RIS SRR 4L DA, WEET MAC Hihik2a 3], IR d5 %R0

HAEMACHLER I o WIBRSCNBE SR BT B M, TR R RS0, IR
]

8.3 TFHFNELE MACHIE FIN

(1) ESHFETIESE “P% > MAC” , #EAN “MAC” T, Wi ERA K MAC il 255,
TEFTR.
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E8-1 MAC

MACHHEHE

00-04-64-

(2) %af, HEN “UIn MAC Huhit” T, W AR,
[E8-2 i#hn MAC it

R IMMACHE 1

ACHHE * _,
B : HH-HH-HH-HH-HH-HH)
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(3) MLE MAC HhERINHMEE, VE4IBCE 1 FRITR,
(4) <A e >3 5 A E
8-2 MAC it R IR B iFA A &

=g WiEA

WEMACHIE RIS, 5.

— o HA: FRGRIUEHA MAC HbER T, A E iR
o FhE: FORERIUZENE MAC HHERT, 45 2L A
o M. RKNZKTZ RN MAC HibbR I, #AZ (A

MACH#HI: WE AR INIIMACH 1

VLAN W EMACHLIER T E FVLAN

e BB MACHLIER A& A3 11, %3 11 26208 T 48 2 FIVLAN
PRIR 22 ITUAN 5 LV SR it 1

8.4 R EHE
8.4.1 BLE MAC Hhiit RINAYE (LETE

(1) 7 “MAC” T, %m, BN “MAC = BE” U, T~ Es.

E8-3 MAC 5 4iEE

(2) il “ZhE MAC MR IUEALI A]” JE 280, HEN MAC Hihl 235038 44 Ik (8] f) S B DT 1
R
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E8-4 ®RE

{MACEHHEE

Cltthr=Im=E 1L et ig]

® TE{LMACHIFIR

EOMACHIEFS )

BOEINRE

(3) MLE MAC HukR WUZAbi 6], VELNMCE a0 F R Fiw.
(4)  Hh <A e > T 5E ERAE
#<8-3 MAC itk FInE (L BT (B By ¥ A B B

BLE I LRA

Tk
MACHIHE | i EMACHIIER IR 2240
HEMAC | 15

S
LiLRflE | BIAMAC
bR | W EMACHIERTIE M, AR L )
EALI ]

8.4.2 [ MAC it 38

(1) 7E “MAC B E” TUH, i “B0 MAC Mk > & EB’J, W E R
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E8-5 1[0 MAC #utit¥ 38 &

MACHIhE e

GE1/0/7

GE1/0/8

GE1/0/9

GE1/0/10

GE1/0/M11

GE1/0M12

GE1/013

(2) BCE 2 STH MAC Hihik i K3
(3)  Hali<if E >F A E L ERAE

8.4.3 EOMINGEEIXE

(1) £ “MAC =mZBE” W, b “HONIhREsE” EE‘J, BT -
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[El8-6 #ZEOFINAEIR

]

(2) EHE-AEEZAEO.
(3) <[V >4 58 R AT

8.5 MACH 3= 88 B fir & 2& 451

1. AARFEK

H s Web M 58 MAC il % DhfE. ZERME VLANT i) GigabitEthernet1/0/1 i 1R
— AN MAC #4155 00€0-fc35-dc71.

2. RESR

B 2 MAC iR,

B A FESHUETPIESE “M% > MAC”, HEA “MAC” TUH .

IR 2: $—EE, BEN U MAC Hiuhik” BT
A3 BATWTECE, W BR.

o i MAC Hiti>Ay “00-e0-fc-35-dc-71".

o EFERINRAN “HRE.

o EFEVLAN N “17,

o R )y “GE1/0/17,

AYR 4 B < E >4 R .
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[E8-7 f|EE%7s MAC itk RIR
< HRMMMACH4E

oo
o

VACIHITE *
MACItht D0-e0-fc-35-dc-71
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9

STP

9.1 4 RHEN

9.11

AL R ISR — Rl R R, e 2 5 1 St ZE R 2% i U AR BE S SR B R IR, [RIHE

HA R & A0 DI RE o

H5RZ K IR, A2 O i B 2 B8 G Y 2% 1R R R T AN T SE BT ), AT STP
(Spanning Tree Protocol, A:Hif#4i) %] RSTP (Rapid Spanning Tree Protocol, &4 i

PrSOFT PVST(Per-VLAN Spanning Tree, & VLAN £ 5Bt ), F 2 551 MSTP(Multiple Spanning

Tree Protocol, Z42 MM ). AKX STP. RSTP. PVST Fl MSTP & H )45 w5 K HoAH . 8] 1)

KABATNA.

STP &

STP t IEEE #il5€ 1) 802.1D FrifEE X, F T8 = 100 byl B 50 B i S M s A B (R L . 384T 1%

PSR VA A I A8 FLAE B R I I 48 B BR B, A IR R N S LT3R AT P 2E, e 2K IR R N

28 SERING BY BROIC IR I (0 28 D 245 25 44, AT 975 L 45 SCTE AR B D 285 H AN W48 A R O PR 3E, T8 4 12 4%

FH T B FE SR R] ) A S0 A R SCAb B RE T B il R A

STP & THAE X, P STP 245 IEEE 802.1D HiE X STP #l, ™ XK STP 2R

IEEE 802.1D J& X 1] STP #pi3 PA K & F7E & I it | 28 3k ek i) A6 Jai s

1. STP BIMLIR 3L

STP X 4R 3 /& BPDU (Bridge Protocol Data Unit, iy EE$0), WHCNEERE.

AR SCH KA AR B B S PR SO TR BPDU

STP J# I 7E ¥ & 2 Al £ 1% BPDU KA W 2% (1) 31 $h 4514 . BPDU a0 & T /28 1115 Bk ORUE 1R % 5¢

BRAE AR TSR . STP P BPDU 43 LA R 2K

e [icE BPDU (Configuration BPDU) : FSRHEAT Az B H S RN 4E 3 AE st 7 41 (1) 5L

e TCNBPDU (Topology Change Notification BPDU, #i4h8{kid%n BPDU) : 43Rih4iH K
AR AR, FE SRR 0 AE DAL % ) 4% 4 Fh A5 A8 R A BRI R L

BPDU H (0 & 2 1% 1S B R ARIE B 4% 58 AR ORI TH RO AR, b 4.

e HiHF (RootBridge) ID: FHHRHFHIME S A1 MAC HiE41 K .

o RERAATFEY: BRI

o THEMN ID: HIBEMMIM LI MAC Hikik2H F

. BE i D H 485 o A Se 2R i 1 10 42 = 4 5 2H %

e Message Age: BPDU 7£ /2% AL & (1) £ 77 11 .

e  MaxAge: BPDU 7&# %% I KA A7

e Hello Time: BPDU 4% & .

e  Forward Delay: i PR ZSIERS I LEIR B (7]

2. STP RYEAHE =

(1) IRHF
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ROV 2 46 AT B, T2 STP 3L T HERIOMER . HEHR7E &R B — A, Bl it
TR A T4 . MR MR P S M LTI B, BB A R 52 1.

TERZ I AL R, A B A AR SRR, 2R Wi B I BPDU Jf 8 I o i (o
M LS FUATARBR B A 2 AR L BPDU,  Holl B T HL T 6 2

2 Hmn

FREHESN 1, AR R B B R RO 603 1. R O 30 SRR T A . AR e b
B AV T, HRAR LR s .

(3) et

AR SRR 8 X, 5 2 91 M.

F9-1 RN SEERONEY

ok B EM i5EImO
o . S5ARNEEMHIER B A st ANEE R G . o
TG w&MN S BPDUM B4 F8EMF M AHLEE & BPDUR i 11
WF—ANRENmE | ASTRAMN B RBPDURI %% Fi6 78 M 18 AR ) B s ) BP DU i 1

& 9-1 firz, Device B il Device C 5 LAN B #ZAHIE . Ul Device A iiit Port A1 [7] Device B #%
% BPDU, Il Device B FJ+& E it /& Device A, 5 7€ i I 5t /& Device A FHJ Port A1; Ui Device
B fi3t1A LAN %% BPDU, Il LAN (135 5 #r ik /& Device B, $5 €% 1 5t /& Device B ] Port B2.

Eo-1 fEEHEEEmOTER

Device A

Port B2 Port C2

(4) BRI

MRS STP P Tk BE M IS %M. STP hiUBt i1 BATFRY, BRI “HH” 1
ek, FHEEZ RIVEER, W MZAZ BT R TCH IS 1 A T WX 4% 2544

3. STP W E KRR

STP HiESL IR A FE 4 R

(1)  WIUERES

VA% 125 it I PR G e 2 2E il PAAS B 2 AR M 1) BPDU, IRESAZTFES N 0, e ID NH F & &
ID, F&5E i A .
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(2) AR

AN, 4R 1 STP WA E TR “HIF”, HHF ID JE S04 ID. @ids
Hi BPDU, ¥4 2 [ ELeHUR 1D, bR 1D S5t itk DR

(3)  HEFRAMLN ORGSR O

AR TS 0 4R PR B 2 9-2 7%

£9-2 ik OFE s O A kIR T

S HE
1 AEARM & W e L BPDU (& BPDUREFT FE U1K 9-3F7r) AU 1 & AR K

WA AR AR o 1 BPDURIR 3 I R TF4Y, R4 O H 5 — A48 52 ot (1 BPDU:

o iR ID B4yt H¥) BPDU AR ID;
2 o IREEAZIFY B H MR I 1 BPDU (AR B A2 FF4A4 I T AR St 115 7 ) 42 R4 5

o JREWF ID BN H B &N ID;

o FrEuH T ID B#ONH ST ID,

WK H BPDU S M (R e it 1 H LI BPDUREAT LLAL:

o I BPDU AR, i D R e 1, 3 BPDU BT Y BPDU Bk, Jf
3 JEL S b T A0 R 3 5

o S O H K BPDU AR, WIATEHiZm H 1) BPDU Hoke i H BHZE . 1Zam VR A B A% R 3L

i, B AR K% BPDU,

BAeA L TREZREN, RAMRS e a0 £ L0 FAE. Ao il TRERS, R
I STP WHXIR i 46K PR = .

%9-3 &1t BPDU H% 1% 1H712

DI R
AN PR RN BPDUS B CUIYIBPDUREAT ELAL:
1 o R EIN BPDU e BUR, NP HEHEEFE, XA CK BPDU AEATAE M AL 2
o WIHREIN) BPDU Ml Sag i, W% BPDU 197544 H ) BPDU [ Py 25 % e dsi o
2 B&H P A o 1 BPDUREAT HLAEL, vk R AL FIBPDU
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<33R

BPDU 4k 58 2% 69 b AR AL 4o F
o ARAF ID 4289 BPDU #8448 55
o ZARHF ID AR, W) PLARARSEAZ 4G 45 BPDU F 69ARBEAZ T 4E L5 Ko 0 xF 5L 69 5442 T 45 A8 dm
—#Z i g BPDU R AER 5
o  EMRIBRTAEANE, MIRALIIEEHN ID. 452 3%
{842 49 BPDU 4k £ 4448 5.

o ID. 43z BPDU #9352 ID %, Lif

— EURMF . MR AR R v A28 Ty, BRIt S 5e e 1 iAW STP SE
SEHLH B AR RE .

E9-2 STP B ELIMiLF24HM

Port B2

Device A
Priority = 0

Port C2

Device B
Priority =1

Path cost =4

Device C
Priority = 2

& 9-2 flizn, Device A. Device B 1 Device C [IfL5E 443519 0. 1 #1 2, Device A 5 Device B
2 If]. Device A 5 Device C 2 [a]LL ) Device B 5 Device C 2 [R]5E )42 H- 84 437N 5. 10 Al

4,

(4) BB HPIRIRE

B IR T2 9-4 TR
*9-4 BRFHVIBIRE

w®E i 1 & FR i% O /Y BPDU

Port A1 {0, 0, 0, PortAl}

Device A
Port A2 {0, 0, 0, Port A2}
Port B1 {1, 0, 1, PortB1}

Device B
Port B2 {1, 0, 1, PortB2}
Port C1 {2, 0, 2, PortC1}

Device C
Port C2 {2, 0, 2, PortC2}
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4% .9-4 % BPDU &t BAR4SU A [#RAF ID, ARIEZH4E, 48245 ID, 4523551 ID).

(5) F AR LEUSE S 45
F VI LR R R S5 R N3k 9-6 For.
#*9-5 ZIRFHLRIERER

W& ARSBuk tbE: im0 B BPDU
Port A1 Y5 ®| Port B1 ) BPDU {1, 0, 1, Port B1}, kI HCH
BPDU {0, 0, 0, Port A}¥EfL, TREHEF. e PortAl:
Port A2 % Port C1 ) BPDU {2, 0, 2, PortC1}, KBLH T {0, 0, 0, Port A1}
Device A BPDU {0, 0, 0, Port A2}iEflt, FREHER. Port A2
° ort A2:
Device A & FIL [ C. 43 () BPDU F AR AT EFHZE S, T2
PN E SRR, #3010 BPDU B AMEEE, im0 0 0o PortAZ}
Hi 4 k1% BPDU.
Port B1 4% Port A1 {t] BPDU {0, 0, 0, PortA1}, ®Bitttpiciy ¢ FPortBl:
BPDU {1, 0, 1, Port B1}5Eft, T2&%FEH H M BPDU. {0, 0, 0, Port A1}
Port B2 g% Port C2 ) BPDU {2, 0, 2, Port C2}, &I H . e PortB2:
BPDU {1, 0, 1, Port B2} ff, TAFLZEF. {1, 0. 1. Port B2}
Device B Device B L% [ 4% 1% BPDU, &3 Port B1 ff) BPDU i, T "
J %0 1B E R, 3 BPDU A28, o MRAH Port B1:
Device B Hi{ i 111 BPDU FIgk/2FF4. K Port B2 iFsiimtgszsy (O O 00 POrtAL}
i BPDU {0, 5, 1, Port B2}, %R/55 Port B2 A& ) BPDU {1, | e #5&EH O Port
0, 1, Port B2}#T I, KINIHE HF BPDU B, T2 Port B2 B2:
%&aﬁ%ﬁi&%ﬁ%m 3 BPDU 4 B it 5t i) BPDU, 58 itk {0, 5. 1, Port B2}
Hiu [ S 3%
Port C1 %] Port A2 1 BPDU {0, 0, 0, PortA2}, &Mty ¢  PortCl:
Device C BPDU {2, 0, 2, Port C1}¥{f, T &M H M BPDU. {0, 0, 0, Port A2}
evice
Port C2 i3 Port B2 S f1 BPDU {1, 0, 1, PortB2}, KIILL | ¢ PortC2:

/T BPDU {2, 0, 2, Port C2Y# 4k, &% %K T BPDU.

{1, 0, 1, Port B2}
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W& A ZPuRES te3 fR % O #9 BPDU

e Device C lb# H C.#%3 1) BPDU, K¥L PortC1 () BPDU ML, T e 4@ Port C1:
Fe iz AR s O, H BPDU V&2, {0, 0. 0, PortA2}
e Device C R# R 1 (1) BPDU FIt 42 )74, Jy Port C2 iHFL AR EH S48 ] Port
¥ BPDU {0, 10, 2, PortC2}, #XJ55 Port C2 4 & BPDU {1, g‘z “ﬁ
0, 1, Port B2}#AT LA, KB H ) BPDU B4R, T7& Port C2 :
Wierf s R e 1, BPDU il # 4 /it 5 i i) BPDU. {0, 10, 2, PortC2}

e PortC2Ii®| Port B2 % /5ty BPDU {0, 5, 1, PortB2), Kmisir = ® PortCl:
H .t BPDU {0, 10, 2, Port C2}E{k, TR ¥E#H H K BPDU. {0, 0, 0, Port A2}

e  Port C1Ux3 Port A2 & HI#: & K BPDU {0, 0, 0, PortA2}, X¥l e PortC2:
H5HCHBPDU —#, TRKEHLER. 0. 5. 1, PortB2}

o Device C Hi#% Port C1 ((IREA 2 TF44 10 (HIi) BPDU (iR ES 12
FER O-+ Acilh 1T 26 GBS (IBR 1 TFA4 10) 15 Port C2 ((HRER 72774 9
U BPDU HH F R 7 FE A 5+ A it 117 76 e B 0 B AR FF A 4, -
RS E N, ik Port C2 ) BPDU B4k, T4 Port C2 iiffirzyy | ©  PHZES T Port
IR, H BPDU 45, C1:

e Device C I 1t BPDU MEKFJF4, HPortC1 it riisgszsy (00 00 O PortA2)
1) BPDU {0, 9, 2, PortC1}, #X)55 Port C1 A4 BPDU {0, | e  Hiill Port C2:
0, 0, Port A2JiifT tie, RIAZIKBPDUSEL, T/ PortC14% 4 5 1. portp2)
FHZE, H BPDU AAF. MIL, Port C1 AR EMHE, BBk AE
BT TS L B, 2240 Device B 5 Device C 22 [ 4 %
down #5,

zeid BB 2 J5, LA Device A NARMFHIZAE UM BLmiE T2k 1, Hah i & 9-3 P
E9-3 i+ ERFE AN

NG
Pl
S

GESE

A B LS EL I P

@ ---------- BT £

AHTRTHE, ABIRAT Emmregt Fidsz, SRR E g %,

4. STP HJ BPDU f&i&#14l

STP (¥) BPDU f&i# AL a0 F

o UMZEAIIRILET, FTA R B CAE R, AR LA B S AR BPDU, 3L Hello Time
A JE B e B ) A R

9-90



9.1.2

9.1.3

o FEULE| BPDU Ky M an S 2 AR i 1, H#z0 ) BPDU L%y L BPDU fIt, ¥ #¥ BPDU
7 ) Message Age #IB— & (RN, I B30 E N 2% 41X % BPDU i, [FE i
BPDU M5 £ FFE 5 iy 5% A H 25 o

o IR EN DU E] K BPDU HbASHE ) BPDU RS ZRI, £57.%1% 1 EH S ¥ 1) BPDU
HATEI R

o MR R AT, WX AA EARR Y O A2 FYCEI#T Y BPDU, IHA) BPDU #4£x [
NHERT T E ST, W E AR UL E ORI BPDU Ak i%, AT 51 kA b i it
B, SR FHIE SR AR MO B, YK B A

Aid, HEFEE AR BH BPDU A2 SR Af i RS W 24, PRI TH B AR ity R0 4 8 o 1 BT 0E K

IR LSRN, K AT 4% T SR R % A Ak 83 R A o T SR ag HB PO AR sy 10 R0 8 s 1 57 220 T G 4

PEEE RIS, AT AE2x 1 R I Ik (1 3 B

5. STP HyRT ] 58]

1E STP it E I fErr, FE|T LR =ANEZ 1R S50

e Forward Delay: H Tl & TRASIE F8 I AL 1R B 1] o 1 % Pt 2 51 R ) 6% B BT 10047 A8 O TR T B
A2 R (R 5 0K R AR AR R AR A o AN T BEE T B4R B (108 BPDU TGk 2% e REAN X 4%, Gn
SR AR I AN R o 1 S22 UG B i I S, T RE SIS RO R ER B . A,
STP KM T —HFuRA& TR BN, B g H r AR s 1 046 e o 1 2248 3 2 £51% Forward Delay 4E
JER J5 A RERENFE ROIRAS, IXANMERRIE 7 #7 ) BPDU &AL AN 4% .

e HelloTime: HT &A% M /& 75 770 5 . B #5209 Hello Time B i) 2 ) i B 0 158 4% 0%
Hello #3C, AR BERS & 55 A7 70 i b

e MaxAge: FlTHWr BPDU 7E 1 % N FIPRAZIS A2 7 “ Iy 7, i &2 idmf 1) BPDU %3¢

RSTP &4y

RSTP 1 IEEE #5€) 802.1w FrésE X, ‘©fE STP Hf Fib4T 7 i, 2l 7 W& 3h 4 Pkl
Sfo Ho PR ARBILE, AN A R S RS G i S, RN ROIR A I ZE B R K
i, MTAERE T 4% B 20 B Fh $h A BT 75 22 1 B 1)

£ RSTP o, i )3 FRRAS TSRS 264 /2. Avess B IH BRI 1 247 (b R Edi, 1 H.
R e L DT AR R B .

£ RSTP o, $i5 5 wiig 1 )i FRAS BOsIT 7% (1) 26 0 2 Fa e o 2 i e 1 (R B35 H -
IARIE, WA E R A WA B B B B R e i S A SR (RPN & % B
TERVRERR ) AHITE. a0 A5 e o 2 1 Sk 1, MR 2 o AT LB 0 N B ROIRAS s A S48 e o 1138
PG RO SRR, A TT LdE I 5 R R AR T, 15 B0 B S BRI ZE N OIS

PVST &

STP F1 RSTP 7E 5 3™ P4 [ BT A I #83 = — AR AE Bt , ANRE4% VLAN PHZETTREERE, BT VLAN
ARSI — AR AR O EAT 5 2 o 1 PVST W] BATEREAS VLAN PRI — R AE Buf, Refis A 2L
M S RS TE M 2. PVST A DA B N 7E B4 VLAN Rig47—4> STP 8 RSTP X,
ANTF] VLAN 2 8] A A2 Bf 58 4T

iZ4T PVST f) Dahua #%# 7] Ll 53547 Rapid PVST 5 PVST KR4 Hill. 41547 PVST I
Dahua %% 2 [B] B, 8iz17 PVST (1) Dahua % % 51217 Rapid PVST [ A 7 & % EEKET, Dahua
Wt R RSTP —FEMHIE IS
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9.14

FR 4 oy 1 2R AN R, PVST fir ki) BPDU #% =0t A B 22 31 :
o  XFT Accessifid, PVST K##E1Z VLAN FPIRA K% STP #%20) BPDU.

o XFT Trunk %4 A A1 Hybrid 3% 1, PVST #7E VLAN 1 WHR#E1Z VLAN FPIR & & 1% STP #%3H
BPDU, TfijxtF HoAh A3 11 fo @i ) VLAN, k1% PVST #% 20 BPDU.

MSTP & 4v

1. MSTP W= S5 =

(1) STP. RSTP Ml PVST fF1EHIA 2

STP ANfetRdT#, RIAT R O fUE B B S 1, W 2055457 93 75 () Forward Delay [ ] 2E

R, i A R 7% B RORAS

RSTP v AR §, (AT STP —FEEAAAE Q1 R R FE : H T R4 N BT VLAN # 3 =— B A o

R TE VLAN R SCERVE X AR AL BB iE AT 5 . ANBESZ VLAN PHZETUREERE, tIGV%4E VLAN J[A]

SE P B R 1) SRR I 1

T PVST 1M &, T84 VLAN 8T 224 sl —#R4 , [A ik PVST BPDU 93815 &K 5 Trunk/Hybrid

¥ 1 E e VRl ) VLAN B s aE Ee . 10 H 24 VLAN BURR 2, 4idr 2404 b i H 5 B DU

U5 5 FH B K S 19 K R S 24 fe BT 1R 22 VLAN ) Trunk/Hybrid St 11 (4 BOIR 25 % A 38 1

XF AR AR R AS FR EE BB T B, 4% & 1Y CPU AL 71

(2) MSTP ()55

MSTP H IEEE i€ /] 802.1s #rifisE X, & r LAyrth STP. RSTP Hl PVST ke, BEnT DAREIL

S, WHEEAFE VLAN R ER S B RS K, I TCREERR SR 4L 1 50 4 A 3o L .

MSTP FIRF il T

o MSTPHE— NI LRI 73 B2 AN, BN T 2 B AR O, AR O 2 [R) 43 St T

o  MSTP I K E VLAN 54 st (o6 o 238 CEP VLAN B, # VLAN 548 i i Rkl
Ko JEEIL LB BB, HZ A VLAN FREER]—Ssefildr, A ] T A S AR R
FRARBEIE 5 200 H 1,

o MSTP K3 I 4% BY BN — N O IR [RGB X 25, 38 Gl SCTE PR 6 19X 5% H (1) 386 A R G BRAE 2R
[FIP IR SEAE T R R 2 AN TURBEAR, TEERE 7 Ao 2 s 3l VLAN 0 1 7 300040 .

e  MSTP 3% STP fil RSTP, #/r#% PVST.
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2. MSTP HyE AR #L &
E9-4 MSTP BYE AT ER

VLAN 1 > MSTI 1
VLAN 2 > MSTI 2
Other VLANs - MSTI 0

MST region 1

MST region 2~

VLAN 1 > MSTI 1
VLAN 2 > MSTI 2
Other VLANs - MSTI 0

CST

E9-5 MST i3 31¥E
To MST region 4

. MST region 3 .
Device A Device B

To MST region 2

Device C Device D

VLAN 1 > MSTI 1
VLAN 2&3 > MSTI 2
Other VLANs - MSTI 0

VLAN 1 > MSTI 1
VLAN 2 > MSTI 2
Other VLANs - MSTI 0

" MST region 4

~. MST region 3

VLAN 1 > MSTI 1
VLAN 2&3 > MSTI 2
Other VLANs <> MSTI 0

MSTI O

MSTIX3F H-MSTIfF ¥ $h

I 9-4 FRifAZ M e A IYAS MST 4k, &4~ MST Ss# th I & B, Frf s #Ris1T

MSTP: AT &ETE MST BN, FATEL MST 1 3 AFIBCKRE, WA 9-5 Frx. Nt

KPR EIRAH—8 MSTP H B A ME & -
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(1) MST i

MST # (Multiple Spanning Tree Regions, ZAEmMMIE) & HAZHMMEEH N Z G RELLENZ
V) ) D9 B BT AR o 3K S 8 6 LA 0

o HBERE T AR ML

o HAHMIF.

e VLAN 5 MSTI [H] Wi ¢ R L E AR -

o MSTPEITZ A I EAHIF

o XUBWLL Y [AAYEL K IS

— AN AT DAAETEZ A MST 38, H AT LUEd R B 2 6% &Ko 7E— A MST 8N . Wnfe
B 9-4 FiRiIm g kA MST 48 1~MST 15 4 1X U4~ MST 3, SEAME A 1) AT 6 & & #0 2 A A F 1
MST il & .

(2) MSTI

—AN MST 3 A 7T LLIE IS MSTP AR o2 BRAE BOb,  #8A= Jiis 2 (8145 1 A 37 34 43 1) 5 AH B2 ) VLAN S
N, FRRRAR B ESFR N — MSTI (Multiple Spanning Tree Instance, £ 4@t s25)). anfEE 9-5
Fii) MST 3% 3 A1, &G =4 MSTI: MSTI1. MSTI 2 #l MSTI 0.

(3) VLAN HLif

VLAN Wit & MST 31— AN @, FIskHiiE VLAN 5 MSTI Ik 55 & . & 9-5 1 MST 45
3 Y VLAN WLk /&: VLAN 1 B3] MSTI1, VLAN 2 A1 VLAN 3 WLt 3] MSTI2, H 4 VLAN
WL 2] MSTI0. MSTP #i@R4E VLAN Wb 3R Sl 74k 7 #H1

(4) CST

CST (Common Spanning Tree, 3L ) & —HUEHEAS 3 WX 25 oo A MST 38k I 528 s .
RiEgA MST BESEE—6 “it&”, CST HiAiXLE “ikg” ik STP ¥pill. RSTP hilitH A
BRI —ARA RO . G0 [ 9-4 F IR 2k Sk 4z i 2 CST.

(5) IST

IST CInternal Spanning Tree, WA ) & MST 3N I — A, 02 — MR T MSTI,
EHWFN MSTI 0, AT VLAN Stag #fm it 2 MSTI 0 E. #n&] 9-5 #1f¥) MSTI 0 5t & MST 4% 3
P IST

(6) CIST

CIST (Common and Internal Spanning Tree, 2 3LATPY AL B ) & — 1% $2 5 0 WX % P9 BTG 148
P IR AR, BT MST S5 IST R0 CST gl [R1 R4 B 1 2> 58 60 o9 285 1) — AR 58 B 1 B 2 v
Bl CIST. #nj& 9-4 4% MST 31 IST (B MSTI0) Fjn_E MST 8k [a] () CST A4 a1 54N P 2%
i) CIST.

(7) AR

HH (Regional Root) /& MST s/ IST 5 MSTI B M. MST 45 4 542 B B3R AN, S84
WA BEANE o WI7E &L 9-5 Fan i) MST 45 3 1, MSTI 1 (384K v Device B, MSTI 2 f{ji5#{2 & Device
C, 1 MSTIO (BIIST) [{I4R N A Device A.

(8) MR

&R (Common Root Bridge) /& CIST HIARM. W& 9-4 i CIST (st /& MST 5% 1 )3
SR
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(9

i 1A £

Uiy IAEAN A MSTI A ] DUEAE AR #) ff . an&] 9-6 Fiss, fEH Device A, Device B. Device C
F1 Device D FL[AI#I A MST 34, Device A i 11 Port A1 Fl Port A2 i& [ S /R 77 1], Device B
{3 £1 Port B2 A1 Port B3 A3 1M 4 31 % , Device C (3 1 Port C3 1 Port C4 %[ oAl MST 1,
Device D {3 1 Port D3 B8 FH 7 4L,

E9-6 imO At r=E

Device B

port B2 B port B3

TSR

MST region Port A1A L Port A2

v

Port A3 | WP Port A4

R o
Device A
A Bigon
.. DeviceD P S 11
Port B1 Port D1

Port D3

(¢)

O

®

X

& 3 |
A E0
v

I S

Port C1 — R IEHIT R

Device C
__________ A8 B LS ISEL BB 1) i

Port C3 Port C4

HEmHEMSTE

] 9-6 iz, MSTP i Sl fe il J 21 i 32 B L Ay (g LA T J LAk

s 1 (Root Port): FEAREMRMr b 44 Tt [ AR AT 77 In) % 008 1 g VbR il o 11, AR B3
R 3 11

fa g1 (Designated Port) : 45t m] T Ui 0 B BRI % 2 Jh H0HE (1 sy VAU 9 418 5 i 11
B 1 (Alternate Port) = AR RT3 i 12803 o 1o Aoty 11 886 o RS PR ZE FS

B Hhe i 4% A T PR AR ity 1 B 0 1

i 1 (Backup Port): 248 i Uiy 1 1) v o 498 0 i VR85 , #5 0 viis FK e 38
(48 2 1 o M BE T A2 B BRI [F] — 6 e 4 1 9 ANy 1 ELAH SR B 1T A B B, 1B 22
I — AN CIBEZE, 2 A & P ity 11

%11 (Edge Port): AN HAh 2% B B #2 (1 v 1 s RR i S 11, 101 %53 11— e 5 H
JA L T AR

FiiH (Master Port) = &K MST SUERER LM 0 (Fig DA —g R £ , LT
AR EAR AR . T T MST 38 3R S £ R BRI L 2 2 . 3 LI AE
IST/CIST i) M (2 fidom 1, T H A MSTI L1 A € 02 3

10 5 H (Boundary Port) : & AF MST 3kifii k. JtERHAh MST tsk MST 1 5iz
17 STP/RSTP 1 X35 sy 1o = 3 1 [R5 tH 248002 o 1. 7E3EAT MSTP tHEI, 38000 i
78 MSTI LRI fa Y CIST M ta—3, (B PR Ab——Fun 78 CIST L1 vk v
M, 7EHAL MSTI B A (& ot 1
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(10) ¥ AR
MSTP i FURES 1] 73 A =Fl, W1 9-6 From o A — i ZEAS [6] (1) MSTI A iy FURES o) BAANIR]
%*9-6 MSTP Byim IRZS

R A
Forwarding RIRFS T i O] AR R I%BPDU, R P i
Learning Fe—ARLEORA AR T RS H R DRI RBPDU, (BN R i &
Discarding ZRAS T B D AT DL R 12BPDU, HAEE R P &

S LR RO I 60 R B IO ARIE R I, 22 9-7 401 T 4% M 11 40 G RS LA IO LIRS (4 2%
TR #8605 R I CURAS s -7 S0 BEO 11 A 6678 L LA BRI IR ).

#9-7 im0 A& BB MK OIRTS

BORES FORE wwnsn RO BHH0 EHmn
Forwarding N N

Learning N

Discarding N J J J

3. MSTP Wy E KRS

MSTP ¥ HEA — EM X732 A MST 3, &3l (R v A st CSTs 3 Wis g vh 5 AR %
RRAE BT, BRARAE O # B RO & — A MSTI, L) MSTI 0 tB#%N IST. MSTP [F] STP —#¥,
# F§ BPDU #4742 s 15, W2 BPDU sl (2 %4 - MSTP (It & 15 K.

(1) CIST A b fit-5

WL BPDU J5, 1EEEASMZE ik — Mg m ik & E A CIST . #E/1 MST
P MSTP @il i+ 54K IST;  [Fi MSTP ¥54:A4> MST 84/ 8 & W X A5, 38 B E 3k m) A= ik
CST. CST Hl IST #Jp T #A M 451 CIST .,

(2) MSTIHHE

7E MST N, MSTP 4% VLAN 5 MSTI LR G &, EEXSANE) VLAN A2 AN (1) MSTI. &ER
A B ST AT, THEERE S STP UFE A A I 2R, ES L “9.1.1 3. HRERR IS
FA¥E. 7,

MSTP 1, —A VLAN R SCEUTE a0 R B4 AT 76 2 -

o {EMSTHWN, JHEHXNE MSTI#kK;

e  [EMST ], V¥ CST# K.

4. MSTP fEi% & LRI

MSTP [FIIf % STP fl RSTP. STP fil RSTP [l i SCHER AT LA i2 4T MSTP PS5 &R 51l IF
R T AT . B T4t MSTP 2R ARThaesr, M M B H A&, $edt 7 a0 N T8
HRREIR T R -

L4 *Eﬁﬂ%%

9-96



o IR

o IR TIAE;

e  BPDU {#3"IhfE;

o BRI TIAE:

e  [j TC-BPDU i ¥ ThfE;
o AR ThRE:

e  TC-BPDU f£i% MR IhAE

9.1.5 his#sE

51 R AR S B BRSO A
. IEEE 802.1D: Media Access Control (MAC) Bridges

. IEEE 802.1w: Part 3: Media Access Control (MAC) Bridges—Amendment 2: Rapid
Reconfiguration

. IEEE 802.1s: Virtual Bridged Local Area Networks—Amendment 3: Multiple Spanning
Trees

. IEEE 802.1Q-REV/D1.3: Media Access Control (MAC) Bridges and Virtual Bridged Local
Area Networks—Clause 13: Spanning tree Protocols

9.2 MSTPECEFL&EN

%9-8 MSTPEL B+ 1B

518 WETE i3
Wi
1 9.3.1 JFESTPIIEE | Mgt & RSTPIRE
BB T, ERSTPIEEATIRAIRE
' i i
9.3.2 Mo & A it I 3+
2 TR fic & TAERACIMSTP
AT, RN AMSTP
A3
3 9.3.3 HHE BB MSTHA B8, L A it S FIV AN B 5 2
BATEI T, MSTHISEEA G, LT VLANESIEE B4 Hob 52610
A3
4 9.3.4 S
234 S WL A el S B e
A3
3.5 i IT¥
> e R 5
i
6 9.3.6 i IS5 B
BOSBIRE w2
7 0.3.7 Mk HE ik
3. SN
E— A BT R T B A

9-97



9.3 ECEMSTP

9.3.1 FF/3 STP I gE

(1) ESHREFEEE “MWg% >STP” , #EAN “STP” Wi, W &R,
[E9-7 STP

FEsTP

Tefmif

(2) Hilr “IF)E STP” , JF)j3 STPIhfig, #EAN STPECE W, W FEFR. i<l STP>%
AT STP Dhfg.

#9-8 STPE.ETE

FHSTP

MSTP
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9.3.2 BCEA MM A TIEERX

PE R ) TARRR AT BT LR

STP#i3: &4 WA i AR 4 1 4h K % STPBPDU. T Sis I f 5 i i 45 K S8 STP, 1]
IR

RSTP #3: W& AT A i I #R A b & 1% RSTP BPDU. 243 [T 2 5 3t ¥ %% & Ky STP
BPDU i}, «xH3T#F STP £ Wik K2 MSTP BPDU, WA 7T

PVST #ixX: &I i D # 1A 4k i% PVST BPDU, 44~ VLAN X N —48A4= gkt . 3547
PVST ZH I, 25 W0 2% rf il A 80 46 1R A O 497 5 (S e A2 O 03010 VILAN i X fe e A= sy
SR D A E—EHE, 2 9% CPU il &, AREIEH AMFR L, SIEMKEG.
A RGNV #% SRR AR O 4 7 128,

MSTP 30 W5 i T 3% 1 #R 1 41 & 3% MSTP BPDU . 43 1 R 56 i e 4 & K i) STP
BPDU i}, < HZNITHEE STP#; w12 RSTP BPDU, WALHITIER.

MSTP {37 RSTP 1, RSTP #Fk% STP K, PVST g HAhE Xt s A w T

ST Access i I1: PVST #ERE4F 2 VLAN F#(6E 5 HARA 28 B AR 32
XFF Trunk 3 1L Hybrid i F: PVST B AE VLAN 1 71 fig 5 H A = B AH 325

R ERE, E& TAFBTIATIER, X2 F 245 E MSTI 2 VLAN HJZRA

)
2

3

7E STP B8 RSTP X T L7455 MSTI Fil VLAN, #455E 7 MSTI 8 VLAN, NiZECE T
e

7E PVST #:0F, #¥8E T VLAN UERIRE X% VLAN T RCE, AR $5 € VLAN NHZACE
£ MSTP #30F, #¥8E T MSTI N F e MSTI #HATECE, 448 E VLAN NZEC & TS

B #4 MSTIATVLAN ¥R 485E, WRIRENXT CIST JHATHECE .

7 STPACE T, i “ TR FHSE, AN TEEREE T, o BT,

B TR, B85 STP. RSTP. MSTP il PVST. 41BN T, ABH I T/ERL N MSTP
i,

BT <Hff e >R 5 IR

[E9-9 EE TEHEN

T _ERR . BRI AR SATET . ST IR « EFREESTP . RSTP . PYSTAY

FHISTP

T{FiE,
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9.3.3 HIRE
PIE B B AERE 128 B P S B 4 4 BE TR — A MST I, AR i 2 AN AN A 35—
FEVEFE T (BUEN 0, ANATED). 344 BT 2000 VLAN BRI E A 28 — e X seir s
ZIE] B A I
i EE RS, £ STP/IRSTP/PVST #is T, MST i<l & A2 E R

(1) {ESTPECETm, Hdi “HEE” EE@, BN “ 2RI B TUR, W EFTR.
E9-10 H4EMFIHIRE

487ada90chfo
487ada90chfo

 THE

ELEHE @ Oxac36177150283cd4b83821d8ab26de62

A B % E £ i HMAC-MDS5? VLANSMSTIg RS R -

BRAT FIVLAN

1-4094

(2) BCEZAERWLBIEEE, HEHEKEEWN TR,
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(3)  Haly<miE > S R AT
#*9-9 HiIRERIFMEE

=R LR
54 BEEA
MTSPHIEITZUN | BEMSTPHIMETT 40
e B A 2 HHMAC-MD5 52K VLAN 5 MS T LR 56 503 v 5 1

BB T LIAINA B s2 3 ID5VLAN IDRI S % R

ey ERl )
%ﬁ, BT [a) R 77 51 3R FR s in— 54 S2 8 ID5 VLAN IDRI ST 2%

90.3.4 g E

(1) fESTPECEMm, i “SLplBE” EE’J HBEN AR RS BEE 7 Ui, W B ETR .

El9-11 4 LB E
<AERHERIEE

Mormal

(2) BCEAERMSLOIMIEREER, HHLEN T RN,
(3)  Har<HiE >4 S R AE
#9-10 £ MM PIRERIFMEE

B & I WEEA
A R Sz SR B S ) A4 R
T B E R 2 A U S 81 o ) 1
A A A
Wiy e Normal: NECE, WEFEILIGIN AT DL B BE& IR a2

e Secondary root: B AFMRY, EFRULTN A GE 15 E B & L S g
e Primary root: FcE JotRMr, LRI A Ge 1 B 1w & PN e )

EFRAIIER, BRI RS AR, HONRE T2 &2 5 R gk F
AL R AR o BN ROR R S i vy

LsE

9.35 iImOXE

(1) fESTPECEM, Ml “imHRlE” EE‘J BEN AR e L BCE” U, W R B TR .
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E9-12 & pifdtim iR E

RiFT  AEERE

GE1/0/14

GE1/0/15

(2) FCEBHAMEFER, WAMAREWN FER.
(3)  Hady<HiE >4 e R AE
#9-11 in QIR EMFMARE

=2 iEA
iy 11 VN & Siik i u|
JFESTP WEREITESTP
1 %35 1 B i 1 75 T S 1

BRI, .
o HEKN

BRI

o RN R ERE

o CERUN RUEER
HER ORI BLE AR TIT RS R
ML BLEAZ BT AR R
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=] AR
piiReet i3l BE AT M R
TCAE PR e B AT IT A TCAL HE PR i
R IK R PRl e B PRl F) i

9.3.6 imAOLHNEE

(1) £ STPHECE VI, Hli “ I D?&WH*&‘E”EE’KJ, BEN “Ui I SERLE” T, 40 R EETR

E9-13 im ALHIRE

CRPLFIRE

B

(2) MEEMNAFFEL, TEHREIN T RN,
(3)  Hy<iE>1Z A S R AE
#9-12 imOKBIREREMELE

=il WieA
S5 BN SEH
Ui I SRR,
Ry Eﬁ%ﬁlﬂ*ﬁ D%é%%&ﬁé*ﬁﬁﬁﬁ IR B AR AR, [R]85 2% A T DR e v 11 3 3 K 4 0k g iR o 1
HUA AR NN e o
HENTF R | RERSI R AshitHg I
f— WE BRI

LIFE T BEN R BRI, TR R EZS

90.3.7 BIXE

(1) fESTPRECEM, M “myeRE” EE‘J, BN “STP mRE” Ui, W Es.
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E9-14 STP 5RIRE

BPDURHF @

fRTC-BPDULITFIF @

FIn

(2) TE Hello @l #8555 5, TRAMCE W FERYR.
(3)  Hai<tfE > 58 AR
%*9-13 SREE

B B I L RA

BPDURY" ERBPDURY JON/OFFIR 4

B5TC-BPDUM 7

(s &R B TC-BPDUXL T 137 [ ON/OFFIR A

IR BRI (NI A, &I TC-BPDU G 37 BRI KT A b3 T ) 8 et

BB R AR T TR AR, LEE:
BRI | o AR

Shnift e |EEE 802.1D-1998

o IEEE 802.1t

HelloEif#s (Fp) | ¥ B HelloxE i #% 22 B i 18]

BRREMNS ] (B | BB R AE T

FRIERS I TR (RB) | BB R SEAR I ]

W EMSTHEIHRKBE, ZSHE T MSTHE AR

SONT T
. R EREBERZSH AN AR, AR L i B R AL
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9.3.8 EFImARXFIER

£ STP BCE U, Hdy “ & wm L SEplfE R EE‘J, BEN “m LISEBIE 2 T, 4R E R

~
e

fETEMROIDI=

9.3.9 BEFLHIER

£ STP RCE U, Hdr “EFEHIER” EH‘J, BEN “SEEUEE” T, W E R

E9-16 LHIEE

fRHHD ShEREE...  IHRENID

0.3.10 EFRAOER

£ STP R E U, i “EFimHEE" EB‘J, BEN “um E B T, 4 B TR .
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E9-17 ixOE8

9.4 MSTPELEY L & 2645

1. (AR FEK
P B MSTP {5 N B H A [A] VLAN B SCH% B AN [H] F A b sl % k. LRI B M-

DR 28 T BT 1508 R T A — > MST k.

VLAN 10 B4R SCHTHE S 1 %% 7, VLAN 20 V6 524 2 %% <, VLAN 30 35 524 3 % %, VLAN
40 IR S 0

Switch A il Switch B L% )2 # %, Switch C Al Switch D AN Z# 4. VLAN 10. VLAN
20 fEICRZ & 445, VLAN 30 fE N Z R 284, DRt m) DAFC & g 1 Asieqs) 2 AR 7
524 Switch A Fl Switch B, =241 3 FIFAR A Switch C.
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[£]9-18 MSTP Ec &AM [E

Switch A Switch B

Permit: all VLAN

Permit:
VLAN 20, 40

Permit:

Permit:
VLAN 10, 40

Permit:
VLAN 20, 40

Permit: VLAN 30, 40
Switch C Switch D

X inm

AP 4E 4 EagpieA “permit:” R mIZAERRAIFAREE VLAN #94R L g,

2. Bic & Switch A
(1) JF)3 STP IhfE.

LR fESNURE RS “M4 > STP”, ¥EXN “STP” T, W1 FE xR,
El9-19 STP U@

PRHRERT R ES I EYR - £

HESTP

Tefntf

AW 2. il “IFE STP”, JHE STP s, #tA STP L& il .
(2)  BCE LR AR
AR (£ STP RCE I, i “ TR 5SS H, #ANTIEHEARE T, Wk Es.
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[E9-20 B & T{E&ER

FHSTP

TrE

IR 2 EFR TAERACH MSTP. SUE BT, AR I TRy MSTP 5.
IR 3. L < >HH TE UARAE
(3) HH MSTP i3,

AYR A (£ STPECE WM, iy “HiE” 5%7 BEN “ BRI R T, R TR .

E9-21 FEE MSTP 15

example

BEERE @ 0xaa07b4589430317683e50b5c456a0c69

BRATATVLAN

1-9,11-19,21-29,31-4094

10

20
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WIR 2 TE “EZAERMEEE” T T TR E .
o HIANIRAN “example” , T “WhE” .
e HIN MSTP FIEITHAIAN “07,

o  HIANMSTIAN “17,

o AWMU VLAN Ny €107,

o ERESEIS VLAN [ms o R E 5 2 b

° HINMSTI N “27,

L NS VLAN SN “207,

o st BRI S VLAN moms e Z s s .

° YN MSTI A “37,

e HIBUG VLAN A €307,

o BRI S VLAN moms e Z s s .

(A) T ELE B S 2R

S 1. 6 STP BT, it “seiip®” mioll HA AR E Y T,
o

IR 2. TEAERORSER] 17 BIJETH, EREAH N FIRMFREYN “Primary root”.
S 3, <> e R

E9-22 4 EHi%E

< ARty Kl i E

LRI Wi

Normal

Primary root

Normal

Normal

3. Bt & Switch B

(1) JFiE STPIUIfE. (5 Switch AMHE, AEER)

(2) BCEAMMBT/ERR. (5 Switch AMF, ASEER)

(3) ME MSTPi%. (5 Switch A b MSTPIFIECE A, AFHER)
(4) 0B A b S M R A
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1. TE STP FLE UM, i “SLfliE” EEI‘J, BEN AR OB SEI R E . T, E AT
MRe

IR 2. TEAERORSE] “27 RIS, GEFEAH N PR EN “Primary root”.

IR 3 Lk < e >HAH S R -

[E9-23 &R LGIIRE

< A RSB E

i

Normal

Normal

Primary root

Normal

4. B & Switch C

(1) JFiE STPIhfg. (5 Switch AMIE, AEER)

(2) BCEAERME TR, (5 Switch AMIR, AEER)

(3) FME MSTPI%, (5 Switch A £ MSTPIkIIECE AR, AEER)
(4)  CEE B SRR L

R 1. {E STP ELE UM, i “suflgE” EEI‘J, BEN “HEROR S E” T, G R BT
MRo

WUR 2: TR S “3” HJETH, HEREAR N ARMF RN “Primary root”.

AUR 3 FLh < e >4 58 OB AE

B9-24 4 R LfligE

< Bty el B E

Frapsen

Normal
MNormal

Normal

Primary root
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5. Bt & Switch D

(1) JFiE STPIjRE. (5 Switch AMH[E, AFER)

(2) MEARMK TERR, (5 Switch AFF, AEER)

(3) FE MSTPI., (5 Switch A £ MSTP KB EAMHE, AFHER)

9.5 ;FEEIN

B E MSTP B 75 2F S a0 $H 0l

(1) REWEGES EBCE R MST S 44 M E . MST 328 BE & KT A AR RS2 %7 B2 1 VLAN
Wi R e AR A . MST S IBIT R A E, Hik& 2 A SAAHE, XMEREAETH—
AN MST 3 .

(2) TEAERMRM R R LR, W RS IV e JUEAR R, ) MAC kb /N8 & W& %
WRFE AR

(3) TEWABAfiEE BPDU RIS LT, WSt B ohid S 10 i um 1 U 2k B 2w
BPDU R3¢, NiZus 14 B A ki g 1, deiy, B A 8 5 O A4 ek iz ik 5 il %
.

(4) XTFEESZmEHERS D, 58 %m0 W E AILZE D, FKJE5) BPDU R IIRE. XA
L RE % A8 120 T PREUE R B 82 ROIRES,  n] DULRIEM 25 1) 22 4 .
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10 LLDP

10.1 #EiA
10.1.1 LLDP =& &

HAl, MEEZMMBHEEL B HMNRESSZS, N TR /1085 & GBS 7E M 2 AH
RIUHZHLXANRGELABERE, FEA —MENGEELRTE.

LLDP (Link Layer Discovery Protocol, %2 &I HAEXFERE = FreAam, ettt
—FhbRAE RS 2RI 3, AT DOR AR B A I R BERE U A E M. WA AR IR RIS R
HEEAFF) TLV (Type/Length/Value, SRR EE/MED, 424 7E LLDPDU (Link Layer Discovery
Protocol Data Unit, ##)2 & IPMEHE o0 hRA%G S HOEERNAE, 4BEIREIXLEE R )G
B HLIFRUHE MIB (Management Information Base, & FsHE) M RIMEIEE R, DIELRILE T
ARG B W B AR IR I

38

A & MIB &g /-4, H 4L “SNMP”

10.1.2 LLDP EZA#E=

1. LLDP R

H%H LLDPDU 4R SCFR Y LLDP 430, Hasf ek XA W Fh: Ethernet Il il SNAP (Subnetwork
Access Protocol, F M5 Hr ).

(1) Ethernet Il #%xE 34 LLDP #3C

[E10-1 Ethernet Il 13X £ 45RY LLDP #R3C

0 15 31
Destination MAC address

Source MAC address

Type

Data = LLDPU
(1500 bytes)

FCS

w FEFTR, A& LL Ethernet I #% 3 E 251 LLDP 30, H AP &FBi& Lan T
. Destination MAC address: H 1) MAC Hiht, Jy[E e 203 MAC itk 0x0180-C200-000E.
. Source MAC address: i MAC Hihil:, i1 MAC Hitik.
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o Type: #R3EA!, Jy0x88CC.

e Data: ¥#EHN%,  LLDPDU.

e FCS: WiEI/F5, R SHEATELS
(2) SNAP #% &R 1) LLDP i 3L

E10-2 SNAP & 314 #Y LLDP & XX

0 15 31
Destination MAC address

Source MAC address

Type

Data = LLDPU
(n bytes)

FCS

wn EEIFTR, &Ll SNAP #3035 1 LLDP #3C, H A&7 B & X :

e  Destination MAC address: H ) MAC #hihik, #2413 MAC Hihik 0x0180-C200-000E .

e  Source MAC address: J& MAC Hihk, iy MAC il %% %4 MAC Mk Chn SR o 1 3
BEMAE A i 1 MAC ik, 75 08 A2 &4 MAC k)

e Type: #3C3%, 4 OXAAAA-0300-0000-88CC.

e Data: ¥d#EHN%, LLDPDU.

e FCS: mifaiRfral, FRXHCHATES .

2. LLDPDU

LLDPDU #t/2 5 7E LLDP R SCEHE R 7 i B st . 20 LLDPDU ZHi, W& e M AHE B

B TLV AR, FEEAE T TLV 44— LLDPDU $2344F LLDP 4R SC #4715 3% .

[E]10-3 LLDPDU Y2482

| Chassis ID TLV | Port ID TLV | Time To Live TLV | Optional TLV | | Optional TLV | End of LLDPDU TLV |

1 R, Wil Chasis ID TLV. PortID TLV. Time To Live TLV A1 End of LLDPDU TLV i% /Y
Fh TLV J24: LLDPDU #A i 1, H AWK TLV WA W . 44 LLDPDU % fl #7 28
Bl TLV.

3.TLV

TLV 24 i LLDPDU i #.73, £~ TLV #AUEK —M5F B . LLDP 7] A2 1) TLV B3G5 A TLV. 802.1
HAE X TLV.802.3 41415 X TLV A1 LLDP-MED(Media Endpoint Discovery, #4425 % 1) TLV.
FEAR TLV & 4% 545 5 FEIERE A —2H TLV, 802.1 41415 X TLV.802.3 4145 X TLV 1 LLDP-MED
TLV M2 bR 2H S A AL & S TLV, T35y P28 v & AT B, ml AR S b g ZE Ak # 42
%1€ LLDPDU H ik i% .

(1) HEATLV
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FEFEAR TLV o, LR TLV X TSE30 LLDP ZhRER 2wk, EIAAHE LLDPDU kA, ik

FKHR.
#*10-1 £AXTLV
TLV &F5R HiEA ERLAER
Chassis ID RIZERAETIMTMACHE 2
PR IR LLDPDU A& 3% 5 (#1355 H . @1 R LLDPDUH #575H LLDP-MED TLV,
Port ID FH AR O FIMACHINE, A ¥ IMACKAMAC: &I, H | 2
P25 R 1 9 44 B
Time To Live AV B BAE AT JE B 4% b RT3 T e R 72
End of LLDPDU LLDPDUHIZ HiARIR, ZLLDPDUMEG —ATLV 72
Port Description Uiy 1 (A 5
System Name &SRS &
System Description RAMRIA &
System Capabilities R EINRE DL RN ThRE I 75?
Management Address Ershhl, KSR R OS5 A0ID (Object Identifier, X %

FHRIRFE)

(2) 802.1 441 L TLV
IEEE 802.1 4H4H%E X TLV N B FE R,
%10-2 |EEE 802.1 4B£07E X By TLV

TLV &FR

iRA

Port VLAN ID

3t HFIPVID (Port VLAN ID) , —ANLLDPDUH i 2 i — MZRUTLY

Port And Protocol VLAN ID

BEEMZRBTLY

i I HIPPVID (Port and Protocol VLAN ID) , —/NLLDPDU Al 24N B

VLAN Name

Ut VAT JEVLANII A FR, —ALLDPDUH AT#4r 2 N AR E %R A TLY

Protocol Identity

i T RO EREE R, —ANLLDPDUR R #5417 2 /N B AN E B iz 2RI TLY

DCBX

Bijs b O RE A2 WM (Data Center Bridging Exchange Protocol)

(3) 802.3 4 E X TLV
IEEE 802.3 ZH4H % X TLV N AU FEFR.
%10-3 |IEEE 802.34A£AE X AY TLV

TLV &R L RA
MAC/PHY Ut L RFR R A TRAS . S R R A i . 276 SR 3 i o
Configuration/Status DS e PR N
st I FBRE 77, B35 PoE (Power over Ethernet, BURMI i) (19253 (PSE (Power
Power Via MDI Sourcing Equipment, ftH 1% %) SPD (Powered Device, ZH %) ) . PoEiH

FFE gt i, R ESCRFPSEM A, 2 CAEREPSE Mt LR it 77 202 15 ATz
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TLV &R

L RA

Link Aggregation

i A 75 SCRFRE RS SR & DL RO T U REBE G R 1

Maximum Frame Size

Power Stateful Control

St S 3R A B R B2, B I E B MTU (Maximum Transmission Unit, i Kf%
Lnge )

i ) PR ROIR A ], B AEPSE/PDITR M I HIEIE Y | /52 s I e 20 LA A/ 52 v
fZh

Power Stateful Control TLV 2 f£ IEEE P802.3at D1.0 Ja Ak & L #Y, ZEHMARRE X3z

TLV,

(4) LLDP-MED TLV

LLDP-MED TLV & VoIP (Voice over IP, 7E IP %% FALEES) RIE T W2 m& N A, s
ABCE . MERIEAE . HUkE B0 HREHE, W TS W& HERAS
ZiRE . BEE MBI ENR, R 7 DUR M R & v i, B S AR
e DL A PR T8 F]. LLDP-MED TLV B A& N R .

%10-4 LLDP-MED TLV

TLV &R

AR

LLDP-MED Capabilities

X 4% 15 %% BTS2 B (FLLDP-MED TLVZ$ 2

Network Policy

Extended Power-via-MDI

DX 2% 1 % B 2% it e 4% i I VLANZREL . VAN IDBA N — =25 B4R N F 28
KMo s

X 25 1 £ Bk R ity W & IR R IR L RE 7, XtPower Via MDI TLVH#EAT T3 &

Hardware Revision 20y VA% RS Rl A

Firmware Revision 2 0y VA% PRI L i A

Software Revision 20 A% TR R A

Serial Number 2SR - AN A IR

Manufacturer Name Lo A& RIS T A4 FR

Model Name 20 A% TR R 4 FR

Asset ID A B PP bR IR, DURE H SR R 5 7 PRI

Location Identification

P2 A AL EARRE R, DAL 1 A 7 7 B 10y B2 v A

4. EIBHbUE

TR I Y 255 B R bR IR X2 A IR AT BRI bk . B EE Mk W] DL B bR R — B R,
T I WX 28 $h 0 R 2 1], 4 T X 248 A 3 5 B Hb b s 36 78 LLDP 4l SC /) Management Address

TLV F s & AR
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10.1.3 LLDP T{E# &I

1. LLDP B T4

LLDP A LA DY Fh TAERL A

° TxRx: E%ﬁﬁ&?%q& LLDP ?&Io

o Tx: HRIEAFEW LLDP 3,

. Rx: RESCA K% LLDP #& .

. Disable: FEA K% WAFE LLDP 3.

23 ) LLDP TAEBLUR AR AT, iy CUE XS P SCIR S HLEAT R A3 - D 1 8 e O TAEAR
AN A T 5 80 AW AT WA R, AT B R AA AL IR IR A, 2 1 T A AR X e AR e
FEIR — B[R] FE AT W UA A B A o

2. LLDP 3R 3CRY A& EH &l

235 1 TAEAE TXRx B8 T AU, 15452 F AV b [ 48 8 0 4% & 3% LLDP #R3C . fn 345 1 A Hi i
BRI RL & 3% LLDP 30,  PUE A S 228 A0 1 il R B R 48 AR e W 4% (HR T B IEA
oA BRI E AR 5] 2 LLDP K E R, B RIE— LLDP i35 #7F 218 — B [a] J5 5
G RIE T — MR

2% 51 TR R i Disable/Rx Y1y TXRX/Tx, 844 KB 1 #7048 JE 15 £ CRIS ) — A3 LLDP
TROC HASHE 4 AR ARATE K ILIZAR ORISR I, %5 A3 a8 I PaE RaENLE], ERE LLDP i
YRR IE GGG N AR, SR TR EBCE K LLDP 4R S5 FR VK &N IE & 1) &% A 1.

3. LLDP 3R 3ZRYFZULH &I

235 1 TAEAE TxRx 8% Rx 55, & XTI R 1) LLDP # S0 J FLi 45 1) TLV 347 B RO 2
AT S AR JE (S B AR RN A, JEHRE Time To Live TLV H TTL (Time to Live, A:77H}1A])
HME SR B AR JE(E BAEARH W& E AR, 5% ENE, WSrZZiZ48EE R

10.1.4 HiHTE

5 LLDP AHRH) B MALTE A -
° IEEE 802.1AB-2005: Station and Media Access Control Connectivity Discovery
. ANSI/TIA-1057: Link Layer Discovery Protocol for Media Endpoint Devices

10.2 LLDPECEFEEN
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P Btk AN A2 i SCEE AT 38 o v L FREC B IR MAC ik H 19 MAC #hhik % 1P Bk G A e,

o XTI MAC Hutk S AR, 24 2 ARP i S 95 MAC itk Al LR 4 32k Hh (195 MAC
bk R —8, B ER, S EFR.

o T HK MAC Hii (ks B R R B X ARP REZHR ), 2K 2 ARP R (19 B (19 MAC
bR 94 0 84 1, & AMELKMIR S 1) H 5 MAC Hilk—%. 4 0. &1, A—
B SCER R TR, BRI SR B L7

o XT IP bR BRI, St A ARP HRICHIE P FIE K P Hiklk, 42 0. &1, BEAHRE P
HhEES A G, FEES . T ARP NZERSC, U8 1P AE K P shbb 317 A A X
ARP ik, HRAGAJE IP Hiik.

14.2 BELEARP DetectionLift

BB P Ak & haent, s E VB E DHCP Snooping ¥ #6. 802.1X S #e M2 —, & 0| Ff
A M ARP FE{Z1E 35 0 B 69 ARP R XLARFAR X 7.

(1) fEIFHEPEEE “M% > ARP” , BEA “ARP” T .

(2 %%El BN “ARP EBE” T, WS,
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ARPT P

(3) Hili “ARP HraiBiifE” B wA «ARP B T, W FER.
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E14-2 ARP K BH1E
< ARPIZ &[5 fa

H @

ARPIEITT @

SEMACHIF—Zr

ARPHIIE

ARP Detection @

(4) it “ARP Detection” 0B, A “ARP Detection” T, Ui F T
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[E14-3 ARP Detection

< ARP Detection

TEVLAN_EFF/EARP Detection @

VLAN ARP Detection

(5) HCE ARP Detection D, AR E M1 N RPN,
(6) PRI <A B >4 A 5E AR
%14-1 ARP Detection HJi¥4HE B

BLE LRA

WEE{fHEARP DetectionZhBEHIVLAN

VLANFZ &
TEFIRHE ik — N ELEZ NVLAN, $$T‘£féﬂ

A et e EB wEARPER D
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15 ons

15.1 & fRATE 1Y

DNS (Domain Name System, 4 £%i) & HT TCP/IP B AR T 7 An s 2, $R 4k
25 P Hhbik 2 (Al I R g0, F P AT RSN I, R DB A R T2 AR
BRI 44, 1T EH 28 o BRS04 AT I 55 2 R S804 A BT R R 1) 1P RbdE

WA 7 NER S AT RIS A A i, AT LARC S . fEMT IR, e RS I
DN (RSB AHNR), WRFSEA BTN, HRHADESEAEN. B TahEaEA
fifE b 5 B IR A4 R 55 %5 (DNS server) [WELA, 2xAE2— & I a], PRI AT LK — 2675 F 148044 TN
AR A TR, IXRERT LR 2 iy 344 AT 8%

15.1.1 Ea7sin 2 fRth

A A TR T LR AN P dk 2 AR RSC R IS AT SRR (i
telnet N D I, RGEEIREFSIA MR, A IRES & 3844 X B [ 1P itk .

15.1.2 #7SIZ RT

1. fRHTIS A

AR A fE A I I 5] e 42 IR 55 B A ek 42 D 1P bk 22 [R] 6 N 9% 2 ke SEPILKR I8k 42 A 1P Hbdik.

BTSRRI R

(L) MAPERERA AT RN R, PR S DNS 27 bt AT % ki K .

(2) DNS %/l ENERIE, BAERAPIRAZT . WRAAAE T DD I, ok ik
R EEY 1P HuhEIR [F125 F P FEFP s WA R DT A R W S 0T, ) 4 44 R 2% A RS
HER

(3) IAMRS A S N EH T 2 A 4R34 X M 1P kb o o STk 4 AN B T A
RS SR AT 8 HAI A4 IR S5 2 b B, B BSE AT, R AEAT 45 BB Bl 45 DNS 2% 7 ¥

(4) DNS % i WS 2135k 42 AR 25 4 0w S AR SC S5, AR 45 BLaR B PR T

El15-1 sh7Sig AT

RAPERr RN R
N N
DNSHR %28
EEUINEIN
Z17
DNSZ /¥
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P FER . DNS %7 i S 44 iR 55 28 1 e R AN 15-1 s, b @b 28 K0 28 77 44 5 DNS %5 3 o
P #2F. DNS & e [E— G s b, 171 DNS %5 F 5t FlIe 44 IR 5% 28— F A A 7E P 2 4% b
NIRRT SCRF R AL TR o TRIRBNAS AT IR 5 1P ik 7 B 35 47 TAE DNS 25 7 % 1 3))
BEHALGAEXH, T —RE WA FEER A R, 8] LB A X i, A ms 8 k%5
SHATIE R . GAFIX P WL 72— B [R5 2 2 AT MBS, DAORIE A i M3k 44 TR 55 4545 21 B 1Y)
W2 o AT A I A2 IR S5 2 10 B, DNS &7 b Mk 44 IR 55 2% (10 B 2 ik SC HR 3R AR 2 AT T

2. W2 EEHIRINRE

NN SR A G 8P R D Re . H P AT LATe e B — 2l Ja 4, 7E 844 p i e, FH

RBEMANIB AP 7B, R BB MIRS N EARESEATHT . fila, A

)34 aabbcc.com, AR LUISEIEEHSIRFELE com, AJEHIA aabbee HITE W, RFieH

SN 3 5 G 0% ) aabbee.com HEAT A

o4 R 2R g, AR A P i N384 7 RN, &5 S LR UG -

o RSN A “.7, i aabbee, RGIMNNRX R —ANTHKL, SHE LN EEA
Ja AT A, W BTE N e R A B RN, R s N384 (G aabbee) i
1TE

o WIS TAE ¢, Hl www.aabbee, R4 E I E AT AW, WIERE R
We, PRI b &AM 4 e 0T B

o BN LRGA “.7, bl aabbcc.com., FRATEIMATIEZ G KRN, REGH
AN P34 AT W, DRI S RE E IR B R . HE U, WS N R
JE—ANFREN 7, AR P RN A AT AR, A2 RUUECH e R E A R
%%, MEJGXA <7, WHARAERE IR . HE LI, Fo8 FQDN (Fully
Qualified Domain Name, 5¢4&&H4) .

HHT, W& ORI A T A BSR4 f AT (1) DNS 2% /7 B D1 B o

& i
JoRIR L RSB L E TIRG A L, &L T AR ITA 4 R FAT A IP ek,

15.1.3 DNS ¢

1. DNS X E2iE /v

DNS f{# (DNS proxy) Fk7#E DNS client fll DNS server 2 [8]#% % DNS &R FIN &R . Rk
k4 P4 i) DNS client #% DNS proxy 241 DNS server, % DNS i 5Kl 3¢ k1545 DNS proxy.DNS proxy
W% SRR S R B ELIE Y DNS server, 31K DNS server 113 &% 503k [7145 DNS client, M52
I A AT -

{#H DNS proxy Zh#g /5, 4 DNS server [fiiitk kA=A 1bEF, H#2 DNS proxy FHIBLE, T
A% R IR A S DNS client (L, MM faifk 7 /48 &7 B,

DNS proxy (1) #51)3 F FR 55011 15-2 Fis o
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[E|15-2 DNS {X 1% 8 B2 [ 7 FA

DNS client

DNS proxy

5 @8

DNS server

DNS client DNS client

2. DNS RE2 g TAE#LH
DNS ARH ) TAE A2 T

(1)

(2

3

4)

DNS client f DNS proxy *i{f DNS server, ¥ DNS i&RH 3k ix4: DNS proxy, HIiERK
CHIH Kk DNS proxy 1P Hidik .

DNS proxy W B3 RIRC G, B e B R A ) B S S 4 f A R AN A A R e 735,
TGRS E, U DNS proxy H##id DNS 3 & 1) ORI 4 i A 45 SRR [5145 DNS client.
WERAAFAEE RS B, T DNS proxy #4# 5C#% & 45 DNS server, @it DNS server #4715,
L FEHT o

DNS proxy £ DNS server [F R Z 4SS5, il T4 3R, FEIR ST k4 DNS
client. DNS client F| FH 3844 it (1) 45 S AT A0 B AL B o

A DNS proxy FAFTEILA AR A Hhl, FEAFAERIR I IR S5 45 1% B, DNS proxy 74 217 DNS
server KIEIE A NS K .

15.1.4 DNS Spoofing

[E]15-3 DNS spoofing 818 Fiz5

Host
DNS client

Host
DNS client

DNS server

DNS proxy
DNS spoofing

HTTP server

DNS spoofing (DNS #x3k) FENH T & 15-3 ARk 5 M. fEiZM .
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Device ilid $k ‘54 & 3| PSTN/ISDN F54k 5 M 4% o R A AR el $k 5 42 1 % R B OSCI
Aol 3RS B IV SLE R

Device {5 DNS proxy. 7 Host [ Device $55& 4y DNS iR 458%; k5 #:0 @& L&),
Device ifiid DHCP %55 3 3K HL DNS Jii 25 # itk .

Device L% 1§t DNS spoofing Thftl}, Device U 3] Host & 3% ek 44 fit i il SRRSO s, g
ANAELE RS B (I 4 M R 00, 75 25 DNS server RiXI 4 fgtrigR. B2, BT IHERSED
A ST, Device EANTE/E DNS server Hilik, Device A~43[i] DNS server & 23844 i i K,
WAL % DNS client 5K . AT B84 T W, H A i Sk 1k 5 4 D g s .
DNS spoofing ZhAERT LAE R ik A @, 5% DNS spoofing BhiE/E, RIfE Device I A777E DNS
server Hihik 5 211X DNS server [¥]i#% H , Device 2> F F 45 7€ 1 IP HubikAF il 44 i i 45 R, % DNS
client [F)3 44 fEdTiE K . DNS client J5 22 &1 B SCRT DA SR fid 2 $k = 52 1@ EHE

K] 15-3 A&, Host i il HTTP server Rk SCAN L FE AN

(1)

(2

(3)
(4)

(5)
(6)

(7

Host i@ it 1844 15 1] HTTP server I}, & 261H Device Rk 4 WiHrigER, ¥ HTTP server [
WA AT N 1P bk

Device IR B4 MEMTIE R 5, WK SO W AR EL%ER:, Device L AFA/E DNS server
Hobik, BEFE B FBCE K DNS server il ATk, 1 Device F]H DNS spoofing H145 & ]
IP bk NI 4 AT 45 e, B2 DNS client O3S fEAT i SR o 1235044 BT B2 1 22 AR 8] R
0. JFH, MZH IPHhE I N4 Device bAFAERIAZ P HuhE Bk, H.2% it 4
PR SHA .

Host #1i 3| Device MM Z R G, AR IP Hibik A 3% HTTP 53K

Device id #k ‘54 K HTTP & RIS, filk$k 54 D@ %R, Jdid DHCP 577 g
FKEL DNS server [l

AR A ZAJG, Host TR K& 44 b i oK .

2 J&, Device 4B FE 5 DNS proxy TAEIFEAHE, EZS 0 “15.1.3 2. DNSARHER) T4E
BLE” o

Host 3K B ) IEHA 1) HTTP server HulikJ5, ®JLAIE %70 HTTP server.

=2

X i

@ F DNS spoofing # fE48 2 49 IP ik - T RAFMATIRE 2 5249 IP ik, 4T By ik DNS client -
PRAE IR IRG AT RN, % P Huhb IR R L 20 ZALRT 1A 4 O, BP s BPZ AL,

15.2 Figis &R s5eEht

(1)
2
(3)

TE SRS “FI% > DNS” , BRIAMEN “FR%5L” FUAMTUE, W F EFx.
B 1944 R 2% S
FER + S
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E|15-4 Fhigin 2 AR 552 bk

15.3 EFCEFEITISA

(1) ESHLFEE “M% >DNS” .
(2) i COPTERA T TEE, BEA CORNTIERA” TSR TUE, W REFTR. WA DTS
RPN

E15-5 TR ETEZ

EiEER

15.4 Fc & 5R7510 24

(1) TfEFHEEFIEREE “MNL >DNS” .

(2) b “HAELT T, WA CHAL T TUEINTE, W EPR.
(3) WETEHLLAIP HuhL.

OREES + Zhe U
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El15-6 F#7SHEE

IPHE

15.5 BECEDNSEHREER
(1) 7ESHEPIEE “WN% >DNS” .

2) $fﬁm, BN “DNS =Bt E” Wi, Wk EpR.

El15-7 DNS aig &

DNSfIE @

DNSfL18

(3) & DNS =Zithfe, H4IRCE W RN RN
315-1 DNS SR INRERIFMAE &

[ LRA

DNSALHE R BT A DNSAR

BEA R, #$$

e (AR IORR, 15 LB B A HA EL R S AR 2 R
I S8 7
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15.6 |PvAIS 2 R EL 5 fig B 2545
15.6.1 F&7SiE 2 A EC & 24541

1. AR EK

N T EERACIZIZ 21 P bk, Device i Bl T-iC 121 FHLA Vi ) 3 —FHL. 7E Device EF L
BCE P HhbxS R ENL4, PR SRS BT ThAE, #n] LAse Bl 14 U5 0% 4L,
AR, Device HiiHl (I FAL IP Hiht A 10.1.1.2, FEHL4 A host.com.

2. AW E

E15-8 #ESig AR ECE4H MW E

10.1.1.2/24

e‘s'sil 10.1.1.1/24 host,con‘

Device Host

I METE

WA TEFME IR “M4% > DNS”.

W 2. Bah RS TUA, N CERAEE T TUSMTUE, W ERTR.
3. WEFENAM IP HikE, 1T

o  WEFWNAHAAN “host.com”.

o WHE PN “10.1.1.27,

g 4. A,

E15-9 F&SiHA

IPHiE

host.com 10.1.1.2

EilEN
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16 IPv6

16.1 IPv6Ei4Yy

IPv6 (Internet Protocol Version 6, EIMARA 6) & M4 /2= i )5 —ARPRAE ML, R
A IPng (IP Next Generation, F—ACHBEM P30, & & IETF (Internet Engineering Task Force,
HIRWN THAESS 4D Wit —FEMTE, 2 IPv4 TR . IPve Fil IPv4 2 [a) i & 1 X 7N 1P
Hiuhk B2 A 32bit 3 E] 128bit.

16.1.1 IPv6 i &

1. fE L RYIR SRR

TEIDK IPv4 4RSSk P S S 7 BRI B N BN R Sk, N T IPVE FEARIR KK E . IPV6
A5 FH 18] 5 K PE R BE AR S0k, T TRIAL T 5 R % 5T IPv6 R SCHIALER, $2 5 T 7 R R .. R IPv6
Hihb KR 2 1Pv4 HihEK BE DU RS, (5 IPVE FEATR SCRIKE H A 40 7745, N IPv4 #0CKKE O
AFRIRTTBD IR .

E16-1 IPv4 3R30LF0 IPv6 AR L A& R LR

0 3 7 15 23 31 0 3 11 15 23 31
Ver | IHL ToS Total length Ver LI Flow label
class
I Next .
Identification F Fragment offset Payload length header Hop limit
TTL Protocol Header checksum

Source address (32 bits)
Source address (128 bits)

Destination address (32 bits)

Options Padding

IPv4 header

Destination address (128 bits)

Basic IPv6 header

2. 7R A HEZ3 )

IPv6 Uik B kK BE 52 128 HRF (16 771, B a] DUR At T 3.4x10%8 Fhm g ftth il 2
8], SE4R] DL AR 2 )2 IR hE R 40 TR, DA AN N ZE RIS P38 FA R T 265 ) b ik 43 e .

3. Bk ettt 454

IPv6 il 2 (B RH 1 2 KA I 4540, AR T D A4k, [ r] DLAEBh g e 26, A Rk
b IPV6 % B35 5 ) R GE U

4. Hhit BB E
AT R ENACE, IPv6 SZHRFAIRAS bt e & A JCRES i hE e & -

16-170



o ERAHILRE GRS 5 (U DHCPVG R 4K 1PV6 Hut M AS B, PRI 47
B “ZRHAR-IP LS B EIG S i “DHCPVE”;
o TERASHUBEFR B R HUIRAR 1 O 0 B R J B R A 0T (5 L BHI B 1PV Mt

FARAZ B
[FIRF, AR AT RS B CABERR R Mkt K BOARTZE (FE80::/10) JEMEks A it, SCHlS A gk
Al WU
5. NER=E!

IPV6 ¥ IPsec 1E A E bR MESY Sk, AT LS (it 21 v 1 22 AR PE o X —RE M DA A 4R DX % 22 4 ] it
P T hRUE, FEIRRE TANE 1PV B 2 (A1 B AR

6. X #F QoS

IPV6 i3k HIUiAR4%F (Flow Label) B SEHlim & AR IR, FOVF e X 3 — U H IR ST R0 9F
TR IRALTE

7. ESRAY SR E A I

IPV6 48 R B il —41 ICMPV6  (Internet Control Message Protocol for IPv6, 1Pv6 [ H.
R RSO O TR SEIRE, PR AR JE T aa) (RIE—8ER% BRI RD E RN H. e
T ARP (Address Resolution Protocol, Hthtf#tfr #1450 ICMPv4 i 143 &% ILAT ICMPV4 2 5E 7]
B, IRt 7T — RA AT RE.

8. RIEHIH iRk

IPv6 HUH 1 IPv4 $RCKH IR B, HGIN T 2P ik Sk, FEHE Ak B3R 1 IR 38 KK
Hoi 7PV [ RIEYE, Dy IP IR UGRME T REFIIYRERE 1. IPVA ROk R T Boie %2 A 40
T, 1M IPV6 3R ST R R /N A 32 B IPV6 AR UK/ R PR

16.1.2 IPv6 #itk /)43

1. IPv6 fitit #R A

IPv6 bt o~ ALLE S ) 2R —iEH 16 LEr oSkl S0 IPve Mgtk 8 41,

AW 16 LLHH 4 M N mERETR, ARNAZEHE SR, -

2001:0000:130F:0000:0000:09C0:876A:130B.

AT ik IPve Hitk R, ST IPve HihkA g “0” BT LA R AL B O =

o  HHATHIATS “0” WLAANE, B FikHibkrT S Sy 2001:0:130F:0:0:9C0:876A:130B.

o RS —HBUELSEZ A N 0 A, WRTLLHXE S “o” SkACE, B bikihbkel s
5 2001:0:130F::9C0:876A:130B .,

=2 ..
% 88

FE—/~IPV6 Huht b RAeE ] —R G 5 7, T B &AF “0” T A 0vAkE 128 15 dbhk i,
Bk < TARER 0 894N,

IPv6 ik d R 7 Al M BERTER S#E I FR iR Horp, MhERTSAR T IPv4 Hudik b (R 45 5 g
By, BOARIRAE AT IPv4 sk i AL S R EE 5
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HBERTZR R R T ON: IPv6 Mk /AT KB . b, AT & — ATk, RoR 1Pve Hihik i

usS VI 72 Ay B LLhe el 2 3

2. 1Pv6 Hyttbib 43 2

IPV6 2 =i A Ayl . Rl ZHFRHOEEFIAE R bk

o HJRMuhE: FIRME—ARIR— AL, ROLIT IPv4 IR L. &% B RAE R R IR SO
WA IR 25 etk Fr bR IR 1

o AHIEMuHE: FIRFRIR—4LED GEEXAZEOBETARKT A, BT IPv4 AEbIE. &
1% B 4 1% Hh B P B S A 25 e BT AR R I T B

o (EEHbbE: HRARIR—4EED CEEXRAZEDE T AR A, K% ST IR R R S
WA 18 26 st b Bk B b R PR — 2H 42 10 H BE B R A sl R A8 I B i s AT FE 2D I — A
B,

IPv6 Hi& A T Mk, Rk A Th g i H R Sk S2E .

IPV6 Ml 27 2 py bk i i S LA, (RO RS ZRATERD RABE M, S EE IR 287 5 1% QAT 4% i B ok &R

nzE 16-1 o

F16-1 HhkER SEXFIRIXTN X R

by kil WIS (2D IPV6 BT FRIR
¥ 8 Mtk 00...0 (128 bits) ::/128
7N TRz R 00...1 (128 bits) ::1/128
L2k 5 TR
BE RS A 1111111010 FES80::/10
AERFLEHb AL HA A
ZH A% Mkt 11111111 FF00::/8
{E3E bk B 2 () Fp R AT A0 T, A B kb A% 5

3. BB IRy ZEE

IPv6 FEHIIE IR AT A 2 5, GG aRRRthl. BERR A 0L 4SS .

o AEFRPIFMNELEF T IPvA AL, SRS LR AR ST IR B . XA SR A I FOVF K H T 4R
ISR, AT PR 1 4= BR i d 2000 1 £l

o FEECAHbHuHE AR R R I SCR TOIRAS B G B A BE RS A Y S 2 TR A o A
Motk YR B H B HUhE B R i SO 29 e Uk B FLAh R L.

. IRl bR 0:0:0:0:0:0:0:1 (AifbRAR A1) BN EIHAE, B85 B2 LA P 42
M. ERERASTE IPv4 FRIREIHEEF R, RIS S H SRA H Bk I%E IPV6 4] 3.

o CRIBmEHubb: Huhb “u” FRONARIEEMNE, AREDECAAEMT A FETT SIREA K IPV6 Hy
hk 2 BT, ATAE RIER IPV6 ) SC YR HbIE 7 BORE N Z b hE, (EASGEVE A IPv6 ) S0 Y B sl

4. tRiEHbE

3+ 16-2 Fin it 2 PR 1R ik I I A i bk
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F16-2 FREEHY IPv6 HiEHL %=

FFO01::1

FF02::1

FFO01::2

FF02::2

ek

Iz

PR R A T R A
T Bl B AN JHL Y B BT A T e P L

TR AL B A 8 R 4 A 2L R
FORBEHEA L B A R 4 A 4L 7 ok

FAh, EH AL #ERTT A (Solicited-Node) Huhik. %Ml 3= B H T 3R R — 45 2% -
SRJE T R I BERR R I S ST R MBS . A — AR EUERE IPVE AR — X R R

TSk, HAR N
FF02:0:0:0:0:1:FFXX: XXXX

Hrh, FF02:0:0:0:0:1:FF & 104 A7 [FH @k XXXXXX N HIEEATRE IPv6 bk 5 24 17,

5. |IEEE EUI-64 &R AY4ZE OFRIR ST

IPv6 Hff it op 4 AR R AT HRAR IR BE B L) — N ME— 93 0. H AT IPv6 Fi bbb B |- 22

R FR RS 64 £,
AR IEEE EUI-64 #% 3 A DR IRFF L SOTEA A, 2B 4y

e  JIf5 IEEE 802 #2035 (fFldn, LLAMEED . VLAN #:11): IEEE EUI-64 #% 38 AR IR AT
2 MBI ()8 5 2 ik (MAC Btk ) AR AR TR 11 o IPV6 Mk o R 82 bR R R & 64 17, 1T MAC
Mol /2 48 47, RBLFEESE MAC Huhik (47 8 ORI UR ISR 24 A7)5) fl 75k il %
FFFE (1111111111111110). N T8 AR IRFF /B VG Bl S B MAC Mk —5, 10206
Universal/Local (U/L)YK. CAEBZFFEEIEE 7 67) BEATEUSERAE . f5a 19 30 X E0AE N

EUI-64 #% 0 H3 O FRIRAT
[E16-2 MAC #thiitF] EUI-64 & 3 O AR IR T RGeS 72

MACH 3 :

bR

i NFFFE:

WEUILN:

EUI-64 113k

0012-3400-ABCD

0000000000010010

0011010000000000

1010101111001101

N

0000000000010010

0011010011111111

1111111000000000

1010101111001101

0000001000010010

0011010011111111

1111111000000000

1010101111001101

1

0212:34FF:FE00:ABCD

o HAhEIZEAL: IEEE EUI-64 #%2UH34 DARIRAT H et BEAL A= Bl
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16.1.3 IPv6 PMTU %I}

e MRS E H o AL AR TR BTl B v] B G AR MTU. 76 IPV6 A1, 4RCSCIKE
KTHEERSH MTU B, $RSCHI 9 Ao AR IR 24T, M8 wh B 55 R B 2% AR B T g, A 3R TR
PR

PMTU (Path MTU, #42 MTU) & IUALHI T B A5k 2 B3k 2N I8 5 21 B 5 i 42 _E N MTU.
PMTU i) TAE L FEan ] 16-3 Az o

[E16-3 PMTU &I T{E378

MTU = 1500 ‘3!; MTU = 1500, ‘3!’5 MTU = 1350, —me— MTU = 1400

Source

Packet with MTU = 1500

ICMP error: packet too big;
use MTU = 1350

A

Packet with MTU = 1350

v

Packet received

A

(1) P EHULIEE SR MTU XHRSCEEAT 70 |, a1 H I ENURIE IR

(2) IR EE R B BB Z AR ST R R, AR IR AR SO 5 1 SCHF I MT U E/N TR OCK
J&Z, Mo Z AR, FRaR Ui iR [ — A ICMPV6 2255 30, Ferp 8 13 R R 42 1 MT U

(3)  WENENZEMR S, FHZ IR T I MTU B SCHET 70 o ik .

(4) Wt R, BEH 15m 3 LSRN, M E S IR 21 H ) B A 1 B MTU.

16.1.4 IPv6 3B AR NE

15 1PV6 A P AT, B AEFH 1PV6 P K 45 75 B BE 5 4 i {5 4 1Pv4 S5 1) EL I W 3t
ITIEREME, FILS TR IPv4 Fl IPv6 HEE A LRIE IPv4 GE85 A I 3 IPve. HIEHA
ROZXHE B E =t . HATOA I T 2 ERAR, R RSE RS, T RA
TEERT . AN R ER S (1 3845 il

1. Wihili%

RUBPU AE — Tl e 7 B BB (3L AL o [RIE S 1PvA BIMSCRR IPV6 B3I I 4% 1 sRR R X AR
B XU SR S E IPv4 kA IPV6 ik 5 , st AT DAYEAR R % 1 3K IPv4 AT IPV6 4750,
—A b JE R FEI SCRF IPv4 1 IPVE PR, AR PMEESk v LLE H TCP B UDP /E &5 E 1
PN, ABZERIRM LS 2 T, TSk IPVE ik . AU SR 3 ARG S IPv4A 25 5 s 2 ]
B IPV6 ML 2 BEAE, T A I ERARI A . (2, XPARZ RIS AT R AR T
H—AABkE— bk, SCPR BB 1Pv4 Hihk S5 B = 1) ) 8

16.1.5 HiX#sE

55 IPv6 FERlAH S P ORI A -
. RFC 1881: IPv6 Address Allocation Management
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. RFC 2460: Internet Protocol, Version 6 (IPv6) Specification

. RFC 2464: Transmission of IPv6 Packets over Ethernet Networks
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[E|20-12 0 IPv6 E7SEEH

< EMIPVEEES L H

HelPveitiht *

T @ * HEO

B

T—RkiPveiiift

(4) BCE IPve #EASHHIER, AU NRAITR.
(5) Hali<df > e R ERAE
<20-4 |PV6 B%7S B BYELR IR AR

FRERIF 158 B8R
BB IPVe B R S H B9 FEHLEL H BRI, A& R BIF XXX X
H 1P etk H 1P 128bit, fF16bith—B, B IAH “7 466, EE T LU 40+ /s ik %
eI
AT B BEE B = HLER E 0 B A R

BB IPVeEHE ik S B HIWIEAN 1% 1 1) S

BT Wl AR & T T =R, B SR O, R EENULLO, %o B IPH
Tk HEA T IR

Bk

1P WEIPVGEIEIR CELL T — M & M IPHtE, #%=CERAB riPHhhkAH R

BEEARESH AN, B/ Zo

i H L SE 2R Fic B FA M H M 2 48, I SRAE e MRS g, WIATSEBl ko 4m: s A
R SE,, T AT eI d 4
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FRRRIR 15 ER
H AR ZIPVBH bR
Eitipa ZIP Ve H 1A 5 B

20.6 |PvAFR7SES H 1B L & 2645

1. A EK

Switch A. Switch B 1 Switch C &2 11 Jz E ALK 1P Hibk FIHE i 0 R K& i~ . 223k Switch AL Switch
B 1 Switch C 2 ML E IPv4 A H G, B TEM & FEHL2 A HE B,

[E]20-13 IPv4 8375 S EC E4H W &

Vlan-int600
1.1.5.6/30

Vlan-int900
. N 1.1.3.1/24
Host A Switch A Switch C Host C

1.1.2.2/24 1.1.3.2/24

2. B E R

KW R EESAC B IPv4 55

(1) 7£ Switch A /it —% %] Switch B {54 H .

(2) #£ Switch B _F 737 & % 2% 31| Switch A #i Switch C ## A E% Hi
() fE Switch C it & —% 2| Switch B fIH 4 B H

I MEDTE
(1) 7 Switch A At ] Switch B HI5: 4 B 1 .
IR 1. 1E Switch A [ ST HIERE “ML > BAEH 7,

LR 2. ik “IPva s e B,

A YR 3: %ﬂino

W4 T ERE, WTFEPUR.
o HIANHKIP LN “0.0.0.07,
o  HINFEMKEN “07.

o HINT Bk IPHibEN “1.1.4.27,
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IR 5. B < s > P4 e R
[E]20-14 # Switch A EBZE 2 Switch B BYH A I H

< FRIIIPVARS A B8 B

Ll 0.0.0.0

iR - .

T @ * EHEO

e
TRkl

1.1.4.2

BEEAER

BeEBiRiz

Tt

(2) 7 Switch B - & #| Switch A fl Switch C [{##2&H H
R 1. 7E Switch A SRR RS “ ML > Faikh 7.

IR 2. Mk “IPv4 B i e B,

T |

W A4 AT TERE, W ER.
EINER P HusE N “1.1.2.07,

o  HINMERKEN “247,

) BINT B IP Hulik A “1.1.417,

AUR5: iy <BE > 1] e R .

N

N
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[E]20-15 # Switch B EEZE 2 Switch A BYE2 7SI H

< AR IIPVARSAS B

Biritir *

T @ * O

A
T—BkIPtiE

1.1.4.1

BaEnisess
BEtriz

1t

B 6: ST RNRE, S0 EA.

o HIANHM PN “1.1.3.07,

o HINFEIGKEEN “247,

o  HINT—BEIPHEN “1.1.5.67,

AR T Fh < e >HAL S R AE

() fE Switch C -fic & F| Switch B [1JE 4 i i

1. 1E Switch A I SFHURE RS “M4% > Sk H 7.

IR 2. Mk “IPv4 B ik e .

T o |

LR 4 FATWTERCE, W BN,
o HINHR PN “0.0.0.07,

o HINWRKIEN “07.

o  HINT—BEIPHEN “1.1.5.57,
R 5: < e > 1 T8 U A
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NIPv4Es4:i% B

BanpiihE * 0.0.0.0

T—#% @ * HHEO

Bz

T—HBEiPtih

1.1.5.5

Besih

Baeatmia

fik

4. LB RIIIE

(1) EEBEIGEHBIR.

23533\ Switch A, Switch B Al Switch C ) IPv4 & i SR Ui . 255 30U - AE0E % 51 &

HHICE R F S H

(2) 7 Host A Lffi ] ping &5 1E Host C /2 B AliA (RE LN EE H#1E 2408 Windows
XP) .

C:\Documents and Settings\Administrator>ping 1.1.3.2

Pinging 1.1.3.2 with 32 bytes of data:

Reply from 1.1 2: bytes=32 time=lms TTL=128
Reply from 1.1 2: bytes=32 time=lms TTL=128
Reply from 1.1 2: bytes=32 time=lms TTL=128
Reply from 1.1 2: bytes=32 time=lms TTL=128

Ping statistics for 1.1.3.2:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1lms, Maximum = lms, Average = 1lms
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20.7 |Pv6ER7SEE H B AU fi B 2445

1. A EK

Switch A. Switch B Al Switch C %42 1 J2 EHLH IP Hohk AL 40~ B~ . 23K Switch AL Switch
B fl Switch C Z [BIfiC & IPv6 E#SEE MG, FAMEEN G ENLZ B ERRE Bl .

&]20-17 IPV6 8875 EC EZHM E

Host B 2::2/64

Vlan-int400

Vlan-int100

1::1/64 ) 3::11/64
Host A 1::2/64 Switch A Switch C Host C 3::2/64

2. R EBR

KW B B IPV6 #AS H H «

(1) 7E Switch A FJic & — % % Switch B A HEH .

(2) £ Switch B 43 5L & ¥ 2% 2 Switch A Fil Switch C HIFF A& HH o
(3) 7E Switch C Ific B — %% %I Switch B [RHk 24 % H o

JMEYE

(1) £ Switch A _FFit & | Switch B &4 B8 H o

IR 1. 7E Switch A [ MU SR “ %% > B H 7.

S 2. Wit “IPve ikt EiE.

T+

AR 4 FATWTECE, W BN,
o  HINHHK IPv6 Hutik Ry “::7.

o IEFEHIZKIEN “07

o  HINTF—BkIPv6 Hull A “4::27,
AR 5. B < E > 1N 58 LR A
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[]20-18 7 Switch A FBL& % Switch B BT & & H

< FRIMIPVEERAS B B

BalIPveitiht *

Tk @ =

(2) 7 Switch B - & # Switch A fl Switch C [{##2&H H .
R 1. 7E Switch A SRR RS “M4 > S H 7.

S 2. Wit “IPve ikt Ei B,

B4 WHATWTRE, WTEFR.
o  HIANHK IPV6 ik “1:7,

o IEFERIAKEN “647

o Nk IPv6 Hikibh “4:17,
IR 5 Ll < T >4 T8 R -
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[]20-19 7 Switch B L BL& % Switch A BJER &I H

<R ANIPVBES AR S

EgPvettt *

64

T8 @ * dEO

B
T—RhiPvettdt

4:1

B 6: ST RNRE, S0 EA.

o HINHK IPV6 Hikiky “3::7,

o IEBERIAKSN “647

o HINTF—BkIPv6 Hil A “5:17,

AR T Fh < e >HAL S R AE

(3) fE Switch C /it & % Switch B 648 % 1

1. 1E Switch A I SFHURE RS “M4% > Sk H 7.

B2, “\pve M .

T o |

LR 4 FATWTERCE, W BN,
o HINHA IPVG Mkt “7,

o EBERIZKSEN “07 .

o HINTF—BkIPv6 Hikkh “5::27,
R 5: < e > 1 T8 U A
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[E]20-20 7& Switch C LE & 2l Switch B iR & HH

NIPVE & 75 i H

BHenrPveitiit *

T @ *

REERIR

Bz

]

4. BLELERIWIE
(1) EEEERDYIR.
S AlEN Switch AL Switch B 1 Switch C ) IPv6 % B s TUHT . 75 3 0TI _E 1o % B 51k b
A HTIC B A .
(2) #£ Switch A _{#iJf] ping ipv6 2 4&1iF Host C & 751l ik.
<SwitchA> ping ipv6 3::2
PING 3::2 : 56 data bytes, press CTRL C to break
Reply from 3::2
bytes=56 Sequence=1 hop limit=254 time = 63 ms
Reply from 3::2
bytes=56 Sequence=2 hop limit=254 time = 62 ms
Reply from 3::2
bytes=56 Sequence=3 hop limit=254 time = 62 ms
Reply from 3::2
bytes=56 Sequence=4 hop limit=254 time = 63 ms
Reply from 3::2
bytes=56 Sequence=5 hop limit=254 time = 63 ms

--- 3::2 ping statistics ---
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5 packet(s) transmitted

5 packet(s) received

0.00% packet loss

round-trip min/avg/max = 62/62/63 ms

20.8 ;¥FE=IN

e £ A A I E N B 0 R 0

(1) WARAREFHFSK BN EEREIER, maiHREmE%g. EHhRETERed)s, ik
BB S G A B R AS R A 2. Web B H BTAS SR ERVE 0 25 R 1 E .

(2) TERCEFAMEEN, wReiEe T8k, AE % T Bk E v A B 0 (40 VLAN
O K IP bk, NNZAESBEASEN.

() fEFRE I B .

e T NULLO Al Loopback #11, FLE T H# A HRE ~—Bk.

o TEMCEFASMHE, @UCREE R E WA OENEE D (0 VLAN #0558, BN
RO, 2SEHAHE AN T8k, TikME—ie Bk, RSk N F, W ansi
Be B R o e O, A R] B s R R — Bk
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21 RIP

21.1 RIPR&If

RIP (Routing Information Protocol, % {5 5 WHi0) & — st Ay faj 5 (1) P 38 I < H Cinterior
Gateway Protocol, IGP), =% T HUAR A /N X 45 v, Bl dunase 7] ) DA Bz 45 A6 5 1T 0 b DX 1 P 285
TN E MR RS, — Al RIP.

T RIP BJSEHUBCA T, ERC B AL 8 37 Tz L OSPF A1 1S-1S 25 5, [RIHAE 52 Fr2H W v
PE T iZ IR

21.1.1 RIP By T1EH#N &I

1. RIP B9 ARH#EE

RIP /& —Fh2E T JE &5 2% i (Distance-Vector) HiERITMY, BB UDP R SCHEAT % 115 B 1 58

1 FH #3115 520

RIP {if FH Bk FOk i 5 2104 B b8 5, BEEFRNERE. 72 RIP 1, BRH 88 3 56 BEAHEM

ZEERECH 0, JEIE—NER AR A M 2% BRIy 1, HARIRIEEHE . J9BR B Sk Ta], RIP £

JEFERAHI 0~15 Z (A REH, K T80 T 16 Bk e AT R, B E M 28 8L EHLA AT IA .

BT IX RS, #15 RIP AE S B T REM .

RPEETERE, Bk B RS, RIP SCHF/KF- 43 % (Split Horizon ) Al E: %1 4% (Poison Reverse)

b5 )i

2. RIP HIBX HH ¥R

FMZEAT RIP B A8 B — AN B B B, 2B s R & 17 20T Al is H B ES I, 31X

He K R IUAL 7 R AIE B

o HimHbhlk: FHLEN LI

o F—Bkibbk: RFEHMM, FESSAHAEE HAFRE D P Mk,

o BRI AR IR HE D,

o EEAH: ARMMAZRIEHMWHIITE.

o PREHITIE: M HH IR S — R BE T BPLAE By Gk R T, % b TR IR R SE TR, 2% R ) E
#HH 0.

o  Mbrid (Route Tag): I TARIRAMIEEtH, 7EH B ARE oh n] L9 % Hh A e ki B A5 2 gk AT
RIGHES. LT HHEATEAELS, H20 “ =EER-IPHRERS” TH “BH%
s

3. RIP B 1L B R IR B B )1,

RIP il [r) 4Bl 15 1) 2 B g K, A Re K AR IR, v LU DUT AL R b -

e II#F|LT (Countingtoinfinity) : KA E(E%E T 16 % HE X NARIE (infinity) . 7EE%
FHIRER A AN, JE 2% 8 BV B2 A 2 N 3] 16, 1 ER R AN T ik .
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fisl & SE ¥ (Triggered Updates): RIP i it fifl i 5B K ikt G 75 22 /> 1% HH 2% 2 6] T% s Hh A 26 1)
AIAg, T E AT DA P 2 USSR B o — BLE AR ER 1 B R R AE TR, AL I 1R) AT S % e
A RAT TR, T AN S B BT I Rk .

K43 E] (Split Horizon): RIP AN OB RIS, A2 iZdse 1V R [R145 41 F8 2% F 45 -
IXFEAEYRA T/ 58 JHFE, IR AT LAB7 1 8% IR i

B (Poison Reverse): RIP MIEANE D223t 5, Bzl S E % E N 16 OF
AR, FEMJEIE ORISR A . RIHXF R, T RIS 7 R R R B RGE R

4. RIP BYiE {TiH 72
RIP Flig it Fe i -

)

(2)

3

B2 A5 RIP &, (A AHAR A % 2% & 2615 R SC (Request message) , AHARHI RIP
e AU BN RIS, WRIZIE R, [EHE A AL R (5 BRI R’ L (Response
message) -

% R A USRI i SR S S, ST AR H B AR, RN [ AR AR B 8 R IS AR TR, e B e
HHAE B o AHARE Hh 25 B il SRRSO, Sm % E A AT % Hh 9 Rk Ak R . fE—
HEBRMAMRER G, 55 H SRS 2 T R RO S B 1E B

65 H % JE S [ RE A0 5% ER B R IR A B R AR, 384T RIP PRI AR AR Bt 28 I BRSO, %
A% AT YD, R AR, TR IR L% A AR N £ AR TR A SR K e A
KRIAR 2 RA K. FRT, RIP KA ZZAAUHRT 8% b T 238, UARAIE RS (1 S
PR 2

21.1.2 RIP BYERAS

RIP M MhA: RIP-1 #l RIP-2.

RIP-1 245 25t ¥ (Classful Routing Protocol), ‘& R LA #E 5 R AR IR 3. RIP-1
FIEIR SO TR DS R, B RAER ) AL B, C BIXFEHI ERMELEH, EE RIP-1 AR3Z
FEARESE T M (Discontiguous Subnet).

RIP-2 & —Fh 2K 58 H i (Classless Routing Protocol), 5 RIP-1 #itt, ‘&H LA FEH:

SCHEBG EHARIC, 72 H SRR T AT AR A1 6 Hh bR o0t % R AT RO 42

WS R, SCEK % A1 CIDR (Classless Inter-Domain Routing, 5248 8] %
HD) .

SCFEfRE N Bk, 7RI AT DOE BB R AL T — Bkttt

SRR RS TR, HA RIP-2 B 88 4 REU B BB 050, /b B AE
SCHRERF PR SCREAT IR UE,  FRER AL A SCIRUE AN MD5 B UE R Fh 730, 350 4k

RIP-2 A WA SCLIE T3 #7720, Sea i R Ak 7 R, R 4L
Hkh 224.0.0.9. HEMIEIT RIP-2 7 #5200, ] #Ik RIP-1 4R 3,

21.1.3 iU se

5 RIP HRI PO -

RFC 1058: Routing Information Protocol
RFC 1723: RIP Version 2 - Carrying Additional Information
RFC 1721: RIP Version 2 Protocol Analysis
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. RFC 1722: RIP Version 2 Protocol Applicability Statement

) RFC 1724: RIP Version 2 MIB Extension

o RFC 2082: RIP-2 MD5 Authentication

. RFC 2091: Triggered Extensions to RIP to Support Demand Circuits
. RFC 2453: RIP Version 2

21.2 FRERIPFHEIERIPILAI

(1) EIFHPIESE W% >RIP”, #HEA “RIP” T, W FEFR.
El21-1 RIP

RIP

RIP { Routing Information Protocol, EERizEH 3 ] B ~t " Interior Gateway Protocol, IGP)

(2) Hd<IFA RIP>#Z4], HEN “A12 RIP S241” TUm, W FEFiR.
E21-2 €& RIP 4l

B3 RIP=C{]

RIPZE]  *

(3) TMHE RIPSEFIFIMER, VEAIIIN FRTR.
(4)  Hh <A e > T 5E R ERAE
F21-1 RIP S4B 1E 4015 AR

FRRRIR 15 AR

RIP 541 BRIP40 5
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prn L
AT SL i
g | BRI

e
gmm TEf55E I B £ AERIP

- fEtE L L AEAERIP

21.3 EELERRIPILM]

(1) ESHEFIERE K% >RIP”, A “RIP” T, WHEFIR.
E21-3 RIP
RIP

RIP { Routing Information Prot

RIPZE{]

(2) il “EEEESE” , FEAEE RIPSBITTE, BN
E21-4 EFEEEKA
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21.4 MIBRRIPE]

(1) 7TESHAPERE “Ng >RIP” , #HAN “RIP” T, W FEAFR.
[&]21-5 RIP
RIP

RIP {Routing Information Protocols $EH{E

(2) A “MIERSEE”

21.5 BLERIPI{

(1) EIFHPIES W% >RIP”, #EA “RIP” T, W FEFR.
El21-6 RIP
RIP

RIP { Routing Information Prot
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(2) BCE RIPEFMEE, VEANUEHINT RATR .
F21-2 RIP S BY1E 4015 AR

FRERIR 1t AR
JA FI B, VLB IO B HE R R R
JA R BEBEN
SIS H 0 I 32 5 WL SRR DA RSB 44 FIRAS N 08 i e
R BLE TGS W, “21.6 BLESEGIRAELE" .

21.6 BEELHISRER

(1) EFEFERE “NE>RIP”

@ wd cmgnE mroB A RIPEZRE” Wil W FEFR.

E21-7 RIP BRiEE

@) fih cmngE sroB A CRPBEORE” T, 0FEE.

E21-8 RIPEOIEE
{RIPEO®E (=Ef1)

Default

(4) EERIPHOKMELE, HHUHNTRFR.
(5) Bl <iiff e > 7E BUARAE .
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#21-3 RIP S B9i¥ 4015 AR

FRERIS ik

B4R BN LR

WHERIPHIRA, [4F:

e Default: $R¥&1E

fA e RIP1: RIP1JRA

e RIP2: RIP2 A4 i 7r=0

e RIP2 Broadcast: RIP2 JixA ) #/5 =

RAERSCRZS BEE R BRI OCIRES
PR SOIRAES BLE R BRSO

© i i EEoBL A CRIPE” WE, WFEE.

E21-9 RIP IAE

< RIPIAE (ZEfI1)

Simple

(7) FEE RIPVIERER, UL T RN,
(8)  FR <A E >HEH TE R A
F21-4 RIP IAERIiELMi5ERA

PRI i8R
O 45 SOoREO LR
WEER, B
e Simpl
B mpie

e MD5 (RFC 2082)
e MD5 (RFC 2453)

B EFEMERA, .

TS . EHY

o Hix
Y Yt
FRiR B bR
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21.7 RIPELEIFL F 245

21.7.1 RIP E AT RE D & 251

1. (AR K
e  {F Switch A f Switch B [ 0 {6 RIP, 348 H RIP-2 34T M4 0%,
2. (AM[E

E21-10 RIP E AR IhRERD & 4H M &

Vlan-int101
3.1.1.1/24

lan-int101
10.2.1.1/24

Vlan-int100

Vlan-int102
2.1.1.1/24

Vlan-int102
) . ) 10.1.1.2/24
Switch A Switch B

I BMEDE

(1) MEEAEON P b (1)

(2) BEE RIP AR

A PR 1. fE Switch A (A~ Pk “P4g > RIP7,
AR 2. B <R RIP>#4 .

IR 3 BHATWTECE, W BN,

o HINRIPSZHIN “17,

AR 4. k< e >HAH S R -

E21-11 €1# RIP K41

Bl ZERIPEC{H|

RIPEEH *

PIR 5: 1 SwitchB [ FHif ik “M2 > RIP”,
IR 6: Hidi<IF B RIP>$%4.
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WIRT: AT TRE, W RN,
o  HINRIP BN “17,

IR 8 Ll <Hff T >4 T8 R
E21-12 €1 RIP 3£

BIZERIPZC{H|

RIPZCH =

(3) MLE RIP fIRkA
IR 1: 7E Switch A B ST HIEE “M2 > RIP”,

g 2. ik “wmgnd” mimoE.

e 3, ik wnws” Eaol.

BB 4. HERAN “RIP2”, tn FER.
IR 5. HL <y i >TEEH FE AR
E21-13 RIPEOEE

<RIPEO®RE (£f/1)

i

RIPv2

Switch B [t E 5 Switch A 5180, AR IR,
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X i
B F RIP 3% ©12 8. 69 ZALaT 2K, Pl EBLE RIP-2 ARG 69—k ut A B, st & P THeiL &0
F RIP-1 #9345 12 4.
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22 swwspm
22.1 HERIEEEY
22.1.1 EREEN

55 AR IR 1P ST B Itk 2 PR R EAT B R AN R, SRR p 2 — AR P 1) 72 1) SRS AT

¢ R A IRIALER o SRS 6 R AT DAXS i i — € 25 (o ACL BRI BFRSC, AT HRE IR (st

BT Bk,

WCENE ), IR SEMF KRR T .

(1)  ESEHRYE T B A SR % e

(2)  HIABILHEC ST = BRI E] 1 VLAY w3, (B FE FHROCH R RGN, PR i R A Rk
A % H 2 AN RS R OR B AR S

(3)  HERIRML, AR SRS B G B A S E T — BRSSO A

(4)  HFRRIMC, AR S % R B R R

ARG FHXS AN, SR om0 Dy A e SRS B oy R e SR B i -

o RHLERWEEE . XPBCAA G RN (FRnA R 1) ping k30 BAEH, B SHKRIE,

o BEARHEMEEGR: Xt DERIICGEEM, 8RR,

22.2 RINIPVAR & IR H

(1) TESHAE RS “P%% > RIEEE” , SEN “SRSE 7 T, W NS,
E22-1 RE&IEH

(2) il “IPv4 SIS H” miB, s <iPva gemEr i T, R ERTR.
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E22-2 IPv4 EBRERH
{ |Pv4 R EE BE

() $ﬁin, BEN “UNIN IPvA SEmg g R U, W R ETR

E|22-3 70 IPv4 $ER& &

< FRITIPVASERE S

sz

Loading

.

@ fife IEHE

R ML W LEIPv4 ACL
WITHRE [ IRA ki TRkt @

v FHE % BE

(4) TLE IPv4 SEEEEEH, TEHUEEIA TR R .
(5) Hh <A > T e R ERAE
F<22-1 |Pv4 SRBEES H AYIELM15% AR

FRERIR 1t BR
SR 4R B SR AR
JS2 T BB NG RN AL B
SRS 1T 1 BB R R, A LI AL SRS T 0, D75 SR n SRS 1T AR
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RET 5488
Bt | REER, R
L g%i;% W E 2L ULEIPvA ACL
i :
ﬁﬁ% W R BRSO R I F— Bk, A, AP TrackBURI L F— ik

22.3 RINIPV6RB& IR K

AT IPv4 SRS ES R0, PETEZ L “22.2 N IPv4 SIS R 7.
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23 IGMP Snooping

23.1 #hiR

IGMP Snooping + Internet Group Management Protocol Snooping  ELI& /4L & MU EHR) 1)
fEIFR, EARBATE R R AL U], T B AR AL

23.1.1 IGMP Snooping [RI%

1247 IGMP Snooping ] )2 ¥ & i@ USR] 1) IGMP 5 SCHEAT 2087, i AT MAC ZH9% Mkt 2 57
M SC R, ARG XRE M B 5% R A Ak AR R

WTHEFTR, U ERE&EREIZIT IGMP Snooping I, AIEHHEA —EME il ik, U E%
#1247 7 IGMP Snooping J&, CANHAFAMAFBEIEASTE 2 ME b %, Msda%ese e
R o

E23-1 ZRi®&iz1T IGMP Snooping B/ YT LE

Multicast packet transmission Multicast packet transmission

without IGMP Snooping when IGMP Snooping runs

‘ﬁ' Multicast router ‘ﬁ' Multicast router

|
|
|
|
|
|
|
Source | Source

|
|

v i
| .
| Layer 2 switch
|
|
|
|
|
|
|
|
|
|

Layer 2 switch

Host A Host C
Receiver Receiver

Host B

Host A Host C
Receiver Receiver

Host B

———» Multicast packets

IGMP Snooping it — E A B R B RGE FER B, o DL kLT ifAb:
o AT ZIEMEHT IR, LT L

o SR THRRE BRI AE:

o NP G AL BT SR T E
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23.1.2 IGMP Snooping AR H#E=

1. IGMP Snooping #8 i O

W REFTR, Router A &A%, 7E Switch A Fl Switch B 4351217 IGMP Snooping, Host A
1 Host C Al B CRPZL R 7).

[E]23-2 IGMP Snooping 8 %% O

Router A Switch A Receiver

o Riouter port
O Member port

Multicast packet
—— Multicast packets Host D

s EE, 48— K IGMP Snooping A 3¢ 3 FI AL &

o % (Router Port) : A2 #ehl -8 M = )2 4% % % (DR X IGMP #xifj#s) — M ¥k 1,
11 Switch A #1 Switch B % [ () Ethernet1/0/1 3 1. A2 HH UK A ¥ 4% b (0 BT 1% 1 i 11 8
OISR B ph A8 v 13 R

o UG (Member Port) : SERHFELL L R, 228 Bl b3 i) ZH AR 2H A o1 — 0 g s 11
111 Switch A ] GigabitEthernet1/0/2 1 GigabitEthernet1/0/3 i 1, LK Switch B ]
GigabitEthernet1/0/2 % Il A HHLRF A B 2% b 1 BT A B A i L1255 7E IGMP Snooping #%
REH,

g 15t AR

o AXFIRE| 4G Bk 0 AR L KA LI LAIES b B Hh 0, mARIEBE R L,

o JRAFRIEH, AL FIRF| G BIR AT YOG EFHEED.

o HIZATT IGMP Snooping # R IAL_L, FrA HE| RHIETR 4 0.0.0.0 4 IGMP i 28 & 048 LK,
PIM Hello ¥R 5 #93% & AEAALA 50 34 o B 1 .

23-224



2. IGMP Snooping zh7sif 02k E81 88

#%23-1 IGMP Snooping #1175 M & . & BT 88
ERT 88 1L AA B B A1 57 4T 2 B9 3R 5T HBR 5 2 AL B 1E

LA AR B th s D # | JEHBHEAN90.0.0.0IGMPE

s i : b N iz Ly

AEHBEE oy tent s, MWL) | BRI Hellofle | o R
= A5 Eh 2 12 A ] X »

B AN OB A IS ALB AL, 28 .

B2 L5 o 1 ok A e og e et 1%t 11 MIGMP

Yy WML A Z L 33— A e i 2%, | IGMP IR 8 R RGO Snooping#t K Fr G

TF A i) A9 2 3 25 B i 11 22 A )

Y
e 1% BA
IGMP Snooping # 7 #ALHUH| R 413t At

23.1.3 IGMP Snooping TAE#1#l

1247 7 IGMP Snooping HIZZHALITANF IGMP ShA4E ) B AR AL FE 75 2040 F

==
ZSUEE

AR BT RG R 693G M 5k 0 ShE) R4S Ak o,

1. ELiEHE

IGMP 5 1) 35 & 1 1] A< Hh 0 Bt N I BT A B AL S 8% B 38 0% IGMP i 41 25 i) 45 50 CH stk y

224.0.0.1), VLB BOA MR 2H B 2H 1) B 07

RN IGMP 5 21 2 3l SO, 22 Uk @ VAN Py Bzdiess 1 USRI e BT s 1 3% %

2%, FERZAR SO o R b

o UNSRAERE AR A R DAL S s B e A 1, 0 2 e AR

o UNSRTERE AR 115 R AL 1 s A B R A e 1, JUPRE AN N B 2 e A L B R, RS
BN E RT3

2.IEBRKER

DUTIEOL, EHL2 1 IGMP E i1 # Ki% IGMP % 01 % R 45

o CHHBEARI LA EHLE] IGMP EHR LSS, £ FEIE IGMP 5 8 R/ MG R L.

o WP EHEIMAEANHIEA, ESLBH IGMP Eiff 45 K% IGMP 1 57 56 5231 5 1) S LA I
TN Z A

TENCE] IGMP 5 58 R ROCHT, A2 Heh LA T VLAN P RTA 26 B a8 A% R 25, Mk

SCHETH LB R A hE, Iz SC R O R Ab

o UIRAAFAEZAIRLL Tt B 5 e R I, WG e R I, A4 120 R N h 2 B A sty R n )
g A%, JEEshHZ e 3.

23-225



o URCAFEZAUIRALETN PR K R, (L i 53R rp AN 35 %3m0, PRS2 1 9 3)
A LA N i AR, IR R B LA e I &

o WRCAFEZAIRALITA B EL K R0, B i 1 53R b OB 5 123l A i bt i 1, DU B
ZAER A5

Z

RBMTLHE IGMP 1 % 23RS/ BT AER b 55 0464 b, B AARIE A EE IGMP & i
FER SRS, oA R0 FiLH ZABA R T EA, NX L AN ZIRE IR
EARIPE T B F69IRE, AT IR R R 4n X 258 1 TR A 1% 24520 64 mx 1 AL,

3. BFF¢AEA

IZAT IGMPV [ BN T IR LI A2 K 3% IGMP B FFLRR ST, PRI A8 WL TG 6 57 RISk S0 E LB IF

5 E. B2, HTENEFHBAEASERZE IGMP AKX A/RERSC, KIS H5 R sh4s

B Ui 1 PRI T B BRI i A8 ALt 2 12 i 11 %o L PR s 3 T M 3 PP I

1217 IGMPV2 8¢ IGMPV3 [ ENLE AR, 2385l Ki% IGMP BT AR SC, LAEENZH 4 i 4%

H OB 7IHANHBA . AN IES SRR I O ECE] IGMP BRSO, 15 2 W 2 s

LRI ZE I 0T . () I R TR TRATFAE, LA B2 6 AL %o IR i 2 TU ) H oy 11 47) 3 v e 7 0, 75 124

g3 11 <

o WRAAFAE L TR XS RIS R R T, B 1% A0 % A %ot 7 2 R 3 T 11 H iy 11 370 3R v AN, 75 1220
L1, ASHMAS 22 AT Ao g G K% AR SC, Tk B3R5 .

o UNRAFAEZAFELAIN PRI AL R I, HAZZHRRLH T B 7 3R T H g 1 9 b 0, B i 11, A28
FHL W Z AR oCE I VLAN P BTA % B2 3L k2. RIS, | A A iz e fion 1
NREBIEA ZARREN FE R, B A HIAS 22 3L 21230 1 A2 B2 IRt % R 2 T
ity 51 e B, T B A e I s

2 IGMP A FRIL 2] IGMP BEIFAHRSCE, M Afigdr th ENVE ST R p b, JRiE i o

FIA)Z AR AL A% IGMP R 4 A R SC ASHALIE N E] IGMP 8 4 B4R SC 5, K s VLAN

PIIRIFIT A 4% P 28 i R ZE 3R 20 00 BT Do [V Rt 25 o T IGMP B 2R R SC gl 1 (fiR

TENBNAS A 1), A HALTE FE AT R P -

o SN Z CCE] T EHLI R A ) IGMP R 53 96 R RS RO, ER S i R IR
AZHFBHR S, TREELZMER .

o WNREA M Z FCE] AU RO E 4 A 1) IGMP B 5L R R AR RS, R R ZaR N 2
B ZHTEL I BR, TAEF 2 AT (A1 EE I 5, 4 M2 2 B 2E iRt . 2 i 2 T ) Hh i 11 %) 2%
HH IR -

23.1.4 HiIse

5 IGMP Snooping #H < FITMURTE S :
RFC 4541: Considerations for Internet Group Management Protocol (IGMP) and Multicast Listener
Discovery (MLD) Snooping Switches

23-226



23.2 IGMP SnoopingEt & £ 5/

#%23-2 IGMP Snooping Bt & £ &

7 (= WEER
L 23.3 &R fHHIGMP ik
Snooping BB T, 4 FIGMP Snooping4tT-25 1EAR 4
EVLANP#BEIGMP Snooping, T2 EIGMP SnoopingifiAds. #rif] 4%
LIhRE
PSSR, VLANKIGMP Snoopingsh T35 I-IR#
5 23.4 fEVLANNELEIGMP P
, o=
Snooping @ B
e f& VLAN W& E IGMP Snooping X 87, 564484 B4 IGMP
Snooping
e £ VLAN}{£48 7 IGMP Snooping /5, iZ % #t R £ & FiZ VLAN
#3%a b AL
Al
TEFE B VLAN P IC B i 1 1 55 R 2H 49 2H 50R o 1 PRI 9 F Th e
N3
2 235 eI L EIGMP OF-2S
Snooping o fiku LELE IGMP Snooping T, 6474 B 1% A 4R E R &,
IGMP Snooping
e £ VLAN A% 45 IGMP Snooping /&, #% VLAN K #9345 2 49 IGMP
Snooping Bt & 7 4 3
23.6 A EIGMP Snooping#i \
4 o
2 B Tk

23.3 £/ {FEEIGMP Snooping

(1) 7ESHEEFIEEE “MN%% > IGMP Snooping” , # A “IGMP Snooping” TiTH, W KKK,
[#]23-3 IGMP Snooping

IGMP Snooping

HBIGMP snooping

[
(2) iy <JFJH IGMP Snooping>#24, ERIABEA “VLAN” USRI LT, 0~ IR . $ﬂi,
A 551 IGMP Snooping Zhf

23-227



E23-4 VLAN

IGMP Snooping

B VLAN IGMP SnoopinghfizE

23.4 FEVLANAECEIGMP Snooping
(1) ESHFETIESE “MZ% > IGMP Snooping” , # A “IGMP Snooping” T

(2) %ﬂ, kN i% VLAN ] IGMP Snooping it & 7, 411 EFis.
E23-5 VLAN Bt &
< ZEVLAN_E F /5 IGMP Snooping

IGMP snoopinghf

2

W A ARAREREHER RO TEF

W FEIGMPEAE @

AR
SEIPH
SRR
SR

v TEE

(3) EZE VLAN P IGMP Snooping ZhfEI15 8, VEREC &0 R E R .
(4)  Hh < > T e R ERAE

23-228



£%23-3 VLAN [ IGMP Snooping BI1£4AE &

B & I

VLAN

IGMP Snooping /i

15 Bf
wEEIEMVLANKID

W EHIGMP Snooping R4, R EIGMP Snooping ™l LALLEE IGMPHR SC IR A
e %4 IGMP Snooping HIfEA AN 2 5, IGMP Snooping fEfiE %} IGMPv1 Fil IGMPv2
FIARSCHEAT A B, % IGMPV3 I3RS HEAT AL B, T2 7E VLAN PR 1

e %4 IGMP Snooping {4 3 It}, IGMP Snooping At % IGMPvV1. IGMPV2 il
IGMPV3 [k 3Lk AT db 2R
\l/
7N
%4 IGMP Snooping #9 R A d A 3 LB AR 2 i, R4K AR EIE) A MmN
# IGMP Snooping 44 %7

F KRR | RO 7 E 2 R R AL SRR
W B2 E I AEIGMP Snooping & il 23 g
fEIB1T TIGMPHIHEM % th, &F — &= 2B RA T AIGMPE R, kit

‘ OMPE IR, = [ AL 6 6 L TEIO0%8 2 2 3 S AEG LR R, AT 2

5 IGMP T 2 e E R R AR AR, 15 MR = AR & BRI T, i T — B Ot
AZFFIGMP, B TLELIIGMPEH 2SI RINEE. N T R RIX AN R, AT PAE —
B2t L (R AEIGMP Snooping Bt 55, i — 521 f A5 Bl G 24 57 I 4k 4414
BER KT, WTTE MR G 2 I % S S

Egéﬁﬁi@?ﬁ%ﬁ% G M 4L 5 4 A 1 L

Eﬁéﬁﬁm&iﬂ%m B I GMP e 4 2R S O 1P A

ﬁﬁéﬁﬁi@?wﬂ%m U B IGM P AL 85 0 RO P ML

23.5 #im A LB EIGMP Snooping

(1) TESWEFIERE “MN% > IGMP Snooping” -

) %%m, HBEANGOT B B2 1 T

23-229



@) e ks EmoB g E R O .

[El23-7 IGMP Snooping if O FF /3 [R1%E 5 FF

< IGMP Snoopingii 07 & HRE B F

30 VLANS *

undefined

(4) HBCE IGMP Snooping ¥ T R RIEEIT IS4, VR B W N R,

o o+
%23-4 IGMP Snooping 5 &S HeEMAEE
BB IR it AR
B EH1TIGMP Snooping = RELE G 1, AELULRMIZEOM ZZR &80
AN ORI, TUE T 5 R 2 Rz O s A S B E S R
\u_u [:] N1/ _
. R
—ERAB U HARNH U LR EAMEEI, (2ERNM O LRERA L
ZOiRhBRAE T AAR, —ERELOBE T LHRBEALTSASELSTE
VLANFI BEE TR 7B VLAN N BE B v PG B Shag sl i & 0 vFim LU R H#R H & K E0E
R 2 O F48 52 FIVLANKT, 3 11 EFIGMP Snooping i 225U B A £

©6) i <o AE Ao s B o R E R .

[]23-8 IGMP Snooping i O I 2B 1% £ 20 2 BRI

< IGMP Snoopings K I ¢HE H = [R A1

" VLANSI

v = AEHET VLANFIIFE =

undefined

(7) FE IGMP Snooping i LI A3 A B BRHI S50, VEANIE E 40 R R TR .
(8) ifﬁo

23-230



23.6

2%23-5 IGMP Snooping SRS ¥ MAREE

B & I

1

Uit 1

15 BB
B EH1TIGMP Snooping = RELE G 1, AIELULKMZEOM ZZR &80
RN LRSS, TUH R 7 AR 2 BoR iz D SRS R E R R
N1/
R
—EBRAB U B EARNH O LR EAMAEM TG, (AR O LR E R L
Z O BRAE T AAR, —EREAOBE U LHRBEALTSASELSTE

2 FNAEE

VB FO VR O B 4 4 B KB
B E o VG DN R 2R A B K B, AT DABR I P IR AR H R, AT
P T O ORI

BR
FEST A O A NG LR AL R KB B HATRL BN, R B AT U Leglaika ko2
RITT BB, A GHIRIZE O A0 £ 64 BT 4% K E AN IGMP Snooping 45 & & & M
M, %% Ee) FAE B F I mALIEA

VLANZI &

T B AR B VLAN PYE E o 1R 25 T Th R BN 2 o Vo I P 4 7 4 e KB
A 23 0@ T8 2 FIVLANES, 355 0 _EAIGMP Snooping i 2 2 300 B 4 34

EEIGMP SnoopingHIERTIEE

(1) FESFiREP %S “MZ% > IGMP Snooping” , ERIAHEAN “VLAN” 25K T .
(2) g “FLW” T, FLUIEE IGMP Snooping HIFRIMEEE, W KR, £IEE
FITELR UL G N R TR

E23-9 BRFIN

IGMP Snooping

et

£23-6 IGMP Snooping ¢Bi&&R 1015 2 8914015 BR

FREAIR tAA
VLAN HARF T JEVLANKIID
20 Hh 20 $4H Hh
TR HEFVEHIE, 0.0.0.0% 7R T AR
74 3 11 FIT AT B 7% 3

23-231



23.7 IGMP Snooping#22 fit. & &4

1. A EK

e N FEMR, Router Aifiid GigabitEthernet1/0/2 # I1#E#H$%H (Source) , @it
GigabitEthernet1/0/1 # 1% #; Switch A; Router A _[iz4T IGMPv2, Switch A LigfThA 2
1] IGMP Snooping, JfH Router A 7 IGMP £ if] %% .

o HEIIALE, fff Host A BRI KR IR 224.1.1.1 A RELIE .
[£]23-10 IGMP Snooping B¢ & 48 M &

WLAN 100
Host B
11164
GE12 GE1/04 GE 1V
1::2064 2001164 | GENDA GE1/0I3 .
Router A Switch A Host A
Source MLD querier Receiver

2. it & Router A

7t Router A L A#ifE IP 4% 1, 7653 0 {58 PIM-DM, J£7E#: 11 GigabitEthernet1/0/1 - ffifiE
IGMP . H{AHC & i g .

3. Bt & Switch A

(1) £ VLAN 100.

B

(2) ¥ GigabitEthernet1/0/1 % GigabitEthernet1/0/3 ¥ in %1% VLAN 100 .
B

(3) 4 JA{#RE IGMP Snooping.

AR ML “PL% > IGMP Snooping”s

9% 2. B <JFE IGMP Snooping>#44H, #E A0 T B BRI .

23-232



[#]23-11 IGMP Snooping

IGMP Snooping

B VLAN IGMP Snoopinghfis

(4) fE VLAN 100 A1#ifE IGMP Snooping.

2 AE ﬁfﬁno

AR 2. HATWIRCE, W ER.

. B & VLAN 4 100,

e  %&#% IGMP Snooping fRAN “27 .

AR 3: B <Hff E > 1N 58 LR A

[E]23-12 7£ VLAN 100 WL E IGMP Snooping

< ZEVLAN_EF /2 IGMP Snooping

IGMP snoopinghi

B FHIGMPEIEE @

B0

0000

0.0.0.0

23-233

(1-4094)




24 MLD Snooping
24.1 #hiR

MLD Snooping /& Multicast Listener Discovery Snooping (413 & K B BR) HIfifR. ©
FEIBATIE ZJZ % L IPve AAEL L], F T B 1Pv6 ZH4% 4

24.1.1 MLD Snooping &1

1247 MLD Snooping i /2 % £ B XU ) MLD 5 SC3EAT 204, A A1 MAC 4L ik 2 57 ke
MRS OR R, FRARIEIX RIS O R Kk IPve 2R Ed

WNEFTR, 42 & HIZIT MLD Snooping I, 1Pv6 4LIGEURE R S/ B M i) 1%, 4
“E#4%1247 7 MLD Snooping J&, T IPV6 AR AL R BRI SO STE 2 LS R,
T #4545 B4

E24-1 ZREi&#&3i&1T MLD Snooping Bi /g B3tk

IPv6 multicast packet transmission IPv6 multicast packet transmission

without MLD Snooping when MLD Snooping runs

‘% Multicast router ‘% Multicast router

|
I
|
I
|
I
|
Source J |  Source
I
|
I
|
i Layer 2 switch
I
|
I
|
I
|
I
|
I
|

Layer 2 switch
Host A Host C
Receiver Receiver

Host A Host C
Receiver Receiver
Host B

Host B

—» IPv6 multicast packets

MLD Snooping i#id — JZALHER 5 B AR ESH FEENCE , ATRUR DU 4 Ak
o R T RN RS, L) T AT T

o IHRRT IPV6 MRS B AEE:

o NSKBUEE G EHLRY IR B AR 15

24-234



24.1.2 MLD Snooping EZA#f &

1. MLD Snooping #8%if% 1

W N E TR, Router A EB41EVH, 7E Switch A 1 Switch B %) 5liz47 MLD Snooping, Host A
Al Host C i ML CEP IPve AHIRZH 7).

[El24-2 MLD Snooping 83 O

Router A Switch A Receiver

o Riouter port
O Member port

—— & |PvEG multicast packets Host D

i B, 48— F MLD Snooping HH 3% (1) I HE 2«

o %G M (Router Port) : 22 #ubl s =2 & (DR B MLD & ##5) — Ml M,
111 Switch A 1 Switch B % [ 1) GigabitEthernet1/0/1 it [ . S ALK A ¥ 4% b T A 126 i 2
Uity I AR SR 7E 4% EH 2% i 1 B R

o JGuHIT (MemberPort) : NHK IPv6 A4 A Ao 1, RS AL F8AM] IPve 4#E2H s 71
— {3 H, 1 Switch A 1) GigabitEthernet1/0/2 fil GigabitEthernet1/0/3 ¥ 11, LA K Switch
B ] GigabitEthernet1/0/2 i [ . S HALKG AL 1T A Al S i 1 #8533k 72 MLD Snooping
R,

@ 1t AR

o AXFIRE| 4G Bk 0 AR IE XA LI5S b B0, HARIEHBE R LMD,

o e RAFAIIEY, AL FAREGK G BIRR %0 e SAHARD,

o iE47 7 MLD Snooping #) X #AL L, FIA BRI T A 0::0 49 MLD 4% 28 % 448 L X, IPv6
PIM Hello .3 #95#% 1 ARHAAL A 2 96 o 538 01

24-235



2. MLD Snooping #h7sis 0 & & E B 28
F24-1 MLD Snooping zh7sim 04k E BT 88

e o B Ty p——

e | UV SR | SRR RN000MLDY | »

CHIEE | g, SUEN RS | B CRPe P o R

e RS R ATN Helloti &
~ e M—Ns A AN P Ve 4L 4% 2L i, s
xS [y Yo 12

DI segpUpRnEs A, S0 MUDRRRR, | SOHAMD

- B I T 9 2 3 25 A R 1 32 A nooping g

3
X AP
MLD Snhooping 3% O ZbAls] R 4tstsh 558 0

24.1.3 MLD Snooping T{E#1%I

1247 7 MLD Snooping [AAZ XA [F] MLD i1 i B AR A3 7 X -

==
A =

AR BT RG R 693G M 5k 0 ShE) R4S Ak o,

1. ELiEHE

MLD 1) 25 € I 1m] A< b 0 B2 A B BT 015 2% R 28 k0% MLD 53k 2H 25 i SCCH 9 1P 5 FF02::1),

DA #1% W4 B W LE IPVE 2% 4110 5

FENCE] MLD ¥ 20 23R SO, A2 U HE T VLAN Py BRadsess 1 USR8 BT s 1 3 %

2%, FERZAR SO o R b

o UNSRAERE AR A R DAL S s B e A 1, 0 2 e AR

o LNIRAEHE AR O 5 b W AR B sh A I AR 1, UL N B eh Bt D AR, RS
BN E RT3

2.IEBRKER

ARG, FEHL22 17 MLD #if1# Ki% MLD 01 % R R0

o X IPv6 HIFAHMIAL B EHLILE] MLD BRSO, 2812 MLD B 5% R IR R S

o WERENEIMAKEA IPv6 HIRH, &2xF M MLD £l K1k MLD B 8 R k5oL LUE
BN Z IPv6 ZH %4 .

EWCE] MLD B 7 56 R OO, 2 #bL @ VLAN PR ETE B B asim DR 2%, izl

ST LB IPve ALIE 4, I X% S R 1 D T A

o WRAAFAEZ 1PV R B (e K T, G B R R I, W i 4 DA Bhaks B O o
AINE g AR, R B A E

24-236



o WRCAHEZ IPvE ALIRAL TR NIRRT, (AFL H g D FR A i%dm . PR %3
VEONBNZS i bt o VA N B v 3, IR R sh 2 A e I 28

o WRCAHEZ IPvE ALFRAL TR NI AR, AL i D913 O i ah & i v 1,
HEILZEN A

Z
RIEHARLFE MLD m i * A RSB SGA T IER G Bsp v iR b5, B AMRIE TA L4 MLD i %

ZIREIPHIIE], o RER G EoE 0 TEA % IPV6 4352069 % T T AL, N)iX 4k 3 A IK D) %R
BIEEITH T 8 G 09kE, MR A R 40X 258 0 FLA % IPV6 23540 69 s 3 F AL,

3. BFAEA

L ENLEIT IPVE AR, 2l Kik MLD B C, DUBAIZE RS et 3 S 73 IPve

AR PN TSI ARG o 0 EUCE] MLD B4R SCR, 1 2 0 7 2 5 1 IPve 2R 41T

X (R I R IUR TR AFAE, LAI % IPVE 2R 2 BTt B A e 3R 01 11 HE vty 11 7038 Hp 2 75 A0 B e i

D:

o WRATFAEZ IPVE A IEALNT B e Ak R I, 8L 1% IPv6 ZH Rk 40T S5 e R I ) H v 1 5138
AL B iz 1, A HAUAS 2 AT AR 3 1 3 A SC, Tk HL B 3 550

o WIRAFLEZ IPv6 AR N s KT, Hi% IPv6 14k 4% B 4% A 22 T H i 11 B 3 il
%30 1, AL ARG VLAN NI B8 B s HE R 2. R, BT IR RE
RO 1N R SIEH % IPve HEEH M e, Fr L HALA 2 LA %50 % IPve
YRR ZEL T 0T I i 22 T ) e g 11 40 36 AR B, T o R 2 A e I 2

4 MLD i34 E] MLD SHFAMSOE, MR ##rh ENLE S IT1 IPve HFEA kit FFisid e

W A% IPv6 ZHF4H ik MLD e 2H Al 5. ACHNLEU R MLD 4 Al s, K

JEIE VLAN P BT 4% eH 24 i R 1Pv6 2 3B B B0 i 1376 A H 25 o 6T MLD B 24 S

pE e 1 (R N BNAS R G 1), A A LAE L E AT (8] 7 -

o IR MZI R T NI B E A W MLD R0 08 R R IROC, WIERIR &G N IE
1% |Pv6 HFEH IR 0L, Tt B HE e I 2%

o IHEBAA Mz SR AL N %R A I MLD BR 03 8 RIE R T, WER R iZm R B
B Z \Pv6 B 51, PR Z AL [RGB I, K F W Z IPv6 235 4H it ot I % Jk 3R T
HH i 1 5138 A R

24.1.4 HisE

5 MLD Snooping #HZ<HIHhSURTES
RFC 4541: Considerations for Internet Group Management Protocol (IGMP) and Multicast Listener
Discovery (MLD) Snooping Switches

24-237



24.2 MLD SnoopingBt &£ 5% &/

%24-2 MLD Snooping Bt & £ 1%

B BEES 15 B
L 24.3 ZJREEMLD I
Snooping BB, 4 /AMLD Snooping#t T IR
EVLANPY & FIMLD Snooping, i EMLD Snoopinghii A #ifi 255
Ihik
BEfEAL R, VLANHFIMLD Snoopingsh 1< AR ZS
5 24.4 {EVLANABLEMLD MY
Snooping @ B
e f£ VLAN A&t E MLD Snooping X 87, 64445 & A MLD
Snooping
e /£ VLAN WM T MLD Snooping Z./5, i % &t 2 £ & Fi%Z VLAN
8550 _EA R
CIpvd
TEFR T VLAN PY T B i 11 1) 55 K 2L 76 2H 500 ity 11 (R 25 7T D e
N3
2 24.5 {311 Ei BMLD @ =%
Snooping o {341 EA.E MLD Snooping X &, /%45 &R MLD
Snooping
e /£ VLAN 1 &Jf MLD Snooping #157LTF, 37 L& MLD
Snooping Bt & 7 4 3
ina?
4 24.6 #EMLD Snooping#l Tk

HEFRIUE S

24.3 £ FH{¥EEEMLD Snooping

(1) 7ESHEFIEEE “M%% > MLD Snooping” , #EA “MLD Snooping” T, 41 FEFR.
[#]24-3 MLD Snooping

MLD Snooping

HBMLD snooping

I
(2) il <JFJ5 MLD Snooping>#%4l, Bkt “VLAN” GIZEM U, 41 F B . $$,
A %] MLD Snooping ZhE

24-238



24-4 VLAN

MLD Snooping

H VLAN MLD Snoopinghfia=

24.4 TEVLANAECEMLD Snooping
(1) 7ESHiAEP%EEE “MZ% > MLD Snooping” , # A “MLD Snooping” T .

(2) %ﬂ, #E1% VLAN f] MLD Snooping Bt & 1, 1~ Es.

[E24-5 7£ VLAN Lt /3 MLD Snooping

{ FEVLAN_EF/EMLD Snooping

MLD snoopinghfias
1

ZFRHIPvEETE W AfENPveiETERTE

H FNMLDEEE @

JEIPVEHiHE

BT IR
JEIPvEE

+ THE

(3) MLE VLAN Py MLD Snooping ZhfEMIfE ., VRATRC B F £
(4) ki<t >Hed e R

24-239



£<24-3 VLAN A MLD Snooping BJi¥ 4R &

B & I

VLAN

MLD Snooping/iZ A<

15 B
1 E A E FIVLANIID

W EMLD Snoopingf1fiz4s, B EMLD Snooping P LA EE FrIMLDHR S HIRRAS :

e 4 MLD Snooping HIliA4Jy 1 iF, MLD Snooping A& 5%+ MLDv1 B4R ST EAT AR5,
X MLDV2 fFRSCIARHE T AbEE, T2 7E VLAN f 3L 3%

e 4 MLD Snooping Iz 9 2 i, MLD Snooping A& % MLDv1 #1 MLDV2 f#K
SCHEAT AR B

BB T, MLD Snooping AR A 1

\Nl/

RN
% MLD Snooping #9 R A g ik 2 i3k BIRA AR 1 B, A SG¥E R PR it sh Ade At
MLD Snhooping # % %R

I,
iﬁ*ﬂp%ﬂ%ﬁﬁ R 75 R RTIPVS AL SR S 7 3
W B &7 5 FIMLD Snooping £ i) 28 Thfig
fEIZ1T TMLDMIPVEEIEM i, & — & = EHB AT UMLDE W, AT K%
‘ MLDZEHIESC, = 5 4 3B 4% R 5 78 N 48 [ 2 ST R 447 PVB AR 6 0 6 151, M4
FLHAMLDE &% W2 2 8 5 RIPVe LIRS . (B2, 7E—NEE = REHBRRE&mMgt, BT 2
W HALFEMLD, HIL T SeIMLD B W48 1M EThs . R T fRpux AN i, A LA
1E %% 13 FIMLD Snooping B ifi#s, 14 =2 5 % BE W 75 S 55 i 2 i 7 49
IPVBZLE#E e T, T 7E S0 e s 2 1 3 % 2 1P v AL B 4 de
e 3 2 B AR S I R 3%

[5]

ik 2H A RO IP VG
gk

e B A IE MDD 3 2H 7 1 1% S 1R A ] 1) ol

1 B MLD Y ik 4 25 1) 4% SR YR IP ve it i

i H AR
IPv6ithE

BB MLDHF & H &S IR IP ve it b

24.5 fEim O EEEMLD Snooping

(1) ESHAEFEEE “MZ% > MLD Snooping” .

) %%m, HBEANGOT B B2 1 T

24-240



[E]24-6 MLD Snooping &8 &

< MLD Snoopings

wOREREST @

a0 A

@) i amnEatekmsr EmEoB R iR o .
[E24-7 MLD Snooping i O FF /5 i 5 FF

< MLD Snooping# O F /5 ik B 7

= \LANSI]

¥ VLANFIZ *

undefined

(4) TFE MLD Snooping ¥ T SR BT 28, TR B a0 F LR .
) sk

F24-4 MLD Snooping &R S HBFMEE

ECE I AR

B EH4TMLD Snooping iR K AL E s L, ALK DM E R A O
AN DA, TUI N AR < BoRiZim O s A SR ERE R
N\l

N
—ERABUSEARNH T LR ERANIIEIE, LERNH T LRERA L
ZHOBERAMEFAAR, —ERAED LHRELRALE RS

BEEAESREVLAN A HC B 3 1 bR 25 7T D RE s A0 ¥ o I (R IPVe 4L # 2H i K A&

VLANJI
o A 23 08 F 8 2 FIVLANES, 355 0 _EAIMLD Snooping = 2 S 400 B A 4L

(6)  Hay i I ZH 4% K PR ) et > RETSN TN PO

24-241



[]24-8 MLD Snooping i O AN 1Pv6 tA1E B E = BRI
< MLD Snoopingi 1 i1 A IPv64E &40 7 = [R #i]

= VLAMNTIZE THA™,2 5-8,10-20
im = H R VLANFIF *

undefined

(7) MECE MLD Snooping % TN AR ZHECE R BR T IS4, VFEABCE W0 RPN .
@ .

#24-5 MLD Snooping BRSEAIEME E

[ LRA

BB B ATMLD Snooping i AL E s 1, AFELURME ORI ZER &8N
RN LRSS, TUE R 7 B 2 Bz D SRS R E R B
N\l

N
—EBRAB U AL RSO LR EAMAEM TG, (AR O LR E R L
Hoh OB BRAUME T AAN, ZEROBED LHRELTRARERAIE

BB FOVFI M B IPveZH 4% 4H i KR

B B s I B IPve 4L B 4L s R, AT ARSI P A % H R, A
TP 7 3 0 _E SRR &

kUL @ 125

FEBLE 3% 0 Aty IPV6 B354 R KELE AT, R G710 Eeg IPV6 A5 KF O
WE B, A %H4eish 048 X 6 BT A 5 & R AN MLD Snooping 4 % & F IR, %
550 T EMME B EH A IPV6 283520, H Fi%5% 0 L4 IPv6 AIGLA 4 F A 3|k
HIMA Ak

BB TR B VLAN P HC B v 11 BUI8 B8 Dh RE sl o vr i Ui\ I IPve 4 4% 41 i K EE:

VLANZI#
R 2 & T48 2 FIVLANKT, 3 1 EFIMLD Snooping i 22 #iic B 7 £ 2

24.6 THMLD SnoopingBiERINE 2

(1) TFESHEFIERE “M%% > MLD Snooping” , BRIAZEA “VLAN” 128 TLTH .
(2) i “FRI” L, WLLEA MLD Snooping HIF XTI EE S, W RERFTR. RIES
FIELH U6 4l N R TR

24-242



24.7

E|24-9 BRFTIN

MLD Snooping

P

#24-6 MLD Snooping A1&RI1E 2 AYIELMiR A

FRRRTR WERA
VLAN HARFR T JEVLANKIID
ZH bk 2H R 4H Hh bk
JsHh AFRIIE, ORI H AR
FE A 3 1 PP R 57 3 11

MLD Snooping# 2Y At & 2415

1. AR FEK

W N E TR, Router A dEi GigabitEthernet1/0/2 42 113% 42 IPv6 4% (Source) , jEid
GigabitEthernet1/0/1 # 1% # Switch A; Router A 1iz47 MLDv1, Switch A _Lig47 A 1
i) MLD Snooping, JfH Router A 7824 MLD #rif] #% .

WAL E, i Host A AERZIL L 1E 1PV 1% 41 FFOE::1100:1 1) IPv6 414 %4 .

[E]24-10 MLD Snooping fic & £H M &

VLAN 100
Host B
11164
GE12 GE1/0¢1 GE1/2
1264 2007184 GE1/0M GE1/DI3 .
Router A Switch A Host A
Source MLD querier Receiver

2. it & Router A

A IPve HiEEkH, NEEOEE IPve Hillk, # &0 FEEH IPve PIM-DM, Jf#E$: 0
GigabitEthernet1/0/1 F/5H MLD, FAARNC B P20 o

24-243



3. B2 & Switch A

(1) I VLAN 100.

S

(2) Kl GigabitEthernet1/0/1 %] GigabitEthernet1/0/3 ¥s il #i% VLAN 100 .
W

(3) 4J= )3 H MLD Snooping.

AR AP PIERE “RL% > MLD Snooping 7.

IR 2: B <JFJH MLD Snooping>$44 .

E24-11 £FHfE#E MLD Snooping

MLD Snooping

F/EMLD snooping

E]24-12 VLAN

MLD Snooping

H VLAN MLD Snoopinghfia=

(4) 7E VLAN 100 A 1#ifi¢ MLD Snooping.

I

PR 2 HHATUWINEE, W EPTR.

. BEE VLAN 2 “1007,

e  I%&FF MLD Snooping AN “17 .
IR 3. < e >4 SE R A .

24-244



[E]24-13 7£ VLAN 100 W ECE MLD Snooping

{ #ZEVLAN_EFEMLD Snooping

MLD snoopinghi
FHENPvERTE W FfRE
HIHRIRS
FUMLDZAEE W FAUMLDERS @

12!

FE80::2FF:FFFF-FEQQ:1
JEIPvEit

Ny

FE80::2FF:FFFF:FEQO:1
JEIPvEITE

v B

24-245



25 DHCP

Z i

182X & 093 O 45 A DHCP & P 3% ) , T vA1& Al DHCP XM DHCP R 453 3h A3k 4F IP ik 5 A&
¥, 7RAPRE, LETEFEHE,

25.1 DHCP&E Y

DHCP (Dynamic Host Configuration Protocol, #h7% ML E PR kA M4 & 4 sh &4 1P
HhhE %5 N 25 L B S5

DHCP R H % o/ Ik 55 s 851, H2 - i [ iR 55 # 2 tHAC B HE RS54 1R 18] 9% P o 43 G 1Y
|P bk S5 AH B AC B AE S, BASEI 1P Hbik25(5 BB AT E .

£ DHCP e RS ik, — & — & DHCP RS2 6% i (1 PC AEHENL, T B fr
No

[E|25-1 DHCP B18! \j FH

DHCP client DHCP client
DHCP server

’: \E

DHCP client DHCP client

X
DHCP & 7 5% 4= DHCP R4 B4 T RE M3 MRS, & P % Tviili it DHCP ¥4 5k 48813,
FIIP Mk B Ak B B 458, DHCP v # e9iE @A, 540 “26.1 DHCP ¥4 &4~ .

25.2 DHCPHYIPHELIE 47 BiT
25.2.1 |P thiit 4> B SR A%

EEX % P AN A 5 5k, DHCP $24E = 1P Hbhik 73 Fic S s «

25-246



FILorReHht: g B GO D BOR e 2 i (il WWW IR SS 2855 iS40 [ 52 1) 1P stk
i DHCP RECE 1 E 1P Huhk & 45 % ) b o

HzhrBcthik: DHCP Jy%e /i B AR I 9 JC PR Y 1P it

ARt DHCP % /i 70 BC BAT — € A RAVIBR ) 1P Huh, BAE IR, & i
L ERT I b . 4K 2 HR P i A B R X M N A A e b

25.2.2 IP it sh7s 3% BT 12

E25-2 IP it sh 73R 2

DHCP client DHCP server

= =

(1) DHCP-DISCOVER

(2) DHCP-OFFER

(3) DHCP-REQUEST

(4) DHCP-ACK

in EERR, DHCP % /% A DHCP JiR 55 45 0 A5 3R HK 1P Huht, 5 25 o PY Ay BedhAT -

)

()

®3)

(4)

RIHEL, BN DHCP % /'3 34k DHCP RS 2% IR B . & /i LA 3% 7 S\ R %
DHCP-DISCOVER #} 3.

AL B, B DHCP AR %5 s 24t 1P Huh B B . DHCP AR 5% S B 21 % 7 5 (1)
DHCP-DISCOVER &3 J&, AR#E IP il /B eJe k7 ik i — > 1P bk, 5 HAhS4—ik
i#3d DHCP-OFFER # 3 K i% 45 % /7 ¥ . DHCP-OFFER i 3C i 3% J5 3. it DHCP-DISCOVER
e flag FEB Ve, BARIES I “25.3 DHCP st 41,

EREMTEL, B DHCP % J i 4 IP Hihik (B Bt . WA £ & DHCP RS #1011 & ) bt KR
DHCP-OFFER 3, & F'uiii R 4% %2 55— M3 1) DHCP-OFFER #3¢, R/ LA #55 k ik
DHCP-REQUEST i 3, iZ4k 3 " AL% DHCP Jif 45 %5 /£ DHCP-OFFER i SCH1 43 FL i 1P sttt
H'B DHCP 4588 A AR 43 Be H 1 1P kA7 ] 43 Bie 2 HoAth 25 7 vty

WINPT B, B DHCP k45 #s#fiiA IP #isib B Br. DHCP ik 525U 2 DHCP %5/ dify & K 1
DHCP-REQUEST )5, R DHCP & 7 ik B IR 25 2% AT a0 N A a0 SR i
Bk BCLA %75 7 Ui, IR [E] DHCP-ACK 45 3C; Ui [l DHCP-NAK #53¢, R Bl A g4
B 2h 225 F i o

D

A

B P st B IR 4B A 49 DHCP-ACK #iARI s, 2vA) #6975 XK % %% ARP IR, EM2F
H EHNAL RS- B Beth P Hoht, do R £ AL 69 0 18) M IR A IS D 5L, B P 3% A48 sh sk, 0,
B P 3%k % DHCP-DECLINE #R . % DHCP IR 4%, H EH w4F IP #u ik,

25-247



25.2.3 |P Hhtit BYFE L FH

WK H shas bk 7 Bo sk mg, W DHCP k4583 7 ELes &/ v 1) 1P Huhb Ay — @ M RLAE BARR , 4
W5 5 IR 5 2 i el % 1P kit . 405 DHCP 2 /7 i 5 SR 4k 4 F iz b, 75 BT IP Mol fL &),
7£ DHCP & 7~ 3y [ 1P Hbuik FH £ BAFR 1k 21— 15 (] B, DHCP 2% P i 2= 7] A e 43 it 1P Hitik () DHCP
5545 B4k Kok DHCP-REQUEST #3¢, DAEEAT IP FHZYM R . an S o n] LAAR LA it 1P
Hihk, W DHCP JIg %5 #5 [51 . DHCP-ACK # 3¢, 18 %1 DHCP & i 4 3k 4581 1P #145; Wikt IP
b A O] A BC4h %% i, ) DHCP IR %5 4% [ . DHCP-NAK #)3¢, i@ %1 DHCP & 7 i ANfE 3R
F L.

WAL R L — 2 I 1) B AT I SR A A E 2R M, DHCP & i & e A HARIA R 7/8 I, T3k Kki%
DHCP-REQUEST #4744, DHCP A 45 2 nab 3 7 0 ., ANHER

25.3 DHCP#R &5

DHCP £ 8 a3, RS UM E, Hog Rt B BUE A [E . DHCP i 3Cks T
BOOTP yfik e, AR~ s (S Rmiz s B ST,
[E]25-3 DHCP #3183

0 7 15 23 31
op (1) htype (1) hlen (1) hops (1)

xid (4)

secs (2) flags (2)

ciaddr (4)

yiaddr (4)

siaddr (4)

giaddr (4)

chaddr (16)

shame (64)

file (128)

options (variable)

BRI R

o op: RITHHERAEIRAY, N SRIRSCHAME AR S, 1 ATERISC; 2 AR BRI
FSAULE option T B FRIR .

e htype. hlen: DHCP 7 7 by A { Hi bk 28 K K

e  hops: DHCP #3xx &t () DHCP H 4k 1% H . DHCP & Kk S it — A~ DHCP H4k, %%
B 3n 1.

o xid: &P A — KIG R IEEE I FENLE,  FRAR R — R SR R

e secs: DHCP &/ uift4f DHCP 5K G fr&d i) . HuEtdAMH, FEHN 0.

o flags: H—/NEUREN) RIRBFRIRAL, HRARIA DHCP R 55 2500 B SRR H Ak iL 2 ) #%
JRRIE, ORI RABEE A, 1 RRKHT#Hr . HR W REAH.

e  ciaddr: DHCP & /i) IP Huhk.

25-248



yiaddr: DHCP JIr 555 4r Fi4h %% /- o ¥ 1P Hudik

siaddr: DHCP % /73K EL 1P #iuhik 2645 B RSS2 1P Hbdik.

giaddr: DHCP 7 /i & i R SCF &0t 1) 56— DHCP 4k IP #iudik.

chaddr: DHCP % /= i PR {1 i dik

sname: DHCP % i 3R HL IP bk 2545 S IR 55 28 4 FR o

file: DHCP Jlx55%% >y DHCP % /7 diiidi € I i NG B SO 4 FR A BR A A5 B

option: AIIEABKIETN 7B, AFMCHEA, G, DNS RS 4510 IP Hubk. WINS i
SE0 1P SR E S R

25.4 DHCP3i%&In

25.4.1 DHCP IR &4

N7 5 BOOTP (Bootstrap Protocol, H%5#3i3) %, DHCP f£& T BOOTP ()74 E#%xU. DHCP
1 BOOTP il B HIA[F] F EAAHLAELTT (Option) “#E. DHCP 7£ BOOTP &l I Thas, i@
i Option “FBRSEH

DHCP F|HA Option Bt fhis s hilE EMMSEELE S50, SCUH BB, R it 5
FEHIMEIEREE

DHCP &g 2\ T K fros .

[E|25-4 DHCP j£I&

0

7 15

Option type | Option length

Value (variable)

25.4.2 DHCP #H &I+ 42

W WL DHCP £ 1A :

Option 3: FXHHAFEI, FH AR E J% ;i 73 TC I 9 5 i bk

Option 6: DNS R4 #1101, HRFEE A% i 73 FL i) DNS ik 55 a8 btk .

Option 33: FFASHEHIET, ZEIH 65 —HA 0 RKEARkH (RIE bk E e v A
IRFERD, ANReXor 1D, B P um B NZIE TS , AR B AR RS INIX SE ER SRR B . 4 2R Option
33 #ll Option 121 [F]If f77E, W Z#& Option 33,

Option 51: 1P ik £ 77 .

Option 53: DHCP 1 5 28Ai% T, #riX DHCP Ji 212 % .

Option 55: 1 5k Z 84131 I 25 7 vty F| FH % 0E 0148 BH 75 22 IR 55 45 3K EUTIR L6 [ 26 P B 24
LI I A 25 % 7 i 1 SR R 2 500 IR R 1 A

Option 60: | FibRiRE. 2w HZ & mibs i3 5 ST E ) 7 DHCP RS &% v] LAR
AT X 73 %% 7 v P J@ )R, 9 9 AR e Y L) 1P bk

Option 66: TFTP k4585 41T, FHK4EE AR i 7 Bo i) TFTP 548 14844 .

25-249



e Option 67: A3 IR, FHRIE B N b0 BL S 3544

e Option121: Jo/rZRBEHED . 1ZIE T &4 KA (R bk R A T =
B, nrCUB R, & ENZIE TS, B R R N X S S R .
R Option 33 1 Option 121 [FF /775, 20 Option 33.

e  Option 150: TFTP k45 astibik I, Fk$E @ % P i B TRTP IR &% 5 ik .

¥ % DHCP &I/ 48, 155 Il RFC 2132 F1 RFC 3442,

25.4.3 Option 82 j£ I

AHLEIETII N, RFC 2132 A4 —H#E, %t Option 82 1.

Option 82 Fx A 4k AR5 Bk, ZikTics T DHCP & /i (4 B 15 5. DHCP 714k DHCP

Snooping % &£ F| DHCP % ) ifii /& 1% 45 DHCP R 2% %% 1111#5 3K ] S5 , 76 %48 3 Hh 5 in Option 82,

I#E R 4 DHCP IR 2% .

B LA Option 82 13543 DHCP % F i (17 B A5 B, LAME L DHCP & P i, SEIUX 2 F i

()22 A ANTE SR AR ) . SCRE Option 82 B ARSS # i v LIAR S 12238 T 145 L il 8 1P kb A0 HAth 2 550 11)

Iy e SR, ST N R VE bk 2 e T %R

Option 82 i % 1] LA 7 255 ik li. # % X | Option 82, W Z /DT L —/Fikhi. HAEI&&

HCFFHASFIED: sub-option 1 (Circuit ID, HLE ID FiE5) F1 sub-option 2 (Remote ID, iz

21D FIETD.

BT Option 82 KN AR A G —ME, AR FEF R HEETHR.

P& FERAEFH normal 1501 75 Option 82. normal BT, T 4 25 3 754% AT LA

ASCII #% 30T HEX #% 30, TR 201 R

e sub-option 1 A 2N E] DHCP % F il K SC 4z H & T VLAN ID DA D4 5 .
WREATR, FETSEAME N 1, B ID 288E N 0.

[E25-5 normal R EFEHY sub-option 1

0 7 15 23 31
Sub-option type (0x01) Length (0x06) Circuit ID type (0x00) Length (0x04)
VLAN ID Interface number

e sub-option 2 [N AR ENF] DHCP & Fuiid Kk L4 1 MAC Hihi: (DHCP Hh4k) s+
[fIHF MAC #tisik (DHCP Snooping #c#). 1 N IR, Tk gy 2, @it ID KMH
M0,

[E25-6 normal #£3EFAY sub-option 2

0 7 15 23 31
Sub-option type (0x02) | Length (0x08) Remote ID type (0x00) Length (0x06)

MAC Address

25-250



25.5 i HSE

5 DHCP HHGHI MR IEA -

. RFC 2131: Dynamic Host Configuration Protocol

. RFC 2132: DHCP Options and BOOTP Vendor Extensions

. RFC 1542: Clarifications and Extensions for the Bootstrap Protocol
. RFC 3046: DHCP Relay Agent Information Option

. RFC 3442: The Classless Static Route Option for Dynamic Host Configuration Protocol
(DHCP) version 4

25.6 BEFfEEDHCPARS

(1) FESHAEPEEE “R% >DHCP” , #EN “DHCP” T, W FEFis.
[E25-7 f5H DHCP
DHCP

DHCP  Dynamic Host Configuration Protoc

S FDHCP

|

(2) Fifi<)3 M DHCP>#24H, BRINEEN “ 5% 7 TR R Ui, 4 B s . $$, "] 5% 1] DHCP
e

[£]25-8 DHCP

DHCP fRss R4

DHCP ¢ Dynamic Host Configuration Proto Rt |ty R P e EE

DHCPIRSS

DHCPIRS 2

(3) MLE DHCP IRFMIMER, AR E W F RN,
(4)  Ho < e > AL S R ERAE

25-251



%25-1 DHCP BR& RYiF4AE &

e & I3 154 AR
O BN
B EDHCPRS M, WHi: DHCPIRS 5. DHCPH 4k, %M
DHCPHR %S ,
A % B NDHCP AR %%
o AR 55 A B EDHCP 4k IR 45 2 1IPHbtE, X 24 DHCPAR 45 NDHCP H 4k i A4E 3¢

25.7 ECEHEHD

(1) FESHRPETE “F% > DHCP” , BRAHEA “PR%s” T .
(2) el “HbHRbT TI%S, HEA DHCP HhHbARE T, W R E .
E125-0 DHCP Hehithig &

DHCP RS S

DHCP ¢ Dynamic Host Configuration Pro FAEE

Loading RNt

b B TR BB

R st @

TERME] Pt e W@ FiRID

() FEERIAM “HudbsrAC” T2, B ® DHCP Mibbyb (5 8, TEYIEC B R R s .
(4) PRI <A e >HH 52 A
%25-2 DHCP tutit S BB AE B

BLE I LRA

BNy BC bk B BCE A B IPHuhE AR D

YR L5 BLEIPHbE, #E6Y. RA DL AR/ 2 7 51D

25-252



(5) Hily “HuhbwbaRT” I, N E TR
[E|25-10 it sthikIn

DHCP BE

DHCP { Dynamic Host Configuration Proto

ANt

8 b EmEeitit

HHETHIEAR @® iR

1

WINSIRS =2 @

NetBIOS™ S 2Rl

(6) & DHCP il 15 2, VEAR B FEITR.
(7) PR <A > 444 5 AR
%25-3 DHCP it itk I A E 40 Bl &

(iR 15t R

WEMAESIAR, FHikF T , WERRDHCPANE i BE AT AT IR K K 1P

LR hhy BB T HAE SR, NERDHCP N i B BA — 2 A SO MR ) 1Pt it

- ” FEFE ARG, 2 im T B g . AR HE IR R E R XA E A

T2 4 b ik

WA R WE A G %

ZES EaALES

DNSH % %% % BEDNSHR %5 7%

25-253



=Rl L RA

WINSHR % 2% HEWINSAR 5528
NetBIOSTi 2 % B NetBIOS I /257
DHCP%& I HEDHCPEI, 58, ®IANE

(8) iy “ClarlcHhht” 1125, WTNEFIR. ATEACHER IP MR, BELFihtsk 1D, 29308
B 1]

E25-11 B4dottit

DHCP Bs it s

DHCP { Dynamic Host Configuration Protocol i i frayi Lyl 2

Loading pri 1L 1

it R B

W IPhit fB i atiD FE£ T BAR-t ()

25.8 EESRIER

(1) HESHEFERE “Mg% >DHCP” , #EA “DHCP” T .
(2) Hili<)HF DHCP>#41, BRAINHEN “HR55” TR DU

(3) %ﬁm, HEN “DHCP =2k E” Ftil, W FEFs.

25-254



[E25-12 DHCP B4&ig &

{DHCP mZt &

Pt i ZE

(O] 157

AR

DHCPaé

IRPHAPRER

HEDHCPR

RIERETEIEE @

BRI RE

(4) MECE DHCP mZifs e, WM E W N RIR,
(5) Hr<HE>TEH TR .
#25-4 DHCP R EEmiF AR E

RET 588

Rk

ggﬁg B ] S SR S R B
Pty H
O pew—

R LR N

]

P e

TR

DHCPH

BT o s gF R DHCP Ak A P M i B
DHCPH J e BRZEBIFEDHCPH 452 H il SRl ET Th e
4% Rz

e

 EERIR,
g%ﬁ@ o RURFIUE 1S
o

25-255



26 DHCP H14%

26.1 DHCPH4k{E 4y
26.1.1 DHCP s#tRIR F3ME

M TAE IP LSS SRBGSE ok T #8607 AURGETE R SC, Btk DHCP Hi& Al §- DHCP %% 7 i Al
MRS58 AT F AT NGO AT S BN E, 7 BAETE M B E#R i & —4> DHCP k5%
e, XRARRIRAZTEN.

DHCP 4D RERI SI N TR 1 IX— 3l 2 v ] LAl DHCP rrdk 5 HoAth X B () DHCP fik 55 %%
AR, HZSRIE] P Hukk . XA, 2% B DHCP %7 i il A [F— 4> DHCP Jik454%, BE
WA VA, TR TEPER,

26.1.2 DHCP sk Rk R 38

T K52 DHCP w4k i) i 7Y v FH 7~ 2 1
[E]26-1 DHCP H 4k By 8 RY4A ) K7 FH

DHCP client DHCP client

DHCP relay agent

DHCP client DHCP client DHCP server

Bt DHCP H4k 58 i sl A AL B KL F2  , DHCP %% F ity 5 DHCP AR 45 #% i Ab 2 7 X 5 ANl ik DHCP
rR kI AL TR T RIEARAE . T R DHCP 4k s kit fe, Ui BARAS Bt fRig & W
“252.2 IP HihF B AZREUTFE”,

26-256



[E]26-2 DHCP Hékpy T £33 5%

DHCP client DHCP relay DHCP server
< < =
DHCP-DISCOVER DHCP-DISCOVER
(broadcast) (unicast)
DHCP-OFFER
DHCP-OFFER ; (unicast)
DHCP-REQUEST DHCP-REQUEST
(broadcast) (unicast)
DHCP-ACK
DHCP-ACK ’ (unicast)

IR AR, DHCP F 4k TR N:

(1) EA DHCP R4k Thfig i) W 45 54U 1) DHCP %7 i LA 4% 75 30 & 3% ) DHCP-DISCOVER &,
DHCP-REQUEST X i, ¥4k [ giaddr 7B 75 DHCP fR4k (1 1P dthhl, FEHRERD
BRI R 45 TR € ) DHCP IR %54

(2) DHCP IR #3#4 giaddr BN /7 i 43 Bc 1P shhk% 2%, JFi@id DHCP 4kt B 15 2
R Ui, 56RO B i B AL E .

26.2 BHEFEEDHCPRE

(1) ESHFETESE “M% >DHCP” , #EA “DHCP” T, 1 FEFix.
[£126-3 /2 DHCP
DHCP

DHCP ¢ Dynamic Host Configuration Protocols 075 iE S B A ER P ol

J3FDHCP

(2) Hifi<JaH DHCP>#Z4H, BUAZEAN “HRgs” TR, a0 F KPR,

26-257



[#]26-4 DHCP

DHCP Hirtkith

DHCP { Dynamic Hao

DHCPARS

DHCPHIZ

DHCPH

(3) FMLE DHCP RMIMER, VELIRCE W F RN,
(4) < > 6 B ERAE
26-1 DHCP BRI 4AEL &

i & 15 15t AR
BN EoriEEn
KEDHCPRS KT, fFE: DHCPRS 5. DHCPH4k. <]
DHCP/JIR%% ]
AL E NDHCP H 4k
Ak IR S5 A W EDHCPH 4k Ik &5 25 (11P Mkt

26.3 EEHRHER

(1) T(ESHRPIERE MY >DHCP” , BRIAEEAN “MRgs” DU DU .
(2) il “HR4k” %%, HEN DHCP R4k fECE Ui, WK, WUEETHREL, WA
PR VEAUERI IR RIS

E26-5 A PFiiERTER

DHCP R ikt Rz

DHCP { Dynamic Host Configuration Proto EHAL 3 SERIP TS

W Pt MACHH

26-258



$26-2 DHCP gtz 8

=R L AR
Pl DHCPZ /™ i (1P 3t ik
MACH 1k DHCP% /" i Y MAC HiL i
O 5 DHCPZ i AHEE ) = 246

26.4 DHCP H 4k Ba BY fir 5 2445

1. AR K

o Hf7 DHCP F4k3hfitft) Switch i@id i (J&F VLAN1) HEE:E] DHCP %& 7 it FITE (1) /4 4%

o DHCP 45251 IP Huht>hy 10.1.1.1/24.,

o i Switch # & DHCP 3¢, DHCP % /*uiiw] LA\ DHCP Jik%5 # - H1iE %] 10.10.1.0/24
B 1P Motk S AHSCHCEAS B

[E126-6 DHCP 44L& 4H W

DHCP client DHCP client

Vlan-intl Vlan-int2
10.10.1.1/24 g 10.1.1.2/24 |‘3!;|
Switch A

DHCP relay agent DHCP server

DHCP client DHCP client

2. MEDE

(1) J53) DHCP x5 I-HC & DHCP H 4k k55

B MRS “M%% > DHCP”, BEA “DHCP” Tifi,
LU 2. Hiihi<E F DHCP>$441, ZRIAHEN “HR%S” WM .
AR 3 FHATWTECE, W BN,

08 Vlan1.

e %iIA DHCP x5}y “DHCP H14k”,

o HINTHREAA “10.1.1.17

WUR 4 k< T >HA T8 R -

26-259



[E126-7 #EMRS5R4A

DHCP 3 gt Rz

DHCP ¢ Dynamic figuration P NERE ) | B P

DHCPHRS

DHCPH4

X i
# -F DHCP ‘#’éliﬁ)'rf:/f%ﬁéﬁ IP #¥.4k 5 DHCP }]E\%%éﬁ 1P i’&;iﬁ*ﬁ[ﬂ*‘@%’i, E]Jlbf%’—ﬁ‘f: DHCP
TB4 % EiBit AR R 2 A G WIURIE R & 2 I 5t T ik

26-260



2 wmuus

27.1 #bik

MRS PR T FTP. Telnet. SSH. SFTP. HTTP 1 HTTPS JIR% 45 FE I ft .

25 B BRI T8 HTTP. HTTPS Jik%5ui H 5 K 0ike, UL EN FTP. HTTP. HTTPS
%55 ACL (Access Control List, vji#Eiil513) B, H i@t ACL g% 7 bt i) b &
(I3hEE, LAIBD HEVE P 0 e i 45 1 Bt

1. FTP BR %%

FTP (File Transfer Protocol, SCHA&41M HlE TCPAP Ytk @ T M A JZ P, F Tz
Ui I 55 i RIAS Hh 725 7 Sy 2 TR AE S A, 72 1P 2% b AR SO 1) a1

2. Telnet BR %%

Telnet WX AE TCP/IP B J& T S E PRI, F 1 W0 28 Hh SR A 0e 152 26 s R 9D 28 i (1) T
3. SSH R %

SSH & Secure Shell (Z4415%) KRR H IR — A BELRUE 22 4 1 W 2% P4 B3 e 2 8 sk B0 &%
If, SSH RJ LUF A I A KA UE Dy ReHR k22 2 OR B, DR IS A2 an 1P M RVE. B S
T S s

4. SFTPER%

SFTP /& Secure FTP [##K, & SSH2.0 il thfe. SFTP & 77t SSHIERMAA b, &
IR P AT DA 22 A S S %, AT SO BRI SO AR IR S 45, R R e it T i 2
AR

5. HTTP Bk &

HTTP j2 Hypertext Transfer Protocol GESCALHIFMD HIfRIFR. & HRAE Internet bA& % Web
TSR . HTTPALT TCP/AP Hrilkk N Al /2

B EATRE HTTP R4S I5, AP mhal bUE HTTP Mhill &Sk, FIH Web Ihfg s i) 42115
o

6. HTTPS fR %

HTTPS (Hypertext Transfer Protocol Secure, 8 CARAEHITIMX I L4 RA) & SCHF SSL (Secure
Sockets Layer, Z&EEZFE) K HTTP #il.

HTTPS idid SSL #hil, MEAN LTS 1 % 2 4k

o HId SSL PMARIEGIER P i ] LA AU 0] ¥ A%, AR R ARIE R T S b i) 5

o RPUHWAZIAZ LB FELIS NG, Rk 7 HERERN 2 A s B, NmsEil 7

XL IR R B
o DYV E TR A R R KU I A SR, R i U R SRR EBEAT I, b e T AR
2 X e AT M

27-261



27.2 BEERSEIE

(1) FESHREFEREE “ML% > HTTPHTTPS” , HEANMS RS IR E T, 40~ E AR,

27-262



E27-1 MRS

ERYBAAE)

iR

27-263



(2) MESMRFSHELS, HHARED RN,

(3) ol <iff e > LA e BLARAE
FR27-1 RSEBEEMAEE

[0 15 Af
B ik N X
EHQ%HTTPS%F ERWEIE | o o TTPS Fi P 857 b B I )
HTTP% 3% ERHTTPARZ [ ON/OFFIRAS
WEHTTPARS 1 15
BE “HTTPIRG WG 17 JGRIS4L, 77 LAk B e & i
HTTPARSS 3G | S
HTTPZ W 127
15 25% 1 B L SAARAEIZ 5% 1 EA AR AR G185 R
N I T T T ——
- gﬁJ%HTTPEE%'?ACL?%E% VB ACLI BERI & P i FHHTTP R
FHIACL
By “feE eSS MACL” ERIZSE, W LA B I B I
HTTPS &% ERHTTPSHR 4 ION/OFFIR %S
BWEHTTPSIR &1 15
Hir “HTTPSHRS” EMS4, v LA B G B
HTTPSIRS i | sie
HTTPS % © =
18P 5% O B S SRARIE I 5% O SRR AR AR 18 R
— e L T —
o B g%ihHTTPSEE’c%'ﬁACL?%E% RVFET ACLIEL JE 1% P i FHHTTPS
FTHIACL
s “feEid g WACL” ERISE, W LA B I B IR
FTPR % ERFTP RS ION/OFFIRZS
FTPR % N WEMFTPIRS SACLKEE, W A vrdid ACLIL JE i % 1 it FIFTP IS5
e ol CEAGRE” BIOSH, TOA K E S E
iR Telnet/lk %% JON/OFFIR S
J& FTelnetfk 5% A TeinetE o
BT, Telnetii 454 TR AR A
Telnet/ii %
- BB TelnetlR &R AE L, GFEDSCPL, LLLREKTelnetlis 5
R ACLKHE
WHEAGENS B HSSHARS
JA FISSHR %5
T BT, SSHIRS A TR
SSHE% SFTP% LIRSFTPRS (ION/OFFIRZS
SCPR % 7R SCP 45 FTON/OFFIR 7
EHBE (WS
NTP NTPJR % ERNTPR 4 FION/OFFIRZS

27-264



28 SNMP

28.1 #iR

SNMP (Simple Network Management Protocol, {&] 5. 2485 BRI 2 PRI I A (10— ol o) 28 457 2

FRUES, W2 P TSP B A 0 B A BT R A . SNMP B DLy A

o THIMKREAMEEEALE . A IET SNMP IR HISF &, W28 8 B 61 n] DL ) J9 2% 4%
HWIBITIREMSE, WESHE, RIWHEE. 5S8R E, 2T 2 AR A A i i

o UFINIARFEIMEERE KA AT B . SNMP RIRELRIEA K ThEEEE, (5% TS 5
% (1) AR P R I X B AR AR Al Sr, AT SE IR AS [R] T 7 15 46 TR 5 B

28.1.1 SNMP B9 T {E#1 %

SNMP 254, 5 NMS F1 Agent P FH T % o

e NMS (Network Management System, M5 %41) & SNMP W B, RetgigfitdE
W RAF I HVAS ELFR T, 5 60 45 78 B 01 5 246 R 22 B0 R 40 45 1R T .

e Agent j& SNMP 2% (B E B, 3TN0, AL FEoR B NMS (35 SRR S0 fE— B R L
WHEE FORAS R A MRS, Agent 2 E 517 NMS Kk H 25 5.

NMS & BB & I 5, W 2o — SR EHEOE, i DRSS . CPU M %4, XS

££4 7N MIB (Management Information Base, & H{E B E ). XESHAE MIB R AT . MIB

TE XTSRRI Z IR R AT R — RN E M, L R 47 U7 B PR AN 28 8 4%

A~ Agent #8H H O MIB. #E B4 #G H M MIB U, 7£ NMS 4 X 2e MIB SO, whig

A B B MIB o NMS AR U7 il AR X MIB 15 sUEAT 152/ 5 4, T SEEXT Agent 1 B . NMS

Agent 1 MIB Z [ 5¢ 540 T B s

[E]28-1 NMS. Agent#1 MIB X Z& &

Get/Set requests MIB
4> /
47

Get/Set responses
NMS and Traps Agent

MIB /& ¥ IR AL SE R AU, B IR 2 AT SR, BT SRR E N R, $EFX %A LA
MARTFFUG Y — H 3R BE AR F B0 ME — bR, 1X 5 27k 4 OID (Object Identifier, X GFRIREF) 7,
W E R, #EHN 2 B LU — S 307 {1.2.1. 1 M 5E , X BB s e & # X 4 B 19 OID.

28-265



[E28-2 MIB #4544

SNMP $R4t = Fh I AR R 2B NMS 1 Agent {152 H.:

GET #1E: NMS i FHiZ 4 /E & i) Agent MIB H (1) — AN B2 AN 1T AT HAH
SET #1E: NMS fii HliZ4#/E % & Agent MIB 1 i) — AN ERZ A5 fUHIE

Trap #:1E: Agent fi FiZ#4F 7] NMS &% Trap /5 5. Agent RE R NMS K& i% B R 3,
NMS A S5 Trap /5 B 3EATEIN . SNMPv1. SNMPv2c 1 SNMPvV3 1557 £F Trap #1E .

28.1.2 SNMP 891 i kR A

I 1 Agent 37 SNMPv1. SNMPv2c A1 SNMPv3 = Fft i 7 :

SNMPv1 R k4 (Community Name) AIEALH. BIEARBIT 205, HRIRE NMS
A Agent Z [AI A . W15 NMS & & 1 BI04 Fg0E Bk & B E M EIE AR, U NMS
M Agent AfEEE ST SNMP #4822, M S8 NMS L7 4] Agent, Agent K% & %5 B th4
W NMS E3%.

SNMPv2c % 1A ZUGENLH] . SNMPv2c % SNMPV1 (IZhAEREAT T . 248t T2
PRAERAY, SCRFE 2 8RR, PR 4t TR E AR, RRRE T ARSI IX 2 EE
SNMPV3 %] USM (User-Based Security Model, T /7 (22 4158 IAUENLH] . RRZE
H G AT LB EVGERUINE SRE . AER T IRAER SCRIE T & vENE, B ARy P B9 1)
I 2% NMS F1 Agent 2 8] A& SR SCIHT N, DL Gilr . SRAVGIER N Thig, )
Py NMS 1 Agent 2 [F] 1385 R B i 1 22 4

=D
Z

NMS #= Agent s o 3 5 i% 469 AT 42 44 2 NMS A= Agent 1% A 49 SNMP Ji Ak 565748 F

28.2 SNMPECEFLEN

T SNMPV3 JRAKIECE A1 SNMPv1 A, SNMPv2c WA HBCE A BRI B, Fir DL R T 49 3
TN A

28-266



1. it & SNMPv1/v2c
%28-1 SNMPv1/v2c L B 4 1&

N
g

BEES

AR

1 28.3 JTJGSNMP Agent

BTSN, SNMP AgentIhBEAL T PR ZS

NI/
@ %
% SNMP Agent % FlBF, FiA SNMP Agent 49 82 & 45 R ARA

2 28.5 fit B SNMP B4k

3 28.8 It B SNMPALA

Cipe

Bt BESNMPALE G, ATLLUNSNMP AT @ SNMPALE,  DLRR 1
SNMP 4 0] BL [a] FIMIB X %

4 28.9 LB SNMP TrapZhit

Ciped

B B Agent T LLIAINMS 1% SNMP Trapil &, JFECE SNMP Trap
HEMEREN GHEINMS) AHEE

Trapfs Bi2Agent EA)FINMS AGE ), HI TG — B R E
JF, g B VA ER R 24

BRETEHLT, FVFAgentIESNMP TrapiH &

5 8.10 A SNMPRXMGitE

g
B

ik

2. fii B SNMPv3
%28-2 SNMPV3 L B 518

FIR BEEES

L RA

1 28.3 JI/ASNMP Agent

BEERT, SNMP AgentZhBEAL T3¢ PR A

NI/
@ %
% SNMP Agent % 8, P74 SNMP Agent 98t & 44 R A4 % 4

2 28.6 FMLESNMPA

B ESNMPA 5, 7ERCESNMPH FEHESNMPH P E A,
T30 4 P 5 R AT DA S G- b %k 2E i B P AT AR A

3 28.7 i ESNMPH )

it B SNMP FH R, 1460 B iZSNMP H F T & ISNMP2E.
NI/

@ =7

PRI E R T, Hi%&H AW E DA A, w2 P
BYE) AL G| % ID Fo L AT a9 A3 % ID AR, W3Z8 P 36T AL,
A5 % D #9EeE AN “28.3 - & SNMP Agent”

4 28.8 it B SNMPHL K

Cipd

it B SNMPALE S, TTLLNSNMPALE @ SNMPALE,  LABR i)
SNMPZLAT LT [ FIMIBX %

28-267



$IE REMES -

5 28.9 [ic B SNMP TrapZhhg Alik

fic B AgentH] LAAINMS & 12 SNMP Trapif &, JFACESNMP Trap
HEMEREN GHEINMS) ARG R

Trapfs 2 2AgentE s HINMS KR, HTRE - SRESHEE
FpE, W IR R E R

BB T, ftiFAgentZiXSNMP Trapil &

6 8.10 AASNMPICIILEiH{E | "k

S
2

28.3 FF/ASNMP Agent
(1) AR EEE “RI% > SNMP” , 3N SNMP iR T, Wi N EATR.
[28-3 F /3 SNMP

HSSNMP

I
(2) Hid<IFid SNMP>3%4H, #E N SNMP Ui, 401 FEFR. $EE, Al LI SNMP Th g .

28-268



[#]28-4 SNMP

il

EFEN.

28.4 MLERASH

(1) FEFMUAEPER “MZ% > SNMP” , a1 28-4 k.

(2) il A7 FERSE, SENRARWEE TR, 0N E R .
(3) WEMRA, fFE vl v2c. v3.

(4)  FRi<BfiE >t

28-269



£|28-5 MiAEE

5 ik stuzy sl oo FERRRE.

E28-6 HESHELE

Zhejiang Dahua vision Technology Co., Ltd

PHEMERRES Hangzhou, China

FHEZD @

800063428048 7ADASOCCO300000001

1500

(6) MEILESH, VRMRCEN FRITR.
(7) b <df e > A E BUARAE .
#28-3 HESHHIFAERE

[ L RA

B R {5 B B RGO BF ( L
ISR AR, R ATLURU R B R, M 5 e A

L/BERDACREDSS BEE IR BRI B A TAT

28-270



B B0 iLRA

A5 EEID KB AT EID

R R ER—GA R SRATNSNMPSELAAS BIDA 5. QR QU 1 5] 5D AT 24 Hi i)
SIEIDAE, W% R

BRREKE BE AgentfE I KA I SNMPH B AL R/

28.5 H & SNMPH{&
(1) TESHAEFIESE “M% > SNMP”

@ et <pnr mrlll R E s R
E28-7 AKX

|
L=

m Eiswn BT IPv4 B ACL IPV6 EA ACL

(3) st g SNMP BRI E T, R E R

28-271



[£]28-8 #iE SNMP Hl{K

<CEEHRB

Eil=2

el
Hig

BEE

IPv4 £ ACL

IPv6 £:7 ACL

(4) TFE SNMP HAMER, THAIRCE U TR TR,
(5)  Har<fE > 58 ARAE
#28-4 SNMP F{AR)if AL E

(=2 AR
444 7 B E SNMP F114 119 44 5%
Y7 7] K B ENMSHE % HA 17 17 Agentit (rIRE
o ég;}ﬁ%%ﬁ MIB % ST R BRI T7 1], NMS fE A% 311444 s 17 Agent It R BETIAT

o 5. KUIX MIB X RBATEES RV . NMS £l iz E4 4 15 7] Agent I AT LA AT
B, BEE

MK BB 5iZFARCEIME, CURHEINMS AT LU AgentidE A7 E IMIBRT

IPvAZEARACL W B R % E R 5 B R U5 i P 5 R G, DL A VREEE Ik B A R IR IPHLIE INMS X Agent
I e

IPV63EAACL !

28.6 BLESNMPZH
(1) FEFMA=PEEE “RZ% > SNMP”

@ ik e Enl g F RS .

28-272



[£128-9 A

< | [+

IPv4 75 AC_ IPv6 B ACGS

3) Bl WA SNMP AR E I, R E .

[£]28-10 #1iE SNMP ¢H

s
s

iz

IPv4 B2 ACL

IPv6 7= ACL

‘CRNE RS NERAME S EE O RE

(4) FE SNMPAMERE, TEHRCE W FRFR.
(5)  HLh <A e > T TE ERAE
%28-5 SNMP ARt E B

AL & 10 AR

H A 15 B SNMP LI 4 R

28-273



FiC & 15 1% AR
AR RESNMPAHM Z2%H), B TAEAINE. RIERINZE . BEAGE SN
N
EAAEH) SNMP 41, H 2455 R Esis B
HEL BESNMP ALK H 41
EEME W ESNMP ALK S E
WRAREEEMAE, NINMSAREXT 3% KA MIBXT %317 5 #1E
R SIEE WESNMPAFEEIFLE, RI0] LUK IE TrapiH S AL E
WRAREEAIE, NAgentA<RINMS K% Trapfs &
IPVAFEAACL BB H G FEA MR E, X SNMPIRSC VR IP bt 2E47 FR &), BD foirakskik
PYSEAACL BAREIRIPHMEFISNMPHR SCIE IS, Tk — D IREINMSFIAgent ¥ B 15

28.7 BECESNMPH F

)

TEFHEFERE “M% > SNMP”

@ e moll o E R .

E28-11 AR

W AEd

— P
QO T =

NS, IR, IPv4 B ACL

(3) el A SNMP S RCE TOE, W E

28-274

-+

IPv6 B4 ACL =




E128-12 $7E SNMP i &
{HEHF

APER *

FAFRTiES *

| oading

-'TI':-:i-;.-'I'-.. .i-_l-.ET

IPv4 £ ACL

IPv6 Bk ACL

BIE

(4) BCHE SNMPHFMER, TEHRE W RN,
(5) PRl <M E > T BUER AT -
#28-6 SNMP fl FHYIFHECE
=g L BA
EPREY S WESNMP FH & FR
MR Ee W E TR A4 R
o RPN AYRNETE “ANUEARINE” 1, w7 RUER AN ERINE " 14
o YNGR “ FAOAMEAME” 5, W LUESRE RN YUGEARINE” B¢ RIAE
"
o RN EgONESE CBEVGESUINE " N, w DL EEITA 2 a2 A
R G| WESNMPH P22, A AAERME . RGEARINE . BEIE S E
IPv4F:AACL BB P S EAV G RE, DX SNMPHRSCIIRIPHbEEATRR 41, B fovrBds
PO AACL 1EBA RS E I IPHE R SNMPIRSCIEIE , AT AT BAFC ¥R a8 145 5E IINMS 18 AT Z AT 44

5 7] Agent

28.8 FLESNMPHLE

(1)

TESFHUEHIER “MZ > SNMP”

@ i cmEr el s rEsEL .

28-275



&28-13 &

A MIBF4# OID TR

included

included is0

snmpUsmMIB

snmpVacmMIB

snmMpMC

(3) bl 1A SNMP LA SR R E T, R
&28-14 #hiE SNMP L&

FL

MIB#OID *

THHER

(4) EEMUKSE, FEMECE N RPN,
(5)  HLh <A e > T TE ERAE
#<28-7 SNMP {1 E# 0 ByiF4mEC &

=] AR
NSEZR B E SNMPALE 1 2 5%
| BEERE HMIBT W OIDATF 48 HERD A 5 RO S A 5 AE L IV B 2 Y, B R A AL P 9 2 A

28-276



B &1 5% BB
MIB T WEMIBTHRT AOID (111.4.5.3.1) B&F (Wisystem)
oIb MIB T OIDKF A 47 S ZEMIBAHF IR0 B, Al e — A7 30— ASMIBE O %
TR BB T HERD

TR NN TR 8, KREEBIUN2~32 P IR EL. WERAE E 7RSI 5B HE R Y
e 4R

28.9 ECESNMP TrapIhfe

(1)

EFHEFIERE ML > SNMP”

@ ik cnm Erl s FEE R .

E|28-15 @EHIgEE
AE

®3)
(4)

FEREPTFE R Trap

TraplE 21T 8]

BE Trap {5 B I RAEI TH] .
A< E >

(5) iy “HIEN EE‘J, BEAWTE Trap H W ENLKIACE T, W FE s,

E28-16 HHIEM
< HEvEA

-~ IRE Ll das e o UDPigA=

6) il g AL, R R

28-277



&28-17 FHEHREMN
{FHEBREH

Sl © IPv4@ 1PV

UDPiROS

(7) MCE Trap HWFENWGEE, FHEREN NRPR.
(8)  HRTh < & >t TE AL RAE
#28-8 Trap BHIEHHIFMECE

[i=e4] 15 Af

H 1P #3842 W AN IPHLE /% 44
EFRIPHLIERIETY (APVAIE A ERIPVE) , AR5 T A R AL 1 1P M ik B 45 44

= BB Z42T, NASNMP vl. SNMP v2c k4 BSNMP V3t 7 4

UDP3it 5 1 B UDPi 115
N\l

N

BB 48 162 & SNMP $HLE 49 NMS 204 Trap 4850 493% 0, 18 % H LT (4o 8 iMC
A MIB Browser 45 4 NMS B ) , A& B8 H(EBPT, 4o 2454 0 5150808 Hblh,
W 5652 NMS _E 89 e B 4R — 2

GARLRY W ESNMPIIRRA, BAFINMS EIZITIISNMPRRAE—E, & NINMSHEWR A Trap(s &

28.10 &EESNMPIRXXBIFKITHEE

(1) FEFMEFERE W% > SNMP” .
(2) HdTimE EAR “SNMP 4iit” , BF SNMP #CHIgEHE R, W FEFTR.

28-278



[E]28-18 SNMP kXX W& iHER

SNM

NoSuchNamessiz

TooBigii=F T BIG : NMP PDU 1500%2%5)

138 f Trap#dinformi]

28-279



28.11 SNMPv1/v2cHi I L & %451

1. A EK
WRERTR, NMS (IP HihlA 1.1.1.2/24) 5 Switch (IP #ilik )y 1.1.1.1/24) AHi% . FIESZIA0F

. NMS i@ it SNMPv1 58{ SNMPv2c %} Switch 4T s das 58 1,
. Switch 7& H B s B8 F 8 7] NMS k3% Trap ) 3.
E28-19 SNMPv1/v2c B E4HME

Vlan-int2
@ 1.1.1.1/24 .

Switch NMS
Agent 1.1.1.2/24

2. Bc & Switch fE 47 SNMP Agent

(1) JFJ3 SNMP Agent.

B TSN HERE W% > SNMP”, #E N SNMP R TL[f -
LR 2. Hudi<F e SNMP>3%41, 3k SNMP T .

LR 3 WNEFTR, %85 SNMP ilRA N “v1” F1 “v2c”.

HIR 4. B <HfE >4% ] e LR AE .

[¥]28-20 SNMP 7

o FESNMPINAER , %

v v2c Il v3

+ FHE

(2) HE SNMP H iRk public.

1. k< sl

28-280



B 2. bl HHE SNMP HIK R B O
B3, WATITFRE, W ER.

o HIAPBMELFRN “public” .

o THEUTBINS ¢ g,

W 4 k<> B R

E28-21 BLE SNMP RiZH{K public

<EEHF

AHFEER *
s public

ThEERN]
Hig

B

IPv4 7 ACL

IPv6 S ACL

v T3

(3) MELE SNMP i 5[k private.

B4, it <k EE.

sk 2. B, A SNMP HkEOR B U

LF:

IR 3 AT TERCE, W ER.
o HINHEUKLFRA “private” .

o IEFVFMMINN “iEE.

IR 4. HT < E > TR e R

N

28-281



[£]28-22 B & SNMP H{k private

CHERG

Bz

IS

IPv4 7 ACL

IPv6 B ACL

v THE

(4) T/ Agent K% SNMP Trap % E. 16
BIATFR, TR
(5) WE SNMP Trap i B HFREHL.

s 1. ik < B BB, B Trap B SN E T

s 2, sl HEA BT H B,

R 3 HHTWNEE, W EATR.

o  EFRHMK IPHUEAR LKA “IPv4”, wINH R IP #hEA “1.1.1.27,

o HINZATFN “public” .

o WEFRZABAN “v17, (MLECE L AU NMS EIE{T ) SNMP A —20, 751 NMS # A
F| Trap 5 &)

IR 3. < e >4 SE R A .

28-282



[E28-23 BLE SNMP Trap ;& BB EFEM
{HEBEBEBEN

BfIPHitagiE * Sl B
1112
EENE public

UDPHRIS

3. BL& NMS

X inm

NMS 1] 44 Be. & o4/ A= Agent MARFF—2L, & 0| ik BEATAE B 34 .

B NMS fif F ) SNMP R4 SNMPv/v2e, R 2RIk 44 4 public, 55 Bk 444 private. HAk
TH LGS % NMS A< T

4. BLEERWIE

. @ L EECE, NMS 1] LAFT Switch 2237 SNMP %32, fEfigiEid MIB 7 S if). ¥ B Switch
RS TIME.
o X Switch FRAT WA OPAT AT B #E, NMS AR K Trap /5 8.

28.12 SNMPv3ELEY it & =645

1. dHMEX
W RE R, NMS (P Hibk A 1.1.1.2/24) 5 Switch (IP il 1.1.1.1/24) A% ILEESLIan T

. NMS it SNMPv3 %} Switch 113 IR A BT 5 5,
. Switch 7& H B s B8 F 8 7] NMS & i% Trap i 3.

28-283



[£]28-24 SNMP i & 4H ) [&]

Vlan-int2
@ 1.1.1.1/24 .

Switch NMS
Agent 1.1.1.2/24

2. E.& Switch £/ SNMP Agent

(1) JFJ3 SNMP Agent.

I EFHE RS M4 > SNMP”, 3N SNMP {ifE T .
B 2. Hi<JFH SNMP>4%41, #EA SNMP T .

AR 3 WTNEIFR, 1 SNMP A “v37,

AR 4. Bl < e >HAHL 8 OB AE

[E]28-25 SNMP AR

(2) HoE SNMP LK.

B 1. et < Erob.,

s 2. s, A SNMP ULE B A B T

3. HHTWTACE, W EATR.

o HIAMELIA “viewl”,

o IEBEHINN “AE.

e A MIB F#f OID & “interfaces” -
IR 4 Bk <Hff 5E > 1 58 U AT

28-284



[&]28-26 #E SNMP 1 &

A

'l = i I .
! "BT-F.:‘ oD interfaces

FhiEs

(3) & SNMP 4.

spae 1, i <q” B,

S 0, Mo, HEAHEE SNMP ALIRLE T

IR 3 BHATWTECE, W BN,
o HIANALFN “groupl”.

o IEFHEMEDY “viewl”.

o EFHEMEN “viewl”.
IR 4 B <Hff E > 1A 56 U AT

28-285



[E128-27 #1iE SNMP ¢

CHESA

HER *
H=F group

IR

IPv4 7R ACL

IPv6 B ACL

DEHE  FENENRMNE EF OGRS

® B

(4) HB'E SNMP H /.

B 1. it < Ek,

g 2, sl U SNMP FL HORE GO

IR 3 FHATWITECE, WF BN,
o HAHFAFRN “usert”,

o EFEHETTELL N “groupl”.

o EFELAEIN “REINIENXINE 7.
IR 4 k< T >4 8 OB -

28-286



[E]28-28 #i&E SNMP A

KHEFERF

APl *

FAFFTTEE *

group

A0
IPv4 B ACL

IPv6 B ACL

v THE

(5) JFJE Agent &K i% SNMP Trap ¥ 5 3fE.
BRI E, THREE.
(6) THCE SNMP Trap i 2 HEr ML

s 1. ik < B BB, B Trap B SN E T

s 2, sl HEA BT H B,

WU 3 BHATWIFECE, W N BTN,

o EFHMIPHULLEAL “IPv4AE A7, I\ B R IP HubE A “1.1.1.27
o HINTARTFN “usertl”,

o IEBERAMALN “v37,

o IEBERAYINA “BEIAEXNE ",

AR 4. FLh < e >4 S OB AE

28-287



[E28-29 BLE SNMP Trap ;& BB BEFEM
{CEHEEHBEN

BRIPttAGE * © IPva@ IPV6

1112

e

UDPiRO=

NMS 1] 44 Be. & o4/ A= Agent MARFF—2L, & 0| ik BhAT48 B 44 .

BE NMS [ SNMP fiiA oy SNMPv3, I/ 4470y userl. BAKBCEEZ % NMS KK T
4. BLE L RIIIE

o SEREIARCE S, NMS A LLFI Switch 2257 SNMP iE$z, fefigiiiid MIB 15 fi & if] . i & Switch
RS
o f£ Switch FAFRANAS R 9] G A EE T /E ., NMS m LA BIAH RN Trap 5 2.

28-288



	1  探测工具
	1.1   概述
	1.1.1   Ping
	(1) 源设备向目的设备发送ICMP回显请求（ECHO-REQUEST）报文。
	(2) 目的设备在接收到该请求报文后，向源设备发送ICMP回显应答（ECHO-REPLY）报文。
	(3) 源设备在收到该应答报文后，显示相关的统计信息。

	1.1.2   Tracert
	(1) 源设备发送一个TTL为1的报文给目的设备。
	(2) 第一跳（即该报文所到达的第一个三层设备）回应一个TTL超时的ICMP报文（该报文中含有第一跳的IP地址），这样源设备就得到了第一个三层设备的地址。
	(3) 源设备重新发送一个TTL为2的报文给目的设备。
	(4) 第二跳回应一个TTL超时的ICMP报文，这样源设备就得到了第二个三层设备的地址。
	(5) 以上过程不断进行，直到最终到达目的设备，源设备就得到了从它到目的设备所经过的所有三层设备的地址。


	1.2   Ping操作
	(1) 在导航栏中选择“网络 > Ping”，默认进入“IPv4 Ping”页签的页面，如下图所示。
	(2) 在“目的IP地址或者主机名”文本框中输入Ping操作的目的IP地址或者主机名。例如，输入IP为“192.168.0.2”。
	(3) 单击<开始>按钮开始执行Ping操作。
	(4) 在“结果”框中查看Ping操作的输出结果，如下图所示。

	1.3   Tracert操作
	(1) 在导航栏中选择“网络 > Tracert”。
	(2) 单击“IPv4 Tracert”页签，进入如下图所示的页面。
	(3) 在“目的IP地址或者主机名”文本框中输入Tracert操作的目的IP地址或者主机名。例如，输入IP为“192.168.0.2”。
	(4) 单击<开始>按钮开始执行Tracert操作。
	(5) 在“结果”框中查看Tracert操作的输出结果，如下图所示。


	2  接口
	2.1   概述
	2.2   配置接口的工作参数
	(1) 在导航栏中选择“网络 > 接口”，进入如下图所示的页面。
	(2) 选择一个接口，单击，进入如下图所示的页面。
	(3) 配置接口的工作参数，详细配置如下表所示。
	(4) 单击<确定>按钮完成操作。

	2.3   查看接口的工作参数
	2.3.1   查看所有接口的工作参数信息
	2.3.2   查看某指定端口的所有工作参数信息
	(1) 在导航栏中选择“设备 > 接口”。
	(2) 单击右上角的<面板>按钮。
	(3) 在设备面板示意图中单击要查看的端口，即可在页面下方显示该端口的工作参数配置信息。如下图所示。

	2.3.3   查看流量统计信息
	(1) 在导航栏中选择“设备 > 接口”。
	(2) 单击右上角的<流量统计>按钮，进入“流量统计”页面，如下图所示。


	2.4   端口管理典型配置举例
	1.  组网需求
	2.  配置步骤
	(1) 依次根据图2-7，配置GigabitEthernet1/0/5的端口速率为1Gbps电口。
	(2) 配置GigabitEthernet1/0/1、GigabitEthernet1/0/2和GigabitEthernet1/0/3的自协商速率范围为100Mbps。
	(3) 按照速率查看端口状态。



	3  链路聚合
	3.1   概述
	3.1.1   链路聚合的作用
	3.1.2   链路聚合的基本概念
	1.  聚合组、成员端口和聚合接口
	2.  成员端口的状态
	3.  聚合模式

	3.1.3   静态聚合模式
	1.  选择参考端口
	2.  确定成员端口的状态

	3.1.4   动态聚合模式
	1.  LACP协议
	(1) LACP协议的功能
	(2) LACP优先级
	(3) LACP超时时间

	2.  动态聚合模式的工作机制：
	(1) 选择参考端口
	(2) 确定成员端口的状态


	3.1.5   聚合负载分担类型

	3.2   链路聚合配置任务简介
	1.  配置静态聚合组
	2.  配置动态聚合组

	3.3   创建链路聚合组
	(1) 在导航栏中选择“网络 > 链路聚合”。
	(2) 单击，进入如下图所示的页面。
	(3) 配置链路聚合组的信息，详细配置如下表所示。
	(4) 单击<确定>按钮完成操作。

	3.4   查看链路聚合组状态
	(1) 在导航栏中选择“网络 > 链路聚合”，进入“链路聚合”页面，如下图所示。
	(2) 选中一条表项，详细说明如表3-6所示。

	3.5   链路聚合典型配置举例
	1.  组网需求
	2.  配置步骤
	(1) 方法一：配置静态聚合组
	(2) 方法二：配置动态聚合组


	3.6    注意事项
	(1) 在聚合组中，只有与参考端口配置一致的端口才允许成为Selected端口，这些配置包括端口的端口属性配置和第二类配置。在进行配置时，用户需要通过手工配置的方式保证各端口上的这些配置一致。
	(2) 对于静态聚合组，用户要通过配置使同一链路上处在两台不同设备中的端口的Selected状态保持一致，否则聚合功能不能正常使用；对于动态聚合模式，系统两端会自动协商同一条链路上的两端端口在各自聚合组中的Selected状态，用户只需保证在一个系统中聚合在一起的端口的对端也同样聚合在一起，聚合功能即可正常使用。
	(3) 配置了MAC地址认证的端口、配置了端口安全模式的端口、配置了报文过滤功能的端口、配置了以太网帧过滤功能的端口、启用了IP Source Guard功能的端口以及使能了802.1X的端口都不能加入二层聚合组。
	(4) 删除二层聚合接口时，系统会自动删除对应的聚合组，且该聚合组中的所有成员端口将全部离开该聚合组。


	4  流量控制
	4.1   概述
	4.2   配置流量控制
	(1) 在导航栏中选择“网络 > 流量控制”。
	(2) 选择面板上一个或多个接口，进入如下图所示的页面。
	(3) 配置流量控制的信息，详细配置如下表所示。
	(4) 单击<确定>按钮完成操作。


	5  端口隔离
	5.1   概述
	5.2   配置单隔离组
	(1) 在导航栏中选择“网络 > 端口隔离”。
	(2) 单击，进入如下图所示的页面。
	(3) 配置端口隔离组，详细配置如下表所示。

	(4) 单击<确定>按钮完成操作。

	5.3   端口隔离组典型配置举例
	1.  组网需求
	2.  配置步骤
	(1) 配置GigabitEthernet1/0/2、GigabitEthernet1/0/3、GigabitEthernet1/0/4为隔离组的普通端口。
	(2) 查看隔离组的信息。



	6  VLAN
	6.1   概述
	6.1.1   VLAN简介
	6.1.2   VLAN原理
	6.1.3   VLAN划分
	6.1.4   基于端口的VLAN简介
	1.  端口的链路连接类型
	2.  缺省VLAN（PVID）
	3.  端口对报文的处理方式


	6.2   VLAN配置任务简介
	1.  配置基于Access端口的VLAN
	2.  配置基于Trunk端口的VLAN
	3.  配置基于Hybrid端口的VLAN

	6.3   创建VLAN
	(1) 在导航栏中选择“网络 > VLAN”。
	(2) 单击，进入VLAN的创建页面，如下图所示。
	(3) 输入要创建的VLAN ID或VLAN ID范围。
	(4) 单击<确定>按钮完成操作。

	6.4   配置端口的连接类型和缺省VLAN
	(1) 在导航栏中选择“网络 > 接口”。
	(2) 选择要配置的端口，单击。
	(3) 如下图所示，设置端口的连接类型，包括：Access、Hybrid、Trunk。
	(4) 设置PVID，即缺省VLAN。
	(5) 单击<确定>按钮完成操作。

	6.5   配置VLAN中的端口
	(1) 在导航栏中选择“网络 > VLAN”。
	(2) 选择要配置的VLAN，单击，进入如下图所示的页面。
	(3) 配置VLAN的端口成员，详细配置如下表所示。
	(4) 单击<确定>按钮完成操作。

	6.6   VLAN典型配置举例
	1.  组网需求
	2.  配置Switch A
	(1) 配置GigabitEthernet1/0/1为Trunk端口，缺省VLAN为VLAN 100。
	(2) 创建VLAN 2、VLAN 6到VLAN 7、VLAN 100。
	(3) 配置GigabitEthernet1/0/1为VLAN 100的Untagged成员。
	(4) 配置GigabitEthernet1/0/1为VLAN 2、VLAN 6到VLAN 7的Tagged成员。以VLAN2为例，“VLAN6”和“VLAN7”的配置与“VLAN2”类似，不再赘述。

	3.  配置Switch B

	6.7   注意事项
	(1) VLAN1为系统缺省VLAN，用户不能手工创建和删除。
	(2) 保留VLAN是系统为实现特定功能预留的VLAN，用户不能手工创建和删除。
	(3) 不能在“删除”页面上删除设备上动态学习到的VLAN。
	(4) 如果某个VLAN上应用了相关的QoS（Quality of Service，服务质量）策略配置，则不允许删除该VLAN。


	7  语音 VLAN
	7.1   Voice VLAN简介
	(1) 识别IP电话，获取IP电话的MAC，从而进行安全认证及提高语音报文的优先级；
	(2) 将Voice VLAN信息通告给IP电话，IP电话能够根据收到的Voice VLAN信息完成自动配置，使IP电话发出的语音报文在Voice VLAN内传输。

	7.2   设备识别IP电话的方法
	7.2.1   OUI地址
	7.2.2   通过LLDP自动识别IP电话

	7.3   设备将Voice VLAN信息通告给IP电话
	7.3.1   设备通告Voice VLAN信息的方法
	7.3.2   设备获取Voice VLAN信息的方法

	7.4   IP电话的接入方式
	1.  主机和IP电话串联接入
	2.  IP电话单独接入

	7.5   端口配置Voice VLAN
	7.5.1   Voice VLAN的自动模式和手动模式
	1.  自动模式
	2.  手动模式
	3.  Voice VLAN工作模式和IP电话的配合

	7.5.2   Voice VLAN的安全模式和普通模式
	7.5.3   配置自动模式下的语音VLAN
	1.  配置端口列表
	(1) 在导航栏中选择“网络 > 语音VLAN”，进入“语音VLAN”页面，如下图所示。
	(2) 单击“端口列表”后面的，如下图所示。
	(3) 单击，如下图所示。
	(4) 配置语音VLAN端口模式等信息，详细配置如下表所示。
	(5) 单击<确定>按钮完成操作。

	2.  语音VLAN高级设置
	(1) 单击“高级设置”后面的，进入“语音VLAN高级设置”页面，如下图所示。
	(2) 配置语音VLAN安全模式等信息，详细配置如下表所示。
	(3) 单击<确定>按钮完成操作。

	3.  配置OUI表
	(1) 单击“OUI表”后面的，进入如下图所示界面。
	(2) 单击，进入“添加OUI”页面，如下图所示。
	(3) 设置语音VLAN识别的OUI地址。
	(4) 单击<确定>按钮完成操作。

	4.  设置端口的链路类型
	(1) 在导航栏中选择“网络 > 接口”，进入“接口”页面，如下图所示。
	(2) 单击端口对应的，进入“修改接口设置”页面。
	(3) 设置端口的链路类型。
	(4) 单击<确定>按钮完成操作。


	7.5.4   配置手动模式下的语音VLAN
	1.  配置端口列表
	(1) 在导航栏中选择“网络 > 语音VLAN”，进入“语音VLAN”页面，如下图所示。
	(2) 单击“端口列表”后面的，如下图所示。
	(3) 单击，如下图所示。
	(4) 配置语音VLAN端口模式等信息，详细配置如下表所示。
	(5) 单击<确定>按钮完成操作。

	2.  语音VLAN高级设置
	(1) 单击“高级设置”后面的，进入“语音VLAN高级设置”页面，如下图所示。
	(2) 配置语音VLAN安全模式等信息，详细配置如下表所示。
	(3) 单击<确定>按钮完成操作。

	3.  配置OUI表
	(1) 单击“OUI表”后面的，进入如下图所示界面。
	(2) 单击，进入“添加OUI”页面，如下图所示。
	(3) 设置语音VLAN识别的OUI地址。
	(4) 单击<确定>按钮完成操作。

	4.  设置端口的链路类型
	(1) 在导航栏中选择“网络 > 接口”，进入“接口”页面，如下图所示。
	(2) 单击端口对应的，进入“修改接口设置”页面。
	(3) 设置端口的链路类型。
	(4) 单击<确定>按钮完成操作。



	7.6   语音VLAN典型配置举例
	7.6.1   自动模式下语音VLAN的配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	(1) 创建VLAN 2，并将端口GigabitEthernet1/0/1上语音VLAN的工作模式设置为自动模式。（可选，缺省情况下，端口的语音VLAN工作在自动模式。）
	(2) 设置语音VLAN的老化时间为30分钟。
	(3) 设置允许通过的OUI地址为MAC地址前缀为0011-1100-0000，即当报文的前缀为0011-1100-0000时，Device A会把它当成语音报文来处理。
	(4) 将端口GigabitEthernet1/0/1设定为Hybrid端口。


	7.6.2   手动模式下语音VLAN的配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	(1) 设置语音VLAN为安全模式，使得语音VLAN端口只允许合法的语音报文通过。（可选，系统缺省为安全模式）
	(2) 设置OUI地址0011-2200-0000是语音VLAN的合法地址。
	(3) 创建VLAN 2，并将端口GigabitEthernet1/0/1上语音VLAN的工作模式设置为手动模式。
	(4) 设置端口GigabitEthernet1/0/1为Hybrid类型。




	8  MAC
	8.1   MAC地址表简介
	8.1.1   MAC地址表项的生成方式
	1.  自动生成MAC地址表项
	2.  手工配置MAC地址表项

	8.1.2   MAC地址表项的分类

	8.2   配置MAC地址表
	8.2.1   配置MAC地址表项

	8.3   查看和配置MAC地址表项
	(1) 在导航栏中选择“网络 > MAC”，进入“MAC”页面，页面显示所有的MAC地址表项，如下图所示。
	(2) 单击，进入“添加MAC地址”页面，如下图所示。
	(3) 配置MAC地址表项的信息，详细配置如下表所示。
	(4) 单击<确定>按钮完成操作。

	8.4   高级配置
	8.4.1   配置MAC地址表项的老化时间
	(1) 在“MAC”页面，单击，进入“MAC高级设置”页面，如下图所示。
	(2) 单击“动态MAC地址表项老化时间”后的参数，进入MAC地址表项老化时间的配置页面，如下图所示。
	(3) 配置MAC地址表项老化时间，详细配置如下表所示。
	(4) 单击<确定>按钮完成操作。

	8.4.2   接口MAC地址学习设置
	(1) 在“MAC高级设置”页面，单击“接口MAC地址学习设置”后的，如下图所示。
	(2) 配置学习的MAC地址的最大数。
	(3) 单击<确定>按钮完成操作。

	8.4.3   接口桥功能设置
	(1) 在“MAC高级设置”页面，单击“接口桥功能设置”后的，如下图所示。
	(2) 选择一个或者多个接口。
	(3) 单击<应用>按钮完成操作。


	8.5   MAC地址表典型配置举例
	1.  组网需求
	2.  配置步骤


	9  STP
	9.1   生成树简介
	9.1.1   STP简介
	1.  STP的协议报文
	2.  STP的基本概念
	(1) 根桥
	(2) 根端口
	(3) 指定桥与指定端口
	(4) 路径开销

	3.  STP的基本原理
	(1) 初始状态
	(2) 选择根桥
	(3) 选择根端口和指定端口
	(4) 各设备的初始状态
	(5) 各设备的比较过程及结果

	4.  STP的BPDU传递机制
	5.  STP的时间参数

	9.1.2   RSTP简介
	9.1.3   PVST简介
	9.1.4   MSTP简介
	1.  MSTP的产生背景
	(1) STP、RSTP和PVST存在的不足
	(2) MSTP的特点

	2.  MSTP的基本概念
	(1) MST域
	(2) MSTI
	(3) VLAN映射表
	(4) CST
	(5) IST
	(6) CIST
	(7) 域根
	(8) 总根
	(9) 端口角色
	(10) 端口状态

	3.  MSTP的基本原理
	(1) CIST生成树的计算
	(2) MSTI的计算

	4.  MSTP在设备上的实现

	9.1.5   协议规范

	9.2   MSTP配置任务简介
	9.3   配置MSTP
	9.3.1   开启STP功能
	(1) 在导航栏中选择“网络 > STP”，进入“STP”页面，如下图所示。
	(2) 单击“开启STP”，开启STP功能，进入STP配置页面，如下图所示。单击<关闭STP>按钮可关闭STP功能。

	9.3.2   配置生成树的工作模式
	(1) 在STP配置页面，单击“工作模式”后的参数，进入工作模式配置页面，如下图所示。
	(2) 选择工作模式，包括STP、RSTP、MSTP和PVST。缺省情况下，生成树的工作模式为MSTP模式。
	(3) 单击<确定>按钮完成操作。

	9.3.3   域设置
	(1) 在STP配置页面，单击“域设置”后的，进入“多生成树域设置”页面，如下图所示。
	(2) 配置多生成树实例等信息，详细配置如下表所示。
	(3) 单击<确定>按钮完成操作。

	9.3.4   实例设置
	(1) 在STP配置页面，单击“实例设置”后的，进入“生成树实例设置”页面，如下图所示。
	(2) 配置生成树实例的优先级等信息，详细配置如下表所示。
	(3) 单击<确定>按钮完成操作。

	9.3.5   端口设置
	(1) 在STP配置页面，单击“端口设置”后的，进入“生成树端口设置”页面，如下图所示。
	(2) 配置链路类型等信息，详细配置如下表所示。
	(3) 单击<确定>按钮完成操作。

	9.3.6   端口实例设置
	(1) 在STP配置页面，单击“端口实例设置”后的，进入“端口实例设置”页面，如下图所示。
	(2) 配置优先级等信息，详细配置如下表所示。
	(3) 单击<确定>按钮完成操作。

	9.3.7   高级设置
	(1) 在STP配置页面，单击“高级设置”后的，进入“STP高级设置”页面，如下图所示。
	(2) 配置Hello定时器等信息，详细配置如下表所示。
	(3) 单击<确定>按钮完成操作。

	9.3.8   查看端口实例信息
	9.3.9   查看实例信息
	9.3.10   查看端口信息

	9.4   MSTP典型配置举例
	1.  组网需求
	2.  配置Switch A
	(1) 开启STP功能。
	(2) 配置生成树的工作模式。
	(3) 配置MSTP域。
	(4) 配置生成树实例的桥接类型。

	3.  配置Switch B
	(1) 开启STP功能。（与Switch A相同，不再赘述）
	(2) 配置生成树的工作模式。（与Switch A相同，不再赘述）
	(3) 配置MSTP域。（与Switch A上MSTP域的配置相同，不再赘述）
	(4) 配置生成树实例的桥接类型。

	4.  配置Switch C
	(1) 开启STP功能。（与Switch A相同，不再赘述）
	(2) 配置生成树的工作模式。（与Switch A相同，不再赘述）
	(3) 配置MSTP域。（与Switch A上MSTP域的配置相同，不再赘述）
	(4) 配置生成树实例的桥接类型。

	5.  配置Switch D
	(1) 开启STP功能。（与Switch A相同，不再赘述）
	(2) 配置生成树的工作模式。（与Switch A相同，不再赘述）
	(3) 配置MSTP域。（与Switch A上MSTP域的配置相同，不再赘述）


	9.5   注意事项
	(1) 只有两台设备上配置的MST域的域名相同、MST域内配置的所有生成树实例对应的VLAN映射表完全相同、MST域的修订级别相同，且设备之间有链路相通，这两台设备才属于同一个MST域。
	(2) 在生成树根桥的选择过程中，如果设备的桥优先级取值相同，则MAC地址最小的那台设备将被选择为根。
	(3) 在设备没有使能BPDU保护的情况下，如果被设置为边缘端口的端口上收到来自其它端口的BPDU报文，则该端口会重新变为非边缘端口。此时，只有重启端口才能将该端口恢复为边缘端口。


	10  LLDP
	10.1   概述
	10.1.1   LLDP产生背景
	10.1.2   LLDP基本概念
	1.  LLDP报文
	(1) Ethernet II格式封装的LLDP报文
	(2) SNAP格式封装的LLDP报文

	2.  LLDPDU
	3.  TLV
	(1) 基本TLV
	(2) 802.1组织定义TLV
	(3) 802.3组织定义TLV
	(4) LLDP-MED TLV

	4.  管理地址

	10.1.3   LLDP工作机制
	1.  LLDP的工作模式
	2.  LLDP报文的发送机制
	3.  LLDP报文的接收机制

	10.1.4   协议规范

	10.2   LLDP配置任务简介
	10.3   使能LLDP功能
	(1) 在导航栏中选择“网络 > LLDP”，进入“LLDP”页面，如下图所示。
	(2) 系统默认开启LLDP功能。单击<关闭LLDP>按钮可关闭LLDP功能。

	10.4   配置LLDP兼容CDP功能
	(1) 在导航栏中选择“网络 > LLDP”，进入“LLDP”页面，如下图所示。
	(2) 单击<开启CDP兼容模式>按钮，开启CDP兼容模式。

	10.5   配置接口状态
	(1) 在导航栏中选择“网络 > LLDP”，进入“LLDP”页面。
	(2) 单击“接口状态”后的，如下图所示。列表中显示的是端口LLDP功能的使能状态以及兼容CDP的使能状态。
	(3) 在列表中选择接口对应开启LLDP下的复选框。兼容CDP的操作方式与开启LLDP类似，不再赘述。
	(4) 单击<确定>按钮，可以使能这些端口的LLDP功能。

	10.6   配置LLDP协议
	(1) 在导航栏中选择“网络 > LLDP”，进入“LLDP”页面。
	(2) 单击“协议设置”后的，如下图所示。
	(3) 配置工作模式等信息，详细配置如下表所示。
	(4) 单击<确定>按钮完成操作。

	10.7   配置接口LLDP参数
	(1) 在导航栏中选择“网络 > LLDP”，进入“LLDP”页面。
	(2) 单击“接口设置”后的，如下图所示。
	(3) 配置端口工作模式等信息，详细配置如下表所示。
	(4) 单击<确定>按钮完成操作。

	10.8   配置LLDP TLV
	(1) 在导航栏中选择“网络 > LLDP”，进入“LLDP”页面。
	(2) 单击“TLV设置”后的，如下图所示。
	(3) 配置TLV相关信息，详细配置如下表所示。
	(4) 单击<应用>按钮完成操作。

	10.9   查看邻居信息
	(1) 在导航栏中选择“网络 > LLDP”，进入“LLDP”页面。
	(2) 单击“LLDP邻居”后的，如下图所示，可以查看全局的LLDP邻居信息。

	10.10   LLDP基本功能配置举例
	1.  组网需求
	2.  配置Switch A
	(1) 使能端口GigabitEthernet1/0/1和GigabitEthernet1/0/2的LLDP功能。（缺省情况下，端口的LLDP功能处于使能状态，此步骤可省略）
	(2) 配置端口GigabitEthernet1/0/1和GigabitEthernet1/0/2的LLDP工作模式为Rx。

	3.  配置Switch B
	(1) 使能端口GigabitEthernet1/0/1的LLDP功能。（缺省情况下，端口的LLDP功能处于使能状态，此步骤可跳过）
	(2) 配置端口GigabitEthernet1/0/1的LLDP工作模式为Tx。


	10.11   LLDP注意事项
	(1) LLDP功能必须在全局和端口同时使能才能生效。
	(2) 为端口配置LLDPDU发布的TLV属性时，需要注意：


	11  DHCP Snooping
	11.1   DHCP Snooping简介
	11.1.1   DHCP Snooping作用
	(1) 保证客户端从合法的服务器获取IP地址。
	(2) 记录DHCP客户端IP地址与MAC地址的对应关系。
	1.  保证客户端从合法的服务器获取IP地址
	2.  记录DHCP客户端IP地址与MAC地址的对应关系

	11.1.2   信任端口的典型应用环境
	1.  连接DHCP服务器
	2.  DHCP Snooping级联网络

	11.1.3    DHCP Snooping支持Option 82功能

	11.2   DHCP Snooping配置任务简介
	11.3   启动DHCP Snooping
	(1) 在导航栏中选择“网络 > DHCP Snooping”，进入如下图所示的页面。
	(2) 单击<开启DHCP Snooping>按钮，即可开启DHCP Snooping功能，如下图所示。单击右上角的图标，可关闭DHCP Snooping功能。

	11.4   配置接口的DHCP Snooping功能
	(1) 在导航栏中选择“网络 > DHCP Snooping”，默认进入“端口”页签的页面，如图11-4所示。
	(2) 配置接口的DHCP Snooping功能信息，详细配置如下表所示。
	(3) 单击<确定>按钮完成操作。

	11.5   查看DHCP Snooping用户信息
	(1) 在导航栏中选择“网络 > DHCP Snooping”，默认进入“端口”页签的页面。
	(2) 单击“表项”页签，进入DHCP Snooping用户信息的显示页面，如下图所示。
	(3) 查看DHCP Snooping记录的IP地址和MAC地址的绑定信息，详细说明如下表所示。

	11.6   配置DHCP Snooping高级信息
	(1) 在导航栏中选择“网络 > DHCP Snooping”。
	(2) 单击 ，进入如下图所示的页面。
	(3) 单击“备份表项的文件”后的参数，如下图所示。
	(4) 设置备份表项的文件存放地址，包括：
	(5) 单击<确定>按钮完成操作。
	(6) 单击“端口设置”后面的参数，如下图所示。
	(7) 设置DHCP Snooping端口信息，详细说明如下表所示。
	(8) 单击<确定>按钮完成操作。
	(9) 单击“Option82设置”后的参数，进入该接口Option82的配置页面，如下图所示。
	(10) 选中端口对应的“开启Option82”复选框，单击<确定>按钮完成操作。
	(11) 在“设置”处单击“设置Option82的填充模式和填充内容”，进入该接口Option82的配置页面，如下图所示。
	(12) 配置DHCP Snooping端口Option82的信息，详细配置如下表所示。
	(13) 单击<确定>按钮完成操作。

	11.7   DHCP Snooping典型配置举例
	1.  组网需求
	2.  配置步骤
	(1) 启动DHCP Snooping。
	(2) 配置接口GigabitEthernet1/0/1、GigabitEthernet1/0/2、GigabitEthernet1/0/3是否为信任端口。
	(3) 配置接口GigabitEthernet1/0/2的DHCP Snooping功能。
	(4) 配置接口GigabitEthernet1/0/3的DHCP Snooping功能。



	12  IP
	12.1   IP地址简介
	12.1.1   IP地址的分类和表示
	12.1.2   特殊的IP地址
	12.1.3   子网和掩码

	12.2   创建Loopback口
	(1) 在导航栏中选择“网络 > IP”，进入“IP”页面。
	(2) 单击，进入如下图所示的页面。
	(3) 配置Loopback口的信息，详细配置如下表所示。
	(4) 单击<确定>按钮完成操作。

	12.3   查看接口对应的IP信息

	13  ARP
	13.1   概述
	13.1.1   ARP报文结构
	13.1.2   ARP地址解析过程
	(1) 主机A首先查看自己的ARP表，确定其中是否包含有主机B对应的ARP表项。如果找到了对应的MAC地址，则主机A直接利用ARP表中的MAC地址，对IP数据包进行帧封装，并将数据包发送给主机B。
	(2) 如果主机A在ARP表中找不到对应的MAC地址，则将缓存该数据报文，然后以广播方式发送一个ARP请求报文。ARP请求报文中的发送端IP地址和发送端MAC地址为主机A的IP地址和MAC地址，目标IP地址和目标MAC地址为主机B的IP地址和全0的MAC地址。由于ARP请求报文以广播方式发送，该网段上的所有主机都可以接收到该请求，但只有被请求的主机（即主机B）会对该请求进行处理。
	(3) 主机B比较自己的IP地址和ARP请求报文中的目标IP地址，当两者相同时进行如下处理：将ARP请求报文中的发送端（即主机A）的IP地址和MAC地址存入自己的ARP表中。之后以单播方式发送ARP响应报文给主机A，其中包含了自己的MAC地址。
	(4) 主机A收到ARP响应报文后，将主机B的MAC地址加入到自己的ARP表中以用于后续报文的转发，同时将IP数据包进行封装后发送出去。

	13.1.3   ARP表
	1.  动态ARP表项
	2.  静态ARP表项

	13.1.4   免费ARP简介
	1.  免费ARP报文
	2.  免费ARP报文学习功能


	13.2   查看ARP表项
	13.3   添加ARP表项
	(1) 在导航栏中选择“网络 > ARP”，进入“ARP”页面。
	(2) 单击，进入添加ARP表项的配置页面，如下图所示。
	(3) 配置ARP表项的信息，详细配置如下表所示。
	(4) 单击<确定>按钮完成操作。

	13.4   删除ARP表项
	(1) 在导航栏中选择“网络 > ARP”，进入“ARP”页面。
	(2) 删除ARP表项，详细配置如下表所示。

	13.5   固化表项
	(1) 在导航栏中选择“网络 > ARP”，进入“ARP”页面。
	(2) 在列表中选中指定动态ARP表项前的复选框，单击按钮。

	13.6   配置ARP高级信息
	(1) 在导航栏中选择“网络 > ARP”，进入“ARP”页面。
	(2) 单击，进入“ARP高级设置”页面，如下图所示。
	(3) 配置ARP的高级信息，详细配置如下表所示。

	13.7   静态ARP典型配置举例
	1.  组网需求
	2.  配置步骤
	(1) 创建VLAN 100。
	(2) 将端口GigabitEthernet1/0/1加入到VLAN 100中，创建Vlan-interface100。
	(3) 配置静态ARP表项。



	14  ARP防攻击
	14.1   概述
	1.  用户合法性检查
	(1) 进行基于DHCP Snooping安全表项和802.1X安全表项，只要符合两者中任何一个，就认为该ARP报文合法，进行转发。
	(2) 如果所有检查都没有找到匹配的表项，则认为是非法报文，直接丢弃。

	2.  ARP报文有效性检查

	14.2   配置ARP Detection功能
	(1) 在导航栏中选择“网络 > ARP”，进入“ARP”页面。
	(2) 单击，进入“ARP高级设置”页面，如下图所示。
	(3) 单击“ARP攻击防御”后的，进入“ARP攻击防御”页面，如下图所示。
	(4) 单击“ARP Detection”后的，进入“ARP Detection”页面，如下图所示。
	(5) 配置ARP Detection功能，详细配置如下表所示。
	(6) 单击<确定>按钮完成操作。


	15  DNS
	15.1   域名解析简介
	15.1.1   静态域名解析
	15.1.2   动态域名解析
	1.  解析过程
	(1) 当用户使用域名进行某些应用时，用户程序首先向DNS客户端中的解析器发出请求。
	(2) DNS客户端收到请求后，首先查询本地的域名缓存。如果存在已解析成功的映射项，就将域名对应的IP地址返回给用户程序；如果没有发现所要查找的映射项，就向域名服务器发送查询请求。
	(3) 域名服务器首先从自己的数据库中查找域名对应的IP地址。如果判断该域名不属于本域范围，就将请求交给其他域名服务器处理，直到完成解析，并将解析的结果返回给DNS客户端。
	(4) DNS客户端收到域名服务器的响应报文后，将解析结果返回用户程序。

	2.  域名后缀列表功能

	15.1.3   DNS代理
	1.  DNS代理简介
	2.  DNS代理的工作机制
	(1) DNS client把DNS proxy当作DNS server，将DNS请求报文发送给DNS proxy，即请求报文的目的地址为DNS proxy的IP地址。
	(2) DNS proxy收到请求报文后，首先查找本地的静态域名解析表和动态域名解析缓存表，如果存在请求的信息，则DNS proxy直接通过DNS应答报文将域名解析结果返回给DNS client。
	(3) 如果不存在请求的信息，则DNS proxy将报文转发给DNS server，通过DNS server进行域名解析。
	(4) DNS proxy收到DNS server的应答报文后，记录域名解析的结果，并将报文转发给DNS client。DNS client利用域名解析的结果进行相应的处理。


	15.1.4   DNS Spoofing
	(1) Host通过域名访问HTTP server时，首先向Device发送域名解析请求，将HTTP server的域名解析为IP地址。
	(2) Device接收到域名解析请求后，如果拨号接口尚未建立连接，Device上不存在DNS server地址，或者设备上配置的DNS server地址均不可达，则Device利用DNS spoofing中指定的IP地址作为域名解析结果，应答DNS client的域名解析请求。该域名解析应答的老化时间为0。并且，应答的IP地址满足如下条件：Device上存在到达该IP地址的路由，且路由的出接口为拨号接口。
	(3) Host接收到Device的应答报文后，向应答的IP地址发送HTTP请求。
	(4) Device通过拨号接口转发HTTP请求时，触发拨号接口建立连接，并通过DHCP等方式动态获取DNS server的地址。
	(5) 域名解析应答老化后，Host再次发送域名解析请求。
	(6) 之后，Device的处理过程与DNS proxy工作过程相同，请参见“15.1.3  2. DNS代理的工作机制”。
	(7) Host获取到正确的HTTP server地址后，可以正常访问HTTP server。


	15.2   新增域名服务器地址
	(1) 在导航栏中选择“网络 > DNS”，默认进入“服务器”页签的页面，如下图所示。
	(2) 设置域名服务器地址。
	(3) 单击完成操作。

	15.3   查看已解析域名
	(1) 在导航栏中选择“网络 > DNS”。
	(2) 单击“已解析域名”页签，进入“已解析域名”页签的页面，如下图所示。可查看已解析域名的信息。

	15.4   配置静态域名解析
	(1) 在导航栏中选择“网络 > DNS”。
	(2) 单击“静态域名”页签，进入“静态域名”页签的页面，如下图所示。
	(3) 设置主机名和IP地址。
	(4) 单击完成操作。

	15.5   配置DNS高级信息
	(1) 在导航栏中选择“网络 > DNS”。
	(2) 单击，进入“DNS高级设置”页面，如下图所示。
	(3) 配置DNS高级功能，详细配置如下表所示。

	15.6   IPv4域名解析典型配置举例
	15.6.1   静态域名解析配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤



	16  IPv6
	16.1   IPv6简介
	16.1.1   IPv6协议特点
	1.  简化的报文头格式
	2.  充足的地址空间
	3.  层次化的地址结构
	4.  地址自动配置
	5.  内置安全性
	6.  支持QoS
	7.  增强的邻居发现机制
	8.  灵活的扩展报文头

	16.1.2   IPv6地址介绍
	1.  IPv6地址表示方式
	2.  IPv6的地址分类
	3.  单播地址的类型
	4.  组播地址
	5.  IEEE EUI-64格式的接口标识符

	16.1.3   IPv6 PMTU发现
	(1) 源端主机按照自己的MTU对报文进行分片，之后向目的主机发送报文。
	(2) 中间转发设备接收到该报文进行转发时，如果发现转发报文的接口支持的MTU值小于报文长度，则会丢弃报文，并给源端返回一个ICMPv6差错报文，其中包含了转发失败的接口的MTU。
	(3) 源主机收到该差错报文后，将按照报文中所携带的MTU重新对报文进行分片并发送。
	(4) 如此反复，直到目的端主机收到这个报文，从而确定报文从源端到目的端路径中的最小MTU。

	16.1.4   IPv6过渡技术介绍
	1.  双协议栈

	16.1.5   协议规范

	16.2   创建Loopback口
	(1) 在导航栏中选择“网络 > IPv6”，进入“IPv6”页面。
	(2) 单击，进入如下图所示的页面。
	(3) 配置Loopback口的信息，详细配置如下表所示。
	(4) 单击<确定>按钮完成操作。

	16.3   查看接口对应的IP信息

	17  ND
	17.1   ND简介
	17.1.1   IPv6邻居发现协议介绍
	2.  地址解析
	(1) 节点A以组播方式发送NS消息。NS消息的源地址是节点A的接口IPv6地址，目的地址是节点B的被请求节点组播地址，消息内容中包含了节点A的链路层地址和请求的目标地址。
	(2) 节点B收到NS消息后，判断报文的目标地址是否为自己的IPv6地址。如果是，则节点B可以学习到节点A的链路层地址，并以单播方式返回NA消息，其中包含了自己的链路层地址。
	(3) 节点A从收到的NA消息中就可获取到节点B的链路层地址。

	3.  验证邻居是否可达
	(1) 节点发送NS消息，其中目的地址是邻居节点的IPv6地址。
	(2) 如果收到邻居节点的确认报文，则认为邻居可达；否则，认为邻居不可达。

	4.  重复地址检测
	(1) 节点A发送NS消息，NS消息的源地址是未指定地址::，目的地址是待检测的IPv6地址对应的被请求节点组播地址，消息内容中包含了待检测的IPv6地址。
	(2) 如果节点B已经使用这个IPv6地址，则会返回NA消息。其中包含了自己的IPv6地址。
	(3) 节点A收到节点B发来的NA消息，就知道该IPv6地址已被使用。反之，则说明该地址未被使用，节点A就可使用此IPv6地址。

	5.  路由器发现/前缀发现及地址无状态自动配置
	(1) 节点启动时，通过RS消息向路由器发出请求，请求前缀和其他配置信息，以便用于节点的配置。
	(2) 路由器返回RA消息，其中包括前缀信息选项（路由器也会周期性地发布RA消息）。
	(3) 节点利用路由器返回的RA消息中的地址前缀及其他配置参数，自动配置接口的IPv6地址及其他信息。

	6.  重定向功能


	17.2   查看ND信息
	17.3   添加邻居表项
	(1) 在导航栏中选择“网络 > ND”，进入“ND”页面。
	(2) 单击，进入如下图所示的页面。
	(3) 配置邻居表项的信息，详细配置如下表所示。
	(4) 单击<确定>按钮完成操作。

	17.4   设置ND高级信息
	(1) 在导航栏中选择“网络 > ND”。
	(2) 单击，进入“ND高级设置”页面，如下图所示。
	(3) 配置ND高级功能，详细配置如下表所示。


	18  IPv6 DNS
	18.1   新增域名服务器IPv6地址
	(1) 在导航栏中选择“网络 > DNS”，默认进入“服务器”页签的页面，如下图所示。
	(2) 设置域名服务器IPv6地址，并单击。

	18.2   查看已解析域名
	(1) 在导航栏中选择“网络 > DNS”。
	(2) 单击“已解析域名”页签，进入“已解析域名”页签的页面，如下图所示。

	18.3   配置静态域名解析
	(1) 在导航栏中选择“网络 > DNS”。
	(2) 单击“静态域名”页签，进入“静态域名”页签的页面，如下图所示。
	(3) 设置主机名和IPv6地址，并单击。

	18.4   配置DNS高级信息
	(1) 在导航栏中选择“网络 > DNS”。
	(2) 单击，进入“DNS高级设置”页面，如下图所示。
	(3) 配置DNS高级功能，详细配置如下表所示。

	18.5   IPv6域名解析典型配置举例
	18.5.1   静态域名解析配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤



	19  端口镜像
	19.1   端口镜像简介
	19.1.1   基本概念
	1.  镜像源
	2.  镜像目的
	3.  镜像方向
	4.  镜像组
	5.  反射端口、出端口和远程镜像VLAN

	19.1.2   端口镜像的分类和实现方式
	1.  本地端口镜像
	2.  远程端口镜像


	19.2   配置镜像组
	(1) 在导航栏中选择“网络 > 端口镜像”。
	(2) 单击，进入添加端口镜像组的配置页面，如下图所示。
	(3) 配置镜像组，详细配置如下表所示。
	(4) 单击<确定>按钮完成操作。

	19.3   查看端口镜像信息
	19.4   本地端口镜像典型配置举例
	1.  组网需求
	2.  配置步骤
	(1) 新建本地镜像组。



	20  IPv4和IPv6路由
	20.1   概述
	20.1.1   路由表
	1.  路由表简介
	2.  路由表内容

	20.1.2   静态路由
	20.1.3   缺省路由

	20.2   查看IPv4路由表
	(1) 在导航栏中选择“网络 > 路由表”，进入“路由表”页面，如下图所示。
	(2) 单击“IPv4路由表”后面的，进入“IPv4路由表”页面，如下图所示。
	(3) 查看IPv4路由表的信息，详细说明如下表所示。
	(4) 单击“路由统计”，进入“IPv4路由统计信息”页面，如下图所示。可查看路由协议类型、活跃路由、已添加路由、路由数等信息。

	20.3   查看IPv6路由表
	(1) 在导航栏中选择“网络 > 路由表”，进入“路由表”页面，如下图所示。
	(2) 单击“IPv6路由表”后面的，进入“IPv6路由表”页面，如下图所示。
	(3) 查看IPv6路由表的信息，详细说明如下表所示。
	(4) 单击“路由统计”，进入“IPv6路由统计信息”页面，如下图所示。可查看路由协议类型、活跃路由、已添加路由、路由数等信息。

	20.4   新建IPv4静态路由
	(1) 在导航栏中选择“网络 > 静态路由”，进入“静态路由”页面，如下图所示。
	(2) 单击“IPv4静态路由”后面的，进入“IPv4静态路由”页面，如下图所示。
	(3) 单击，进入“添加IPv4静态路由”页面，如下图所示。
	(4) 配置IPv4静态路由的信息，详细说明如下表所示。
	(5) 单击<确定>按钮完成操作。

	20.5   新建IPv6静态路由
	(1) 在导航栏中选择“网络 > 静态路由”，进入“静态路由”页面，如下图所示。
	(2) 单击“IPv6静态路由”后面的，进入“IPv6静态路由”页面，如下图所示。
	(3) 单击，进入“添加IPv6静态路由”页面，如下图所示。
	(4) 配置IPv6静态路由的信息，详细说明如下表所示。
	(5) 单击<确定>按钮完成操作。

	20.6   IPv4静态路由典型配置举例
	1.  组网需求
	2.  配置思路
	(1) 在Switch A上配置一条到Switch B的缺省路由。
	(2) 在Switch B上分别配置两条到Switch A和Switch C的静态路由。
	(3) 在Switch C上配置一条到Switch B的缺省路由。

	3.  配置步骤
	(1) 在Switch A上配置到Switch B的缺省路由。
	(2) 在Switch B上配置到Switch A和Switch C的静态路由。
	(3) 在Switch C上配置到Switch B的缺省路由。

	4.  配置结果验证
	(1) 查看激活路由列表。
	(2) 在Host A上使用ping命令验证Host C是否可达（假定主机安装的操作系统为Windows XP）。


	20.7   IPv6静态路由典型配置举例
	1.  组网需求
	2.  配置思路
	(1) 在Switch A上配置一条到Switch B的缺省路由。
	(2) 在Switch B上分别配置两条到Switch A和Switch C的静态路由。
	(3) 在Switch C上配置一条到Switch B的缺省路由。

	3.  配置步骤
	(1) 在Switch A上配置到Switch B的缺省路由。
	(2) 在Switch B上配置到Switch A和Switch C的静态路由。
	(3) 在Switch C上配置到Switch B缺省路由。

	4.  配置结果验证
	(1) 查看激活路由列表。
	(2) 在Switch A上使用ping ipv6命令验证Host C是否可达。


	20.8   注意事项
	(1) 如果在配置静态路由时没有指定优先级，就会使用缺省优先级。重新设置缺省优先级后，新设置的缺省优先级仅对新增的静态路由有效。Web界面目前不支持对缺省优先级的配置。
	(2) 在配置静态路由时，如果先指定下一跳，然后再将该下一跳的地址配置为本地接口（如VLAN接口等）的IP地址，则该条静态路由不会生效。
	(3) 在指定出接口时要注意：


	21  RIP
	21.1   RIP简介
	21.1.1   RIP的工作机制
	1.  RIP的基本概念
	2.  RIP的路由数据库
	3.  RIP防止路由环路的机制
	4.  RIP的运行过程
	(1) 路由器启动RIP后，便会向相邻的路由器发送请求报文（Request message），相邻的RIP路由器收到请求报文后，响应该请求，回送包含本地路由表信息的响应报文（Response message）。
	(2) 路由器收到响应报文后，更新本地路由表，同时向相邻路由器发送触发更新报文，通告路由更新信息。相邻路由器收到触发更新报文后，又向其各自的相邻路由器发送触发更新报文。在一连串的触发更新广播后，各路由器都能得到并保持最新的路由信息。
	(3) 路由器周期性向相邻路由器发送本地路由表，运行RIP协议的相邻路由器在收到报文后，对本地路由进行维护，选择一条最佳路由，再向其各自相邻网络发送更新信息，使更新的路由最终能达到全局有效。同时，RIP采用老化机制对超时的路由进行老化处理，以保证路由的实时性和有效性。


	21.1.2   RIP的版本
	21.1.3   协议规范

	21.2   开启RIP并创建RIP实例
	(1) 在导航栏中选择“网络 > RIP”，进入“RIP”页面，如下图所示。
	(2) 单击<开启RIP>按钮，进入“创建RIP实例”页面，如下图所示。
	(3) 配置RIP实例的信息，详细说明如下表所示。
	(4) 单击<确定>按钮完成操作。

	21.3   查看全部RIP实例
	(1) 在导航栏中选择“网络 > RIP”，进入“RIP”页面，如下图所示。
	(2) 单击“查看全部实例”，进入查看RIP实例页面，如下图所示。

	21.4   删除RIP实例
	(1) 在导航栏中选择“网络 > RIP”，进入“RIP”页面，如下图所示。
	(2) 单击“删除实例”。

	21.5   配置RIP实例
	(1) 在导航栏中选择“网络 > RIP”，进入“RIP”页面，如下图所示。
	(2) 配置RIP实例信息，详细说明如下表所示。

	21.6   配置实例高级信息
	(1) 在导航栏中选择“网络 > RIP”。
	(2) 单击“高级设置”后面的，进入“RIP高级设置”页面，如下图所示。
	(3) 单击“接口设置”后面的，进入“RIP接口设置”页面，如下图所示。
	(4) 配置RIP接口的信息，详细说明如下表所示。
	(5) 单击<确定>按钮完成操作。
	(6) 单击“认证”后面的，进入“RIP认证”页面，如下图所示。
	(7) 配置RIP认证的信息，详细说明如下表所示。
	(8) 单击<确定>按钮完成操作。

	21.7   RIP典型配置举例
	21.7.1   RIP基本功能配置举例
	1.  组网需求
	2.  组网图
	3.  配置步骤
	(1) 配置各接口的IP地址（略）
	(2) 配置RIP基本功能
	(3) 配置RIP的版本




	22  策略路由
	22.1   策略路由简介
	22.1.1   策略简介
	(1) 首先根据配置的策略路由转发。
	(2) 若找不到匹配的节点或虽然找到了匹配的节点，但指导报文转发失败时，再根据路由表中除缺省路由之外的路由来转发报文。
	(3) 若转发失败，则根据策略路由中配置的缺省下一跳和缺省出接口指导报文转发。
	(4) 若转发失败，则再根据缺省路由来转发报文。


	22.2   添加IPv4策略路由
	(1) 在导航栏中选择“网络 > 策略路由”，进入“策略路由”页面，如下图所示。
	(2) 单击“IPv4策略路由”后面的，进入“IPv4策略路由”页面，如下图所示。
	(3) 单击，进入“添加IPv4策略路由”页面，如下图所示。
	(4) 配置IPv4策略路由，详细说明如下表所示。
	(5) 单击<确定>按钮完成操作。

	22.3   添加IPv6策略路由

	23  IGMP Snooping
	23.1   概述
	23.1.1   IGMP Snooping原理
	23.1.2   IGMP Snooping基本概念
	1.  IGMP Snooping相关端口
	2.   IGMP Snooping动态端口老化定时器

	23.1.3   IGMP Snooping工作机制
	1.  普遍组查询
	2.  报告成员关系
	3.  离开组播组

	23.1.4   协议规范

	23.2   IGMP Snooping配置任务简介
	23.3   全局使能IGMP Snooping
	(1) 在导航栏中选择“网络 > IGMP Snooping”，进入“IGMP Snooping”页面，如下图所示。
	(2) 单击 <开启IGMP Snooping>按钮，默认进入“VLAN”页签的页面，如下图所示。单击，可关闭IGMP Snooping功能。

	23.4   在VLAN内配置IGMP Snooping
	(1) 在导航栏中选择“网络 > IGMP Snooping”，进入“IGMP Snooping”页面。
	(2) 单击，进入该VLAN的IGMP Snooping配置页面，如下图所示。
	(3) 配置VLAN内IGMP Snooping功能的信息，详细配置如下表所示。
	(4) 单击<确定>按钮完成操作。

	23.5   在端口上配置IGMP Snooping
	(1) 在导航栏中选择“网络 > IGMP Snooping”。
	(2) 单击，进入如下图所示的页面。
	(3) 单击“端口开启快速离开”后面的，进入如下图所示的页面。
	(4) 配置IGMP Snooping端口开启快速离开的参数，详细配置如下表所示。
	(5) 单击。
	(6) 单击“端口加入组播组数数量限制”后面的，进入如下图所示的页面。
	(7) 配置IGMP Snooping端口加入组播组数数量限制的参数，详细配置如下表所示。
	(8) 单击。

	23.6   查看IGMP Snooping组播表项信息
	(1) 在导航栏中选择“网络 > IGMP Snooping”，默认进入“VLAN”页签的页面。
	(2) 单击“表项”页签，可以查看IGMP Snooping组播表项的概要信息，如下图所示。表项信息的详细说明如下表所示。

	23.7   IGMP Snooping典型配置举例
	1.  组网需求
	2.  配置Router A
	3.  配置Switch A
	(1) 创建VLAN 100。
	(2) 将端口GigabitEthernet1/0/1到GigabitEthernet1/0/3添加到该VLAN 100中。
	(3) 全局使能IGMP Snooping。
	(4) 在VLAN 100内使能IGMP Snooping。



	24  MLD Snooping
	24.1   概述
	24.1.1   MLD Snooping原理
	24.1.2   MLD Snooping基本概念
	1.  MLD Snooping相关端口
	2.   MLD Snooping动态端口老化定时器

	24.1.3   MLD Snooping工作机制
	1.  普遍组查询
	2.  报告成员关系
	3.  离开组播组

	24.1.4   协议规范

	24.2   MLD Snooping配置任务简介
	24.3   全局使能MLD Snooping
	(1) 在导航栏中选择“网络 > MLD Snooping”，进入“MLD Snooping”页面，如下图所示。
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	25.2.3   IP地址的租约更新

	25.3   DHCP报文格式
	25.4   DHCP选项
	25.4.1   DHCP选项简介
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	(1) 在导航栏中选择“网络 > DHCP”，进入“DHCP”页面。
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	(3) 单击，进入“DHCP高级设置”界面，如下图所示。
	(4) 配置DHCP高级信息，详细配置如下表所示。
	(5) 单击<确定>按钮完成操作。
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	(2) DHCP服务器根据giaddr字段为客户端分配IP地址等参数，并通过DHCP中继将配置信息转发给客户端，完成对客户端的动态配置。
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	(2) 单击<启用DHCP>按钮，默认进入“服务”页签的页面，如下图所示。
	(3) 配置DHCP服务的信息，详细配置如下表所示。
	(4) 单击<确定>按钮完成操作。
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	(2) 单击“中继”页签，进入DHCP中继的配置页面，如下图所示。可以查看中继信息，如下图所示。详细说明如下表所示。
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	(2) 配置各种服务的信息，详细配置如下表所示。
	(3) 单击<确定>按钮完成操作。
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	28.7   配置SNMP用户
	(1) 在导航栏中选择“网络 > SNMP”。
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